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Jlekums 1 CeTeBble onepaunoHHble CUCTEMDbI

Tema: CeTeBble onepaLMoHHbIE CUCTEMBI: CTPYKTYpa, HasHayeHue, pyHKUMK

1. Yo Takoe ceTeBoe nporpaMmHoe obecrneyeHve?

CereBoe nporpaMMHoe oOecrieueHre MpeAHa3HaueHO I OPraHU3aLli COBMECTHOH pabOTHI IPYIIIIBI HOJIB30BaTEIICH
Ha pa3HBIX KoMIbloTepax. Ilo3BoiseT oOpraHm3oBaTth OOWIyI0 (aWIOBYIO CTPYKTYpy, OOmue O0a3pl JaHHBIX,
JIOCTYITHBIE KaKIOMY WieHy rpymmbel. ObecniednBaeT BO3MOKHOCTD Iepejadn COOOIIEeHUI 1 paboThHl Hax OOIIMMHU

MMPOCKTaMH, BO3MOKHOCTb pa3ACJICHUA pECypCOB.

2. CeTeBble onepaumoHHble cucteMbl (Network Operating System — NOS) —

3TO KOMIUIEKC IPOrpaMM, 00ECIIeYNBAIOIIX 00padOTKy, XpaHEHHUE U TIePeaady JaHHBIX B CETH.

CeTteBas olepalMoHHasi CUCTEMa BBIOJHACT (HYHKINH NPUKIATHONW IUIAT(GOPMBI, TIPEIOCTAaBISIET Pa3HOOOpa3HbIC
BUJIBI CETEBBIX CIIYKO W MOJAEPKUBACT paboTy MPHUKIAIHBIX NTPOIECCOB, BHIIOIHAEMBIX B A00HEHTCKHX CHCTEMaX.
CeTeBble  OICPAIMOHHBIC CHCTEMBI HCIIONB3YIOT KJIMEHT-CEPBEPHYIO, JMOO OJHOPAHTOBYIO apXHTEKTYpY.
Kommnorentsr NOS pacrionaratoTest Ha Bcex pabO4HX CTAHIMUAX, BKIIOYCHHBIX B CETh.

NOS ompeznenser B3anMOCBSI3aHHYIO TPYIMITy IPOTOKOJOB BEPXHHMX YPOBHEH, OOECIICUMBAIONINX BBHIIIOJIHEHHE

OCHOBHBIX (yHKIMH ceTH. K HIM, B IepBYIO 04epenb, OTHOCATCS:
ajipecanysi OObeKTOB CETH;
(DYHKIIMOHNPOBAaHUE CETEBBIX CITYKO;
obecrieueHne 6e30MacHOCTH JaHHbIX;

YIIpaBJICHUEC CEThIO.

IIpu Be1060ope NOS HeoOxomuMo paccMaTpUBaTh MHOXKECTBO (pakTopoB. Cpenu HUX:
Habop CETEBBIX CIYKO, KOTOPBIE NPEOCTABISIET CETh;
BO3MOXKHOCTB Hapal[MBaHUs UMEH, ONPECISIOINX XPaHUMBbIE TaHHBIC M NPHKIIAIHbIC TPOrPaMMBI;
MEXaHN3M pacCpeOTOUCHHUS PECYPCOB 110 CETH;
croco0 MOAH(UKAIIY CETH U CETEBBIX CITYkKO;
HaJIe)KHOCTH (DYHKIIMOHUPOBAHUS U OBICTPOJEHCTBHE CETH;
UCIIOJIb3yeMble MM BEIOMpaeMble (PM3MYECKUE CPEACTBA COCANHEHNS;
THITBI KOMITBIOTEPOB, 00BEMHSIEMBIX B CETh, UX OINEPAIIMOHHBIC CUCTEMBI;
npe/IaraeMble CUCTEMBbI, 00eCIIeUYMBAIOIINE YIIPABICHNAE CETHIO;
UCIIOJIb3yeMbIe CPE/ICTBA 3AIIUTHI JAHHBIX;
COBMECTHUMOCTb C YK€ CO3JJaHHBIMH NPUKJIATHBIMH IIPOLIECCAMHY;

YHUCIIO CEPBEPOB, KOTOPOE MOXKET pabOTaTh B CETH;

NEPEeUCHb PCTPAHCIALMUOHHBIX CHUCTEM, O6€CH€‘II/IB3IOIIII/IX COIIPAKCHHUE  JIOKAJIBbHBIX ceTell ¢ Pa3INIHbIMU

TCPPUTOPUATIBHBIMUA CCTAMU;



= criocob JAOKYMCHTUPOBAHUSA paGOTLI CCTHU, OpraHn3aluyd MoJACKa3oK 1 MOAJACPIKECK.

3. dyHKUUKN 1 XapaKTEPUCTMKKN ceTeBbIX onepauunoHHbix cuctem (OC).
Paznnuaror OC co BCTPOEGHHBIMU CETEBBIMU (YHKIMAMU 1 000704kH Has okaidbHbMU OC. ITo apyromy npusHaky
KJ'IaCCI/I(l)I/IKaIII/II/I pas3jim4aroT CETEBbLIC OoC OOHOPAHI'OBBIC U (byHKLII/IOHaJ'IbHO HECUMMECTPHUYIHLBIC (L[J'I)I CHUCTEM

"knmuent/cepeep").

OcHoBHbIe QyHKIMHU ceTeBoit OC:

yIpaBJeHUe KaTajJoramu U Qainamu;
yIpaBlIeHUE PeCypcaMu;
KOMMYHUKaIMOHHbIE (DYHKIUH;

3alIMTa OT HECAaHKIIMOHHUPOBAHHOTO J0CTYTIA;
o0ecrieyeHre 0TKa30yCTONUYHUBOCTH;

yIIpaBJICHUE CETHIO.

VYnpasnenue xaranoramu u (aiiaMu B CETAX 3aKJIIOYaeTCs B 0OECIEUYEHUH JOCTYIa K JaHHBIM, (PU3MYECKH
PacCIOJIOKEHHBIM B APYTUX y3JIaX CETU. Y MPABJICHUE OCYIICCTBISICTCS ¢ MOMOIIBIO CIICIIUALHON CeTeBOM (hailioBoit
cucrembl. daiiioBasi cucTeMa 1Mo3BoiseT oOpamarhkes K (ailiaM myTeM NPUMEHEHHUsS PUBBIYHBIX AJISI JIOKAIbHON
paboThl A3BIKOBBIX cpencTB. Ilpu oOmene aiimamMu JODKeH OBITH OO0CCIEYCH HEOOXOIMMBIH YPOBEHB
KOH(UICHIIMAILHOCTH 0OMeHa (CEKPETHOCTH JIAaHHBIX).

VYnpasieHue pecypcaMu BKIIOYaeT 00CTyKHBaHHE 3alIPOCOB Ha MPETOCTaBICHUE PECYPCOB, JOCTYITHBIX 110 CETH.
KommyHuKannoHHbIe PyHKITNHM 00eCTIeYHBaIOT agpecaliuio, 0yhepusannio, BEIOOP HAIPABICHUS IS JBIKCHUS
JAaHHBIX B Pa3BETBICHHOW CceTH (MapIIpyTH3alMIO), YHpaBICHHWE IOTOKaMM JAaHHBIX W JAp. 3ammra oT
HECAaHKIIMOHUPOBAHHOTO J0CTYIa — BakHas (QYHKI[HS, CIOCOOCTBYIONLIAS MOJICPIKAHUIO LIENIOCTHOCTH JaHHBIX M UX
KoH(puIeHnnanbHoCcTH. CpeAcTBa 3alUTH MOTYT pa3penars JOCTYI K OIpeeIeHHBIM JaHHBIM TOJIBKO C HEKOTOPBIX
TEPMHHAJIOB, B OTOBOPEHHOE BpEeMS, OTPEAEICHHOE YHUCIO pa3 U T.II. Y KaKAOTO IMOJIb30BATENs B KOPIOPATHBHOM
CeTH MOTYT OBITH CBOM IpaBa JOCTyIla C OTPaHHYEHHEM COBOKYITHOCTH JIOCTYNHBIX AWPEKTOPUN MIIM CIHCKa
BO3MOJXKHBIX JICHCTBUIL, HAIPUMEDP, MOXKET OBITh 3aNpeleHO N3MEHEHHE COAECPIKMMOT0 HEKOTOPHIX (aiiyos.
OTKa30yCTONYNBOCTD XapaKTEPU3yeTCs COXpaHEHHEM pPabOTOCHOCOOHOCTH CHCTEMBI NMPH BO3IEHCTBHU
JleCTabMIM3UPyIomMuX GakTopoB. OTKa30yCTOHYNBOCTE 00eCIeunBaeTCs MPUMEHEHHEM JIJIsl CEpBEPOB aBTOHOMHBIX
HUCTOYHHUKOB TIHTaHHS, OTOOpaXKCHWEM WIM TyOnupoBaHHMEM HWHPOPMAIMK B JUCKOBBIX HakomuTensx. llox
oToOpakeHHEeM OOBIYHO TOHMMAIOT HAJMYUE B CHCTEME ABYX KOIHMH JAHHBIX C WX PACIOIOKCHHEM Ha Pa3HBIX
JIICKaX, HO MOJIKIIFOYEHHBIX K OTHOMY KOHTpoJutepy. [lyonnpoBaHue oTan4gaeTcss TeM, 94TO IS KaKIOTO M3 TUCKOB C
KOTIIMSIMH HCTIONB3YIOTCSI pa3Hble KOHTposuiepel. O4eBHAHO, UTO AyOnmpoBaHuMe Ooinee HanmexHo. [lampHeimiee
TIOBBIIIEHIE OTKa30yCTOMYMBOCTH CBSI3aHO C JYyOJHMPOBAHHEM CEPBEPOB, YTO OJHAKO TPEOYeT MOMONHUTEIBHBIX
3aTpaT Ha MpuodpeTeHrne 00opya0BaHusI.
YmupaBieHHEe CEThIO CBS3aHO C MPUMEHEHHEM COOTBETCTBYIOIIMX IPOTOKOJIOB YIIPABICHHS.
[IporpammuOe obecrmedeHHe YNpaBICHHSA CETbIO OOBIYHO COCTOMT W3 MCEHEIKEPOB M areHToB. MEHeIKepoM

Ha3BIBAETCS IPOTpPaMMa, BHIPAOATHIBAIOIIAS CETEBBIE KOMAHABI. ATEHTHI IIPEACTABIAIOT COOOH IPOrpaMMEL,



PAacCIONIOKEHHBIE B PA3JIMUHBIX y371aX ceTu. OHU BBIIONHAIOT KOMaH/bl MEHEIKEPOB, CICAAT 32 COCTOSHUEM Y3JIOB,
cobuparor mHpopManuio 0 mapaMeTpax WX (PYHKIMOHUPOBAHHS, CUTHAIM3HPYIOT O IPOUCXOAALIMX COOBITHSIX,
(PMKCHPYIOT aHOMAJINH, CIEIAT 32 TPAPHUKOM, OCYILIECTBIISIOT 3alIUTY OT BUPYCOB. ATEHTBI C IOCTATOYHOM CTENEHBIO
MHTEJUIEKTYaIbHOCTH MOTYT y4YacTBOBaTh B BOCCTAHOBJIEHMM WH(opMauuu mnocie cOoeB, B KOPPEKTHPOBKE

HapaMeTpoB yNpaBJICHHS U T.II.

4. CTpyKTypa ceTeBoM onepaumoHHON CUCTEMbI

CeTeBas onepanuoHHasi CHCTEMa COCTABJISET OCHOBY JIFO0O# BBIYMCIMTENBHOM ceTr. Kaskblii KOMIIBIOTED B CETH
ABTOHOMEH, IMO3TOMY IOJ{ CETEBOM OINMEPAIMOHHONW CHUCTEMOW B HIMPOKOM CMBICJIE TOHUMAETCS COBOKYITHOCTH
OMNCPAalMOHHBIX CUCTEM OTHACJIBbHBIX KOMIIBIOTCPOB, B3aHMOﬂeﬁCTByIOH.[HX C LCJIbHO O6MeHa COO6HIeHI/IHMI/I u
pasesieHusl PECypCcoB MO €AMHBIM TPaBUIIAM — MPOTOKOJaM. B y3kom cmeicie cereBas OC — 3T0 omepanroHHast

CUCTEMA OTACIIBHOTO KOMIIBIOTEPA, o0ecrneurBaroas €MY BO3MOKHOCTb pa6OTaTb B CCTH.

CpemcTsa YNpPar.e HHA JI0K L6 HEINH
PeCYpranm
(JorameHag OC)

CeprepHas YarTh EnHeNTCKad YarTh

CHensTEa TRemocTaE- CPeAcTES SAIpoca
TIEHHA COGCTEEHHED HOCTYTI K FHANEH-
PeCYpCoE B ofLge HEIM PeCHRICam H

IR0 BAHHE IV TAM

Ofonauia

Konnay 1K Ao HHEIE CPelcTER

B cemn

Puc.1 CrpyxTtypa cereBoit OC

B cooTBeTCTBUU CO CTPYKTYpOMi, PUBEIEHHOW Ha pUC. 1, B CETEBOI ONMEPAIMOHHON CUCTEME OTAEIbHON MAaIIHHBI
MOKHO BBIICIIUTH HECKOJIBKO qacTeu.

1. CpenctBa ympaBieHHs JIOKAIBHBIMH pPecypcamMH KOMITbIOTepa: (YYHKIIMK paclpeieleHUs] OTIepaTUBHON MaMSTH
MCXIY NOponccCaMu, IUIAHUPOBAHUA W AUCHECTUCPU3AUN IIPOLECCOB, YIPABJICHHA IIPpOUECCOpaMH, YIIPABJICHUA
nepuepruitHBIMI YCTPOUCTBAMH U IpyTHe GYHKINHU YIpaBIeHU pecypcaMu JokanbHBIX OC.

2. CpenctBa mpemocTaBiICHUS COOCTBEHHBIX PECYpCOB M YCIyr B oOllee mojib30BaHue — cepBepHas dactb OC
(cepBep). Otu cpeacTBa 00eCeUNBAIOT, HAIPUMED, OJIOKUPOBKY (ailIoB U 3amuceld, BEACHHE CIPABOYHUKOB UMEH
CETEBBIX PECYPCOB; 00pabOTKY 3aMpOCOB yIAJICHHOTO JOCTyIa K COOCTBEHHOU (haiiioBo cucteMe u 0a3e MaHHbBIX;
yIpaBJIeHHE OYepeIIMH 3alIPOCOB YAAICHHBIX MTOJIb30BaTEIeH K CBOMM MepH(pepUtHBIM YCTPOWCTBAM.

3. CpencTra 3ampoca I0CTyIa K yIaIEHHBIM pecypcaM U yciryraMm — kireHTckast yacte OC (peaupekrop). O1a 4acTh

BBITIOJTHSET PAcIlO3HABAHME W TICPEHAINPABICHHE B CETh 3alpOCOB K YHAJICHHBIM pecypcaM OT TPHIOKCHHH U



nosip3oBareneid. KimeHTckas yacTh TakKe OCYLIECTBISCT MPUEM OTBETOB OT CEPBEPOB M MpeoOpa3oBaHHE UX B
JIOKaJIbHBII (hopMarT, Tak 4TO IS MPUIIOKEHHS BBIMOTHEHUE JOKATBHBIX M YAAICHHBIX 3aIIPOCOB HEPA3IHYHMO.

4. Kommynukanuonssie cpeactea OC, ¢ MOMOIIBI0 KOTOPBIX MPOUCXOAUT OOMEH COOOLICHHUAMH B CETH. DTa 4acTh
obecrieunBaeT aapecanyio M Oydepusanuio COOOIICHUH, BBIOOp MapIIpyTa Nepeiadd COOOIICHUS IO CEeTH,

HaJACKHOCTD Mepcaavu U T.I1., T. €. ABJACTCA CPEACTBOM TPAHCIOPTUPOBKU COO6III€HI/II>1.

5. KnueHTckoe nporpammHoe oGecnedyeHne

Jnst paboOThI ¢ CeThIO Ha KIMEHTCKUX Pa0OYMX CTAHIHUAX MOJDKHO OBITh YCTAHOBJICHO KIHEHTCKOE MPOTPaMMHOE
obecrieyenne. DTo MporpaMMHoe obecredeHre 00eCIIeunBaeT JOCTYI K pecyp-caM, PacloIOKEHHBIM Ha CETEBOM
CcepBEpE. TpeMH HaI/I6OHee BaXXHBIMU KOMIIOHCHTAMH KJIIMEHTCKOI'O IPOrpaMMHOIO O6eCHe'-IeHI/IH SIBJIAOTCA

pemupekropsl (redirector), pacnpenenutenu (desig-nator) u umena UNC (UNC pathnames).

PeaunpekTopbl

PenupexTop — cereBoe mporpaMMHOe oOecrnedeHre, KOTopoe NPUHUMAET 3allpOChl BBO-1a/BbIBOJIA ISl YIAICHHBIX
(aiinoB, IMEHOBaHHBIX KaHAJIOB WJIM MOYTOBBIX CIOTOB M 3aTeM Iepe-Ha3Ha4aeT MX CETEBBIM CEPBHCAM JPYroro
KOMIIbIOTepa. PeinpeKTop nepexBaTsiBaeT BCE 3aMPOCHI, MOCTYHAIONIUE OT MIPUIIOKECHUH, U aHATTU3UPYET UX.
DaKkTUYECKH CYIECTBYIOT J[Ba TUIIA PEAUPEKTOPOB, UCIOIB3YEMBIX B CETH:

* KIMeHTCKui peaupexrop (client redirector)

* cepBepHBIi peaupexTop (Server redirector).

O0a penupexTopa (YHKIMOHUPYIOT Ha MpeacTaBuTenbeckoM ypoBHe mozaenu OSI. Korpa kimeHT nenaer 3anpoc
CETEBOMY IPUIIOKEHHUIO N CIyXk0e, peInpeKTop MepexBaThIBaeT 3TOT 3alPOC U IPOBEPSET, ABISIETCS JIU Pecypc
JIOKaJbHBIM (HaXOMAAIIMMCS Ha 3alpallldBaIONIeM KOM-TIBIOTEpe) WM yAaleHHBIM (B cetw). Ecimm pemupextop
OTIpeNieNsaeT, YTO 3TO JIOKAIBHBIA 3alpoc, OH HAIPAaBISIET 3alpoC LEHTPAIbHOMY MpOIleccopy AN HEMEAJICHHOM
o0pabotku. Ecnu 3anpoc npen-Ha3Ha4deH IS CETH, PEAUPEKTOP HAIIPABISLET 3aIpoc MO CETH K COOTBETCTBYIOIIEMY
cepepy. Ilo cymecTBy, peaIupeKTOpPsl CKPHIBAIOT OT HOJIB30BATEINS CIOXKHOCTH JOCTyma K ceTd. [locime Toro kax

CETEBOI1 pecypc oIpe/iesieH, 0Ib30BaTeNIN MOTYT MOJyYUTh K HEMY TOCTYII 0€3 3HaHUS €ro TOYHO-TO PacHOI0KEHNUS.

Pacnpepgenurenn

Pacnpenenurens (designator) mpeacrasiser co0OM  4acTh IPOrPaMMHOIO  OOECIIEUEHHMs, YIPABJISIOLIYIO
nprucBoenneM OykB Hakommrenst (drive letter) kak mokanbHBIM, TaKk W yJaJ€HHBIM CETEBBIM pPECypcaM HITH
pasaesIEMbIM TUCKOBOAAM, YTO IIOMOTAacT BO BSaHMOﬂeﬁCTBHH C CCTCBBIMU pPECypCaMHU. KOF}la MEXIY CETEBBIM
pecypcom u OYKBO# JTOKATbHOTO HAKOIMTEISI CO3/JaHa aCCOIIMAITNS, M3BECTHASI TAK)KE KaK OTOOpaKeHHe JTUCKOBOIA
(mapping a drive), pacrpenenuTens OTCIEKUBAET IIPUCBOCHNE TaKOi OYKBBI IMCKOBOA CETEBOMY pecypcy. 3atem,
KOT/[a MMOJIb30BaTENb WM MPUIOKEHHE MOIyYaT AOCTYI K IHCKY, paclpeneluTelb 3aMEHUT OyKBY IHCKOBOIA HA

ceTe-BOM ajipec pecypcea, MPekIe YeM 3ampoc OyIeT MOCIaH PeIupPeKTopy.

Mmena UNC
PeZ[I/IpCKTOp nu pacnpez[enmenb SIBJIAOTCA HEC CAMHCTBCHHBIMU METOAAaMM, I/ICHOJ'ILSYGMBIMI/I 1L I[OCTyHa K CETCBbIM

pecypcaM. BONBIIMHCTBO COBPEMEHHBIX CETEBBIX OIEPAIIMOHHBIX CUCTEM, Tak ke kak u Windows 95, 98, NT,



pacnosnatotr umeHa UNC (Universal Naming Convention — YuusepcanbHoe cornanieHue no HaumeHosanmto). UNC
OPECTABISIOT CO0OM CTAaHAAPTHBIA CHO-CO0 HMEHOBAHHS CETEBBIX PECypcoB. ODTH HMEHa HMEKIT (opMy
\Mwmst_cepsepa\umsi_pecypca. CrocoGubie pabotate ¢ UNC mnpuioeHHss W yTHIUTBI KOMAHIHOW CTPOKH

HCIOJIB3YIOT UMCHA UNC BmecTo 0TO6pa)KeHI/[$[ CCTCBBIX TUCKOB.

6. CepBepHoe nporpaMmHoe obecnedeHne

JInst TOro 4TOOBI KOMITLIOTEP MOT BBICTYIIATH B POJIM CETEBOIO CEpPBEpa HEOOXOIUMO YCTAHOBUTH CEPBEPHYIO YACTh
CETEBOM OMEPAIIMOHHON CHCTEMBI, KOTOPast MTO3BOJISIET MOAAEPKUBATL PECYPCHI i pACTIPOCTPAHSITE UX CPEIH CETEBBIX
KJIMEHTOB. BaXHBIM BOMPOCOM JUI CETEBBIX CEPBEPOB SBJISETCH BO3MOKHOCTH OTPAHHYUTH JOCTYI K CETEBBIM
pecypcam. DTo Ha3bIBaeTCs ceTeBoM 3amuToi (network security). Ona mpegocTaBiseT cpeacTBa yIpaBieH s HAl TEM,
K KaKMM PECYpCcaM MOTYT TIOJIYYUTh A0CTYII MOJABb30BATENH, CTENEH 3TOr0 JOCTYIIA, a TAKKE, CKOJIBLKO MOJIb30BaTENEH
CMOTYT MOJYYHUTh TaKOH JOCTYI OJHOBPEMEHHO. DTOT KOHTPOJb 00eCeYnBaeT KOHPUICHIIMAIBHOCTD U 3aIIUTY H
nojiepkuBacT 3 HEKTUBHYIO CETEBYIO CPEY.

B momnonHenue kK 06eCIEYEHHI0 KOHTPOJISA HaJl CETEBEIMU PECYPCAMU CEPBEP BBIMONIHSIET CIEAYIOIUE (YHKLIUH:

— MpeAoCTaBIsET NpoBepKy peructpanuonnsix umeH (logon identification) nms mons3oBarenei;

— YNpaBJsIeT [0JIb30BATEISAMU U IPYIIIAMU;

— XpaHUT UHCTPYMCHTBI CETCBOTO a/IMUHUCTPUPOBAHUA JId YIIPABJICHUA, KOHTPOJIA U ayJUTa,

— obecrnieunBacT OTKa30yCTOﬁ’-IHBOCTL JJIA 3alIMTBI HEJIOCTHOCTH CETH.

7. KnueHTckoe u cepeepHoe nporpamMHoe obecrnedeHve

Hekoropble M3 CeTeBBIX OMEPAMOHHBIX cucTeM, B ToM uncie Windows NT, uMeroT mporpaMMHbIe KOMITOHEHTHI,
o0ecrieunBaroONe KOMIBIOTEPY KaK KIMEHTCKHE, TaK M CEpBEPHBIE BO3ZMOXKHOCTH. DTO MO3BOJSIET KOMIBIOTEPAM
MOJIEP’KUBATh U HCIIONB30BaTh CETEBBIE PECYPCHl M IpeobiagaeT B OJHOPAHIOBBIX CeTAX. B olmieM, 3TOT T
CETEBBIX ONEPALMOHHBIX CHCTEM HE TaK MOIIEH M HAJeKeH, KaK 3aKOHYCHHBIE CETEBbIC ONEPAIOHHBIE CHCTEMBI.
['maBHOE NPEUMYIIECTBO KOMOWHUPOBAHHOW KIIMEHTCKO—CEPBEPHON CETEBOM ONEPAaLMOHHON CUCTEMBbI 3aKIIFOUAETCs
B TOM, YTO Ba)KHBIE PECYPCHI, PAcIIOIOKEHHbIE Ha OTAEIBHOMN pabouel CTaHIiH, MOTYT OBITh pa3JeNIeHbI C OCTAIbHOM
gacThio ceTH. HerocTaToK COCTOUT B TOM, 4TO €ClIi paboyasi CTaHIUS MOAEPKUBAET MHOTO aKTHBHO HCIIOJIb3YEMBIX
pecypcoB, OHa HCIIBITHIBAET CEPHE3HOE MaJCHHE MPOU3BOIUTEIHHOCTH. ECiI Takoe MPOMCXOIUT, TO HEOOXOIMMO
MIEPEHECTH 3TH PECYPCHI Ha CepBep IS YBETHUCHHS 00IIeH IPON3BOUTEIHHOCTH.

B 3aBucumocTH OT (QYHKIHH, BO3IaraeéMbIX Ha KOHKPETHBIH KOMITBIOTED, B €TO OIEPAMOHHOW CHCTEME MOXKET
OTCYTCTBOBATh OO KIMEHTCKAs, TUOO CepBepHAs 4acTH.

Ha puc. 2 xomnbtorep 1 BbINONHSIET GYHKINU KIMEHTa, a KOMIbIOTEp 2 — (QYHKIMK CepBepa, COOTBETCTBEHHO Ha

[EPBOM MAIIMHE OTCYTCTBYET CEPBEPHAs 4aCTh, @ HA BTOPOM - KIIMEHTCKASL.



Koo zorep 1 Kommzorep 2
Tlprmossce rme 1 TTprmoszce vme 2
PempexTop 1
Jloxanswana Kmewrcran Cepeephan Jlokanena
ocl wacTs 1 ¥acTE 2 aQC2
Kormryomkamon- Kormryiomxaim- o
EO @l. HEIE CPECTEA HHEIE CPeCTEA B0
JloxansHEIE pecYPCEL + + JloxansHEIE pecyYpCEL

Puc. 2 B3aumoneiicteue xomnoneuros NOS

Ecnu Bbman 3ampoc K pecypcy AaHHOTO KOMIBIOTEpa, TO OH IEPeaipecOBBIBACTCS JIOKAILHON OIepalMOHHON
cucreme. Ecnm ke 3TO 3ampoc K yAalIeHHOMY pecypcy, TO OH TMEpernpaBisieTcss B KIMEHTCKYIO 4acTb, IJie
npeoOpasyeTcs 13 JIOKaIbHOM (OpMBI B ceTeBOM (hopMaT, 1 mepeiacTcss KOMMYHUKAITMOHHBIM cpencTBaM. CepBepHast
gacth OC KOMITbIOTEpaA 2 MIPUHUMACT 3aIpoc, MPeodpa3yeT ero B JIOKAIbHYIO (HOpMY U TepeaacT IS BBITOITHCHHUS
cBoeit nokansHOM OC. Ilocne Toro, Kak pe3ysbTaT MOJydYeH, cepBep oOpaimaercst K TPaHCIIOPTHOW MOACUCTEME U
HAMpaBJISIET OTBET KIHEHTY, BhIAaBIIeMy 3amnpoc. KireHTckas yacTh mpeodpasyer pe3ysabTaT B COOTBETCTBYHOIIUI

(hopMmarT 1 azpecyer ero ToMy NPHIOKEHHUIO, KOTOPOE BBIIAJIO 3aIpocC.

8. TpeboBaHWs K COBPEMEHHBIM OMepPaLMOHHbIM CMCTEMaM

['maBHBIM TpeOOBaHUEM, MTPEABSBISIEMBIM K ONIEPALMOHHON CHCTEME, SIBJISICTCS BBINIOJIHEHUE €0 OCHOBHBIX (PYHKIIMH
3¢ (dHEeKTUBHOTO yIpaBleHUs] pecypcamMu U odecriedueHrne yao0Horo uHTepdeiica A moab30BaTess W MPUKIaTHBIX
nporpaMM. Cospemennas OC, kak NpaBWIO, JODKHA TOANEPKHUBATH MYJIBTUIPOTPAMMHYI0 00paboOTKY,
BUPTYQJIbHYIO MaMsATh, CBOIIMHI, MHOTOOKOHHBIN rpaduyeckuil MHTepQenc IMojabp30BaTeis, a TakkKe BBIIOJIHATH
MHOTHE JApyrue Heobxomumble (QyHKIMHM ¥ yciayrn. Kpome sTux TpeOoBaHHN (DYHKIIMOHAIFHOW IONHOTHI K
OTIEPAlIMOHHBIM CHCTEMaM TIPEABSBIIOTCS HE MEHee BaKHBIE OKCIUTyaTal[HOHHBIE TpPeOOBaHHSA, KOTOpEIC
TIePEYHCIICHBI HIXKE.

PacwmnpsemMocTb. B To Bpems kak amnmapaTHasi 4acTh KOMIIbIOTEpA yCTapeBaer 3a

HECKOJIBKO JIET, TIOJIe3HAs JKU3Hb OIEPAMOHHBIX CHCTEM MOXKET M3MEpPATHCS ACCATIICTHSIMH. [IprMepoM MoxeT
ciayxuth OC UNIX. TlosToMy omnepamroHHBIE CHCTEMbI BCET/Ia M3MEHSIOTCS CO BPEMEHEM 3BOJIOIMOHHO, U OTH
W3MEHEHHUs1 Oojiee 3HAYMMBI, YeM H3MEHEHHs ammapaTHbiX cpeactB. M3menenms OC 0ObIYHO 3aKITIOYAOTCS B
prOOPETEHNH €10 HOBBIX CBOMCTB, HAIIPUMEP TOAIEP’KKE HOBBIX THIIOB BHEITHUX YCTPOMCTB MIIM HOBBIX CETEBBIX
texHosoruil. Ecm xon OC nHammcaH TakuM 0o0pa3oM, YTO JIOTIONHEHHS M U3MEHEHHS MOTYT BHOCHUTBCS 0e3 Ha ™
PYIICHUS [EJIOCTHOCTH CHCTeMBI, TO Takylo OC Ha3pIBalOT pacumpsieMoil. PacmmpsemMocTs JocTHraeTcs 3a C4eT
MOIynbHOH CcTpykTypel OC, mpm KOTOpOoil Tpo—TpaMMBl CTpOSTCI U3 Habopa OTAEIBHBIX MOAYJIEH,

B3aMMOJICHCTBYIONINX TOJBKO Yepe3 PYHKIIMOHAIBHBIN HHTEpQETC.



MepeHocumocTb. B uaeane kox OC mOMKEH JIETKO MEPEHOCHTHCS C MPOLECCOpa OAHOTO THMA Ha MPOLIECCOp
JPYroro THIIA ¥ C anmnapaTtHoi riaTgopmbl (KOTOpHIE pa3inyaloTcs He TOJIBKO THIIOM IPOoIeccopa, HO ¥ crioco0oM
OpraHM3allid Bceil ammaparypsl KOMIIBIOTEpa) OJHOTO THIIA Ha anmapaTtHylo IU1aTopMy JIpyroro THIIA.
[epenocumbie OC UMEIOT HECKOJIBKO BAPHAHTOB PEAIN3AIINH JUIsl pa3HBIX MIaTdhopm, Takoe cBoicTBo OC Ha3bIBalOT
TaK)ke€ MHOTOIUIAT(OPMEHHOCTHIO.

CoBmecTuMocTb. CyIIecTBYeT HECKOJIBKO «I0JITOKUBYIIMX) MOIMYJISIPHBIX ONEPAIIMOHHBIX CUCTEM (Pa3HOBHIHOCTH
UNIX, MS-DOS, Windows 3.x, Windows NT, OS/2), mns koTopsix HapaboTaHa IIHpOKas HOMEHKIATypa
npwioKeHui. HekoTopsle M3 HHMX NONB3YIOTCS INHPOKOHW TMOMYJsIpHOCTBIO. [loaToMy mist monb3oBatens,
MEePEXOSIIEro 110 TEM MM HHBIM NpudrHaM ¢ ogHoi OC Ha Opyryro, O4eHb NpUBJIEKATEeIbHA BO3ZMOKHOCTD 3aIlycKa
B HOBOIl OIEpPAlMOHHOW CHCTeMe NPUBBIYHO TO mpuiokeHus. Ecimu OC umeer cpeiacrtBa Uit BBINOJHEHUS
NPUKJIAJHBIX PO TPaMM, HAIMCAHHBIX AJISl JPYTHX ONEPallMOHHBIX CHCTEM, TO IIPO Hee TOBOPST, YTO OHA 00Ja1aeT
coBMecTMOCThIO ¢ 3TuMH OC. CrenyeT pa3nudath COBMECTUMOCTh Ha YPOBHE JBOMYHBIX KOJOB U COBMECTUMOCTD
Ha YPOBHE€ MHCXOJAHBIX TEKCTOB. IloHsATHE COBMECTHUMOCTH BKIIOUACT TaKXkKe NMOAACPIKKY IMOJIb30BATCIILCKUX
unrepdeiico npyrux OC.

HapexHoCTb/ 0TKa30yCcToMYnBOCTb. CricTemMa MOMKHA OBITh 3alIUICHA KaK OT BHYTPEHHHUX, TaK U OT BHEIIHHUX
omnoOoK, cOoeB 1 0TKa30B. Ee NelcTBHS JOJKHBI OBITh BCET/Ia IPENICKa3yeMbIMH, a MIPUIIOKEHUS HE JOJIKHBI UMETh
BO3MOXHOCTH HaHocuTh Bpen OC. HanexxnocTh M oTkazoycTodumBocTh OC mpexae BCEro OMpelessiFoTCs
ApXUTEKTYPHBIMH PEIICHHUSIMH, TOJIOKEHHBIMH B €€ OCHOBY, a TaK)K€ KayeCTBOM €€ pean3auuy (0TJIaXKEHHOCTBIO
kona). Kpome Toro, BaxkHo, Briouaer ju OC mporpaMMHYIO MOIACPHKKY amMapaTHBIX CPEICTB 00eCreUeHHs
OTKaSOyCTOﬁ‘IHBOCTH, TaKuX, HAMIPUMEP, KaK TUCKOBBIC MAaCCUBBI NJIU UCTOYHUKHU 6ecnep660171H0r0 MMUTaHUs.
BezonacHocts. CoBpemenHas OC fopKHA 3aIIMINATh JAaHHBIE U APYTHE PECypPCH BBIUHUCIN-TEIBHON CHUCTEMBI OT
HECaHKIIMOHUPOBaHHOTO AocTyma. Ytoost OC obanana cBOMCTBOM 0€30MacHOCTH, OHA I0JDKHA KAK MUHUMYM UMETh
B CBOEM COCTaB€ CpEACTBAa ayTeHTH(PHUKALUU — OMpEIeNeHHs JICTaJbHOCTH MOJb30BaTeNel, aBTOPHU3ALUU —
MMpEeAOCTABJICHUA JICTAJIbHBIM IIOJIB30BATCIIAM }II/I(b(bepeHHI/IpOBaHHI)IX npaB A0CTyIa K pecypcaM, ayaurta —
(huKcaIM BCEX «IIOJO3PUTENBHBIX» g 0e30MacHOCTH CUCTEeMBI cOObITHH. CBOMCTBO 0€30MaCHOCTH OCOOEHHO
BaxxHo a1 ceTeBbix OC. B Ttakmx OC k 3amaue KOHTpOJS JOCTyma mo0aBisieTcs 3ajada 3allUThl JaHHBIX,
nepenaBaeMbIX MO CETH.

ITpomsBonurensHOCTh. OmepanyoHHAs CHCTEMa JOJDKHA OONazaTh HACTOJIBKO XOPOIIUM OBICTPOAEHCTBHEM H
BPEMEHEM PeaKIMi, HACKOJIBKO 3TO MO3BONIAET anmnapaTHas miatdopma. Ha npoussonutensHocTs OC BIMSAET MHOTO
(hakTOpOB, CpeAM KOTOPHIX OCHOBHBIMH SBIAIOTCA apxuTektypa OC, MHOrooOpasume QYHKIUH, KadecTBO
MIPOTPaMMHUPOBAHMS KOJa, BO3MOXHOCTh HcnoiHeHHs OC Ha BBICOKONPOW3BOANUTENHFHOW (MHOTOIIPOIIECCOPHON)

miatopme.

9. Beibop ceTeBol onepauuoHHON CUCTEMBI

IIpu BEIOOpE ceTeBOM ONEPaMOHHON CHCTEMBI HEOOXOMMO YIUTHIBATE!
— COBMECTUMOCTH 000PYIOBaHHS;

— THII CETEBOTO HOCUTES;

— pa3mMep cery;

— CETEBYIO TOIIOJIOTHIO,



— TpeboBaHUsI K CepBepy;

— OIEpallOHHBIE CHCTEMBI Ha KIIMEHTaX U CepBepax;
— cereBas (ailoBas cucrema;

— corJlameHusi 00 UIMEHax B CeTH;

— OpraHu3anus CCTEBbIX yCTpOﬁCTB XpaHCHUA.

B Hacrosiiee BpeMs HauGobIlee pacnpocTpaHeHHe Nonydrinn Tpu ocHoBHbIe ceTeBoie OC — UNIX,  Windows
NT u Novell Netware.

OC UNIX npuMeHSIOT NpEeHMMYLIECTBEHHO B KPYIHBIX KOPHOPAaTHBHBIX CETSX, IOCKOJBKY 3Ta CHCTEMa
XapaKTePU3yeTCsl BBICOKON HaCKHOCTHIO, BO3MOXHOCTBIO JIETKOro MacuitabupoBanus ceti. B Unix umeercst psin
KOMaH/I ¥ TIOJICPKHUBAOIINX UX MPOrpaMm [uist paboTsl B ceTH. Bo-mepBbix, 310 KoMans! ftp, telnet, peamusyrommue
(haiioBeIii OOMEH U SMYIIAIMIO YAAIEHHOTO y3ja Ha 0ase nmpoTokosoB TCP/IP. Bo-BTOpPBIX, MPOTOKOJ, KOMAHIBI U
nporpammbl UUCP, pa3spaboTaHHbie ¢ OpHUCHTAIMECH Ha aCHHXPOHHYIO MOJEMHYIO CBS3b IO TEIC(POHHBIM JIMHUSIM
Mex Iy yaaneHHpIMH UNiX-y3i1amMu B KOPIIOPATHUBHBIX U TEPPUTOPHATBHBIX CETSX.

OC Windows NT exirouaer cepepryto (Windows NT Server) u knuentckyto (Windows NT Workstation) sactu u,
TeM caMbIM, obecreunBaeT paboty B cersix "kmument/cepsep”. Windows NT 0GBIYHO MPUMEHSIOT B CPEAHHX IO
MacmTadam ceTsx.

OC Novell Netware cocroutr u3 cepBepHO#t wyactu u oGomouek Shell, pasmernaeMbix B KIH-EHTCKHX Y3lax.
[TpenocraBinsier Moabp30BaTENISIM BO3MOKHOCTh COBMECTHO HCIIOJIL30BATh (aidiibl, IPUHTEPHI U APYroe 000py10BaHHE.
ConepkuT ciayx0y KaTajaoros, oOIyr0 pacnpeaeaéHHyo 0a3y IaHHBIX MOJb30BaTeneld u pecypcos cetu. Oty OC

qaiie NpuMeEHAIOT B HEOOJIBIINX CETAX.

Jlekumna 2 CTpykTypa ceTeBOW OnepaunoHHOM CUCTEMbI

Tema: CTpyKTypa 1 OCHOBHbIE KOMNOHEHTLI ceTeBblix OC. OYHKLMM NO yNpaBreHno CETEBbIMU U

noKarnbHbIMK pecypcamu.

YnpaBreHue UCronb3oBaHNeM pecypcoB — odHa U3 OCHOBHbIX 3agad OC.

OC nomkHa yIpaBisATh WCHOJIB30BAHHEM PECYPCOB BBIYHCIUTEIHHON MAIIHMHBI TAKMM 00pa3oM, 4TOOBI
o0ecreunTh MaKkCUMAaJIbHYI0 A(PQPEeKTHBHOCTh ee (QyHKIHoHNpoBaHusA. KputepueMm 3¢ ¢eKTHBHOCTH MOXET OBITH,
HampuMep, MPOIYCKHAas CIIOCOOHOCTh WM PEAKTHBHOCTH (MO PEAaKTUBHOCTHIO MOHMMAIOT CKOPOCTHh PEAKIIHH)
CHCTEMBI. YIIPaBJIE€HHE PeCypcaMy BKIIOYAET PELICHUE ABYX OOIINX, HE 3aBUCSIINX OT THIIA pEcypca 3a1ad:

* TJIAHUPOBAHHE MCIONB30BAHUS PECypca, a MMEHHO - OIpENeNICHHe KaKOMy IIPOIECCy, KOTAa, B KaKOM 00BeMe,
HE00XOIMMO BBIJICIIUTH TAaHHBII pecypc;

* OTCJIC)KMBAHNE COCTOSTHUS pecypca, TO €CTh OAICPKUBATh HA0OP ONEepaTUBHON MHPOPMALINHU O CTETICHH 3aHATOCTH

pecypca.



CereBast OC (COC) mo3BoJisieT pa3aeisiTh PeCypchl HE TOJIBKO JOKAIBHO, HO U B pAMKaX CETU 0OBEIUHSIONICH
MaIIMHBl CO CBOMMHM CPEICTBaMH MEXCETEeBOro B3anMojeicTBHi. OHa 00s3aTeNIbHO COAEPKHUT IPOrPaMMHYIO
MOJJIEPKKY UL CETEBBIX HHTEp(EHCHBIX YCTPOWMCTB, a TaKXKe CPEACTBAa Ul YHAJCHHOIO BXOJa B ApYrue
KOMIIBIOTEPHI CETH U CPEJCTBA JOCTYMA K YAAJICHHBIM pecypcaM, OHAKO 3TH JOMOJHEHHS CYLIECTBEHHO HE MEHSIOT
CTPYKTYpY caMoOll omnepanuoHHON cucTeMbl. PaKTHUECKH HA COBPEMEHHOM YpPOBHE pPa3BUTHS KOMIBIOTEPHBIX
TexHosoruit Hamuuue y OC BO3MOXKHOCTEH ISl CETEBOrO B3aMMOJIEICTBUS U3 pa3psa XKelaTeIbHOro Hepelnio B
pas3psii HEOOXOIMMOTO JIJIsl TOJTHOLIEHHO!M paboThl ojb3oBates. B otiamuun ot COC, pacnpenenennsie OC (POC),
peain3yeT CeTeBOe pasJelICHHs] PECypCOB, MOJICIUPYS SIMHYI0 BUPTYyaJbHYIO MallnHy Haj ceTblo. Paboras ¢ POC
MOJIb30BATEIII0 HET HEOOXOIMMOCTH 3HATH TOAKIIFOYCHA €TI0 MalIMHA K CETH, SIBIISCTCS JIU JaHHBIA PECypC JIOKaIbHBIM
U I7ie Ha IaHeTe BelmosHseTcs ero mporpamma. OcHoBHoe omimune COC ot POC — B ceTH B3auMOJeHCTBYIOT
Heckonbko COC (mo ogHo# Ha aboHeHTa), B TO BpeMs kak B POC — ecTh ofHa omepannoHHasi CUCTeMa, KOTopas

CKPBIBACT CCTh.

Habop xapaktepuctunk COC.

MHoeomnonb308amersibCKUE: TO3BOISIIOT 2 1 60JIee MOIB30BATEISIM 3aMyCKaTh MPOrPaMMBI B PaAMKax OJIHO#
OC. Takum o6pazom OC UNIX muoromons3zosarensckue, a Windows NT - wer. Ilocneassis He MO3BOJISIET
HECKOJIBKUM IT0JIb30BATEISIM OJHOBPEMEHHO paboTaTh (3amyckaTh cBou mnpwmioxkenwus). B NT mpemocrarieHue
BO3MOXKHOCTH  MCIOJIB30BAHUS  MOIIHOCTEH  Ipolleccopa  HECKOJIbKHUM  TIONB30BaTeNsM  OJHOBPEMEHHO
nepekiaaeiBaercs ¢ OC Ha MPOrpaMMUCTOB (HAIIPUMEp UCTIOIb3YeTCsl TEXHOJIOTHsI KIIUEHT-CepBep)
1) TMonmepKUBAIOIIIE MHOTOPOIECCOPHOCTR: TToCTeaHsSI MOKET OBITh CHMMETPHIHON (TIPOIIECCOPBI PABHOMEPHO
Harpy»aroTcs KOJIaMH Pa3HbIX MIPOTPaMM), aACUMMETPHYHOHN (OAHH IPOLECCOP BHIMOIHAET OAUH IPOLECC).
2) Muoro3amaunocts: Muorosamaunas OC ympasiseT pecypcaMi pasfeisieMbIMH HECKOJIbKUMH OJIHOBPEMEHHO
BBINOJIHSIOMIMMUCS KOHKYPUPYIOIIUMH TNpOrpaMMaMy. MHOT03aJauHOCTh pa3felisieTcs Ha HECKOJBKO THUIIOB, B
3aBHCHMOCTH OT PEaIn30BaHHOTO aJITOPUTMa YIPABIECHHUS pa3elieHHEeM IPOIecCOPHOro BpeMeHH. OCHOBHBIE BUIBI
MHOro3agaqyHocTH — BhITecHAomas (OC BelIenseT KBaHT BPEMEHM IPOIECCY WIM HHUTH, 3aTeM INPEPHIBAET HX
BBINOJIHEHUE W BBIACISIET KBAHT BPEMEHM CIIEIYIOIIEMY IPOLIECCY WIM HUTH) M KOOIEpaTHBHAas (caM IIpoLecc
ompeenseT B Kakoi MOMEHT BpeMeHHU BepHyTh OC ymnpaBieHue, HallpuMep BO BpeMsl 0)KUaHUS BBOJIA)
3) MHuoronuteessie: [103BOSIET pacmapayieNnBaTh BBIYMCICHHUS B paMKax OAHOrO mporecca. C TOYKH 3pEHUSI
NpOrpaMMHUPOBAHUsSI HUTh — WH(OpMaLUs 0 COCTOSHUU (KOHTEKCTe) rmpolecca. HUTh co3maeTcs M HCHONIb3yeTcst
TakuM 00pa3oM, YTO HECKOJBKO IIPOIECCOB (HHUTEH) MOXET BBIIOJNHATHECS B paMKax OJHOTO KOJa, HO C
WCIIONIb30BAaHUEM pa3HBIX JAaHHBIX 00 OKpYXeHHH (KOHTeKCTax). OOBIYHO MHOTOHHTHEBOCTH HCIONB3YETCS MPHU
HaIMCaHUM MPOTPaMM-CEpBEPOB, KOTOPHIM HAJ0 B3aWMOJECHCTBOBATH €IMHBIM 00pa3oM C 3apaHee HEM3BECTHBIM
YHUCJIOM T0JIb30BATEINIEH.
OC genarcs Mo KpUTEPHUIO ONTUMU3AINN HA CHCTEMBI:
1) TMakerHbie: KpuTepHii 3PHEKTHBHOCTH — MAKCHMAIbHOE YHCIO PEIICHHBIX 3ajad, KoTopble mocTymaror B OC
Habopamu (makeramn). OC oNTUMHU3UPYET BBHIIOJIHEHUE 3a/1a9, & HE B3aUMOJICHCTBHE C MOJIH30BATEIIEM.
2) PeamsHoro Bpemenu: OTBeUarOT Ha BXOMMIINE JaHHBIE HeMeIeHHO. Kpurepuii sddexktuBHOCTH —
TapaHTHPOBAaHHOE BpPEMS PEaKIMH CHCTEMBI (CKOPOCTH BBINOJHEHHS MPOIECCOB M pasfelieHHe MPOIECCOPHOTO
BpeMeHH) Ha uH(popmanuonusii curnan. Hecnerumanusuposarubie UNIX 1 DOS OC He SBISIOTCSA CHCTEMaMH

pC€ajIbHOTO BPEMECHH, T.K. HC TAaPAHTUPYIOT OAMHAKOBOC BPEMA PCAKIINU CUCTEMBI HA BXOOHBIC JTAHHBIC.



3) PaznesneHus BpeMEHH: MPOLIECCOPHOE BPEMsi PABHOMEPHO paclpeesIseTess MeXIY 3aJadaMu, 9To JeaeT paboTy
nonp3oBarenss Oonee ynoOHoW. Kpurepuit onTtumanbHOCTH — YecTHOE pacrpezaeneHue (1Mo MoTpeOHOCTIM)
MPOIIECCOPHOTO BPEMEHU MEXIY pa3HBIMHU 3aJadaMHM C OAMHAKOBBIM IPUOPUTETOM HAa HCIOJIB30BaHUE 3TOTO
pecypca.

BonpmmacTBo COC MOYKHO OTHECTH K MOCIETHUM JBYM THUIIAM.

Taxke ceresie OC pensarcst Ha COC co BCTPOGHHBIMH CETEBHIMH (YHKIMSMH W Ha OOOJIOYKH C CETEBBIMHU

¢ynkpsmu Hax nokansHbeMUA OC.

Habop kputepues.

PaccMoTtpum HaboOp KpUTEpUEB, HA OCHOBE KOTOPOTO pelIaeTcs Ha CKOJIbKO Xopoino nanHas OC MOKeT BBINOJIHATh
¢ynku COC.

OcHoBHBbIE TpeOOBaHMs TIpeIbsIBIsieMble pupMamu K coBpeMeHHbIM COC:

1) CuctemHas apxuTEKTypa — yIpaBICHHE KaKUMH PECYPCaMH M KaKKe alrOPUTMbI YIIPABICHHUs OHA TTOIICPKUBACT,
MO>KHO JIM €€ 3aIlyCTUTh Ha MHOTOIPOIIECCOPHOMN apXUTEKType, KaKue MUKpOIporieccopHbie apxutektypsi (Intel X86,
Alpha, PowerPC) ona moaiepxuBaet

2) MacurrabupyeMocTh — KOJIMYECTBO PECYPCOB, KOTOPBIMH cMoOkeT yrpasiste OC (BApyr Bala pachpeeieHHas
rurabaiitoBas b/l ctanet TepabaiiTOBO MM KOJIMYECTBO OAHOBPEMEHHO OTKPBITHIX TCP coeqrHeHHE YBETUIATHCS
Ha MOPAI0K)

3) IIpousBoauTenbHOCTh — cKopocTh BbimoHeHHss COC TpebyeMoro kimacca 3ajiad, KOJIHYECTBO OJHOBPEMEHHBIX
oOpalleHn# MoJIb30BaTEIbCKUX POLECCOB KOTOPOE B COCTOSHUU OOCITYKUTh CHCTEMA

4) HanexuHocts — moguepxka cpenacrsamu COC cpeacTB pe3epBHPOBAHUS JAHHBIX, TPAH3AKIMMN, MOIEPKKA HUITH
Haxoxzenue B cocrae COC HamexHOM (HailIoBOM CHCTEMBL.

5) BesomnacHOCTh — Kakoi ypoBeHb 3amuThl nH(Gopmanuu noyiepxuaect COC, orpaHHueHHs] HA JTOCTYI K KaKUM
pecypcam OHa IOJIeP)KUBAET, KaKkas CUCTeMa MpaB JIOCTYTa MO AePKUBACTCS.

6) CpezcTBa aIMUHUCTPUPOBAHHUS — KAKUE YTHIUTHI U KaK IOMOTaoT aaMuuucTHpoBath COC

7) Toanepxkka cereBbix cpen — moamepxkusaer u COC dusmueckue ycrpoiictea paboratomue ¢ Ethernet, Token
ring, OITOBOJIOKHOM H T.II.

8) IMoanepxka CTEKOB MPOTOKOJIOB — HA KAKUX U CKOJBKUX CTEKaX MPOTOKOJOB MoxkeT (yHkimonuposats COC u
MOJJIEPIKKa IIPOrPAaMMHOT0 o0ecrieueH s AJisl paboThI ¢ JaHHBIMU B paMKax BCeMUpHOU cetn MHTepHeT

9) Ceresast ieuaTh — CKOJIBKO mojiepskuBaercs cpeacrsamu COC mpuHTEpOB Ha cepBep, OUepeieii Ha IPUHTEP

10) TlpunoxeHus: — Kakde MPHUIOKEHHS BKIIOYCHBI B craHmapTHyoo moctaBky COC, Kaky MHHHMAIBHYIO
dbynkmonansHocTh obecnieunBaer COC (3T0 MOTYT OBITH TOYTOBBIE CEpBEpa M KIMEHTHI, CPENICTBA pa3pabOTKH,
cepBepa nevatu, IHTepHET cepBepa u T.11.)

11) CosmectumocTh — Ha ckobko COC coBMECTHMA € yKe HMEIOIIIMHUCS IPOTPAMMHO-AIIapaTHEIMH KOMILICKCAMH
MPEANPHUSITHS.

Hcxo/st n3 OMMCaHHBIX BhINIE TPEOOBAaHUI MOYKHO 3aKIIFOYUTh, 4TO Xopoino cipoekTupoBaHHast COC gomkHa:

* MOJIEP’)KUBATHh BO3MOXHOCTH PabOTHI HAa MHOTOMpOIieCCOpHON DBM (¢ cuMMETPpUIHONH MHOTOTIPOIIECCOPHOCTHIO)
* OBITH MHOT'033/IaYHO 1 TIOJIEP’KUBATh HUTH B PaMKax OJHOTO IIpoIiecca.

* MPU HEOOXOAMMOCTH OBITHh MHOTOIIOJIE30BATEIbCKOM.



B obmiem ciydae uis OONBIIMHCTBA cOBpeMEHHBIX kKommepueckux COC Bompoc, Kakas W3 HUX JIydlle 3aJ1aBaTh
0ECCMBICIICHHO — pa3 BCE BBIICPKUBAIOT KOHKYPEHIIMIO, 3HAYUT Y KAXKI0M eCTh KaKHe-TO TOCTOMHCTBA. PelieHue o
BeiOOpe COC 0OBIYHO OCHOBBIBAKOTCS Ha OIICHKE Ha0bopa KpHUTEpUEB, NOJO0HO MPHUBEJICHHOMY BBIIIC,
MPUMEHHUTEIBHO K KOHKPETHOW CHUTYAIIHU.

Crpyktypa COC

Kaxnpiii kommprorep ¢ ycraHoBieHHoW COC B 3HAYHMTENBHOW CTCNIEHH aBTOHOMEH, IOITOMY IIOJ CETEBOM
OIEPAIMOHHOW CHUCTEMOW B IIUPOKOM CMBICIIC TMOHUMACTCS COBOKYITHOCTH OINCPALMOHHBIX CHUCTEM OTICIBHBIX
KOMIIBIOTEPOB, B3aUMOJICHCTBYIOIIHX C [IEJIbI0 OOMEHA COOOIICHUSMU U Pa3JICICHUS PECYPCOB IO ¢AMHBIM MPaBHIaM
- mporokoidaMm. B y3kom cwmbicie cereBas OC — 3TO OIepalMoOHHAas CHCTEMa OTACIBHOTO KOMITBIOTEpA,

06ecnqu/IBa}omaﬁ €My BO3MOKHOCTb paGOTaTL B CCTH.

CpemcTsa YNpPar.e HHA JI0K L6 HEINH
PeCYpranm
(JorameHag OC)

CeprepHas YarTh EnHeNTCKad YarTh

CHensTEa TRemocTaE- CPeAcTES SAIpoca
TIEHHA COGCTEEHHED HOCTYTI K FHANEH-
PeCYpCoE B ofLge HEIM PeCHRICam H

IR0 BAHHE IV TAM

Ofonauia

Konnay 1K Ao HHEIE CPelcTER

B cemn

Puc.1
B ceTeBoii omepannoHHON CHCTEME OTACIBHOM MAIIMHBI MOYKHO BBIZICTHTh HECKOIBKO YacTel (pucyHok 1):
1) Cpencrsa ympaBieHHUs JOKAIBHBIME PECYpCaMi KOMITbIOTepa: (DYHKIIMH pacrpeeseHus ONepaTHBHON MaMSTH
MEXIy MpoleccaMu, (YHKIUH IUIAHUPOBAHUS W IMCIIETUYCPU3ALUHU IPOIIECCOB, YIPABJICHUS IPOIECCOPAMH B
MYJIBTHIIPOLIECCOPHBIX MAlllMHAX, YHpaBlieHHUs: NepuepuilHbIMU yCTpoiicTBAMU M Apyrue (QYHKIUHU YIPaBICHUS
pecypcamu nokanbHbIX OC.
2) Cpezcraa nmpeaocTaBiIeHUs COOCTBEHHBIX PECYPCOB M YCIIYT B 00I1Iee MOJIb30BaHue - cepBepHas yacTh OC (cepBep).
OT1Hu cpenctBa 00eCreunBarOT, HAMPUMeEP, OJIOKUPOBKY (DaiIOB M 3amuceid, YTO0 HEOOXOAUMO I UX COBMECTHOTO
UCIIONIb30BaHMsI; BEJIEHHE CIPAaBOYHUKOB UMEH CETEBBIX PECYpCcOB; 00pabOTKY 3alpocoB YAAJIEHHOTO IOCTYyNa K
cobcTBeHHOH (ailioBoii cucteMe 1 6ase AaHHBIX; YIPABICHHE OYEpEIsIMH 3allPOCOB YAAJICHHBIX MOJIb30BaTeNIeH K
CBOMM NepU(EepUITHBIM YCTPOUCTBAM.
3) CpexcrBa 3ampoca JA0CTyma K yAaJeHHBIM PECYPCaM U YCIIyraM M MX UCIIONIb30BaHus - KiaueHTckas yacth OC. Drta
YacCThb BBITIOJHACT PACIIO3HABAHUE U NCPCHAIIPABICHUE B CETH 3alIPpOCOB K YJIAJICHHBIM peCcypcaM OT HpI/IHO)KeHI/Iﬁ u
MOJIb30BATENEH, TIPH 3TOM 3aMpoC MOCTYMAET OT MPUIIOKEHHUS B JIOKAJIbHOM (opMe, a nepenaercsi B ceTb B hopme,
COOTBETCTBYIOIIEH TpeOoBaHUsIM cepBepa. KiMeHTCKas: 4acTh TaKiKe OCYIIECTBISIET IPUEM OTBETOB OT CEPBEPOB U
npeoOpa3oBaHNe MX B JIOKAJIBHBIM (opMaT, Tak 4TO IS TIPIJIOKCHHS BBITOJHEHHE JIOKATBHBIX M YAAICHHBIX

3alpOCOB HEPA3IUIMUMO.



4) Kommynukanuonssie cpenctsa OC, ¢ MOMOIIbIO KOTOPBIX MPOUCXOAUT 00MeH coobuieHusmu Mexay COC B ceTn.
Ora yacTh 00ECIeUnBacT aipecanuio u Oydepusaiuo cooOUICHNH, BRIOOP MapIpyTa nepeavyu COOOIIEHHs IO CETH,
HaJIe)KHOCTh TIepejayy U T.I1., TO €CTh SBJISIETCS] CPEJCTBOM TPAHCIIOPTHPOBKU COOOLICHUH.

Bce mHoxecTBo COC MOXHO pa3OUTh Ha JIBE TPYIIIIBL:

1) Tepesie ceteBbie OC mpeacTaBsui co00# COBOKYMHOCTh Hecnennanuzuposannoit (General) OC u HagcTponki,
J00aBISFOLICH K Hell ceTeBble HYHKIUH (PHUCYHOK 2).

2) Ogpnako Oonee 3(PGhEKTUBHBIM MPEACTABISIETCS OYyTh pPa3pabOTKH OMEPAIl[MOHHBIX CHCTEM, H3HAYAIBHO
npeaHa3HaYeHHbIX At pabotel B cetd. CereBble ¢yHkiuu y OC Takoro Tuma BCTPOEHBI B OCHOBHBIE MOAYIIH
CHCTEMBI, YTO O0ECHEeYMBAET MX JIOTHYECKYIO CTPOHHOCTB, MPOCTOTY JKCIUIyaTallMd WM MOAU(UKALNK, a TaKKe

BBICOKYIO IPOU3BOAUTCIILHOCTD.

Do
LAN Manager (zam O552)
ThoRaTEHAT Personal Ware (zag DO 7
o

Met'Ware (1wt ETEr)

Windoas T Workstation
Windoars HT Server

HetWare [cepzep]

Puc.2
Kak Buano u3 crpykrypsl, COC 3to - OC ¢ 100aBieHHEM CETEBIX (DYHKITHIA.
OCHOBOTIOJIATAIOIUM KPUTEPHEM 10 3HAYMTEILHOCTH BIMSHHUS Ha NPOM3BOAMTENHLHOCTh W MAaCIITaOMPYEeMOCTh
OIEpPaIMOHHON CHCTEMBI SBISIETCS €€ apXuTekTypa. OnepalnoHHble CUCTEMbI IPOLLIH JUIUTEIbHBIA MYTh Pa3BUTHS
OT MOHOJIUTHBIX CHCTEM K XOPOIIO CTPYKTYPHPOBaHHBIM MOJAYJbHBIM CHCTEMaM, CHOCOOHBIM K Pa3BUTHIO,
pacIIMpeHnIo U 00JIaJaroNie XOPoIIeH IePeHOCHMOCTBIO.
1. MOHONHUTHBIE CUCTEMBI
B o6riem ciydae "cTpyKTypa" MOHOJIUTHON CHCTEMBI MPEACTABISAET COO0H OTCYTCTBHE CTPYKTYPHI (pucyHOK 3). OC
HalMcaHa Kak Habop mpouenyp, Kaxias M3 KOTOPhIX MOXKET BBI3bIBATH JApYrue, Koraa eil 91o HyxHo. [lpu
UCIIONIb30BAaHUU 3TON TEXHUKH KaXKas MPOILEeypa CUCTEMbl HMEEeT XOPOIIO ONpe/ieieHHbIi nnTepdeiic, n kaxaas

MOJKET BBI3BATh JIFOOYIO APYTYIO TPH HEOOXOTUMOCTH.
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Puc. 3

MownomnutHas OC cobupaercst U3 NPOrpaMMHBIX MOJYJIEH U 3aTeM KOMIMIMPYETCs Kak equHas cucrema. M xoTs kak
nporpamMa Takass COC MokeT U ObITh MOIYJIBHOM, Ha NpaKTHKE B3aWMOJCICTBHE €€ MPOIEAyp NMPOUCXOJIUT B
€JIMHOM 00J1acT BUJUMOCTH U JIt00ast mpoIieypa MOXKET BBI3BATh JIO0YIO.

2. MHOTOYpOBHEBbIE CUCTEMBI

IIpu cTpyKTypu3anuu OT MOHOJUTHBIX CHCTEM IEpPEXOMAT K MHOTOYPOBHEBBIM. YPOBHH 00pa3yloTcs IpyIIamMH
(GyHKIMIA onepanoHHON cUCTeMBI - (hailyioBasi cucTeMa, yIpaBlieHHe IPOLEcCaMH U yCTPOHCTBaMU | T.11. Kaxbiit
YPOBEHb MOJKET B3aMMOJICHCTBOBATh TOJBKO CO CBOMM HEMOCPEICTBEHHBIM COCEIOM - BBIIIE- MJIM HIDKEIEKAIIUM

ypoBHeM. [IpukiaiHbie mporpaMMbl UM MOAYJIM CAMOW ONEpPallMOHHON CUCTEMBI NEPEatoT 3alpoChl BBEPX U BHU3

Jaceraz
NPOIPAINR
{main)
Cepencnzie
npoyedrpLL

Puc. 4

0 3TUM YPOBHSAM (PHUCYHOK 4).




XO0Ts TaKO# CTPYKTYPHBIH MOAXOA Ha MPAKTHKE 0OBIYHO padoTall HEIUIOXO, CErO/IHS OH BCE OOJIbIIIE BOCIIPUHUMAETCS
MoHOJUTHBIM, cTapble OC UNIX ¢ MHOroypoBHEBOI CTPYKTYpOii ceifuac xapakTepusytoTcs kak OC ¢ MOHOJIUTHBIMU
aapaMu. B cucremax, MMEIOIINX MHOTOYPOBHEBYIO CTPYKTYPY OBIIIO HEJIETKO yJajlUTh OJWH CJIIOW M 3aMEHHTH €ro
JPYTMM B CHIIy MHOXKECTBEHHOCTH M Pa3MBITOCTH MHTEP(EHCOB Mexay ciosiMu. JloGaBineHne HOBBIX (QYHKLUHUHA U
M3MEHEHHE CYIIECTBYIONIMX TPEOOBAJIO XOPOIIEro 3HaHHs ONEPallMOHHON CHCTEMBI M Macchl BpeMeHu. Koraa craino
SCHO, YTO OINEPAIMOHHBIE CHCTEMBI XKMBYT JOJTO W JOJDKHBI MMETh BO3MOXKHOCTH DPa3BUTHS U PacHIUPEHHS,
MOHOJIMTHBIH OAXO0 CMEHHUJICSI MOJIENBIO KIIMEHT-CEPBEP C TECHO CBS3aHHOM ¢ HEl KOHLEMIINS MUKPOSIPA.

3. Mopenb KIMEeHT-CepBEpP U MUKPOsApa

[MpumenurtensHO K cTpykTyprpoBanuio OC uzaes UCIONb30BaHHUS B3aUMOJICHCTBHS KIMEHT-CEPBEP U MHUKpOsIpa
COCTOMT B pa30MEHNH €€ Ha HECKOJIBKO MPOIIECCOB - CEPBEPOB, KAKIBIA M3 KOTOPBIX BBINOJHACT OTIACIbHBIH HAOOp
CepBUCHBIX (YHKIMI - HampuMmep, YIpaBiCHUE MaMAThIO, YIpaBjicHue (aitoBoit cuctemoit. Kaxmeiidi cepsep
BBITIOJIHSETCSL B TOJIB30BATENILCKOM pexkuMe. KineHT, KoTopsIM MOXeT ObITh 1100 apyroi kommnoHeHT OC, nu6o
NPUKJIAIHAs IPOrpaMma, 3ampalluBaeT CEpBHC, Mocklias cooOmieHne Ha ceprep. Snpo OC (Ha3piBaeMoe 371ech
MHKpOSIZIPOM), paboTasi B NPUBHICTHPOBAHHOM PEXHME, JOCTABISIET COOOIICHHE HYXHOMY CEpBEpy, CepBep
BBINOJIHACT ONEpalyio, IMOC/Ie Yero SAPO BO3BPAIIAET Pe3yabTaThl KIHEHTY C IIOMOIIBIO JIPYIOr0 COOOIEHUS

(pucyHOK 5).
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Puc. 5

IMoaxon ¢ ucnonb30BaHMEM MHUKpOSIpA 3aMEHMII BEPTHKAILHOE paciipeeneHie QyHKIUI onepalioHHOW CHCTEMBI
Ha rOpu30HTajIbHOE. KOMIOHEHTHI, JIe)Kalie BBIIIE MUKPOSAPA, XOTS M UCIIONBL3YIOT COOOIIEHNS, IepechllaeMble
uepe3 MUKPOSAPO, B3aUMOJEHCTBYIOT APYr C APYroM HEMOCPEICTBEHHO. DTO CBOHCTBO MHUKPOSAEPHBIX CHCTEM
MIO3BOJISIET €CTECTBEHHO HCIIOJIB30BATh MX B PAcHpeleNIeHHBIX cpeaax. IIpu mojydyeHHH COOOIIEHUS MHUKPOSIPO
MOXeT ero 00paboTaTh WM Iepecnars Ipyromy nporeccy. [lockonbKy aist MUKposapa Oe3pa3indHo, MOCTYIIHIIO JIT
coO00IIEeHNE OT JIOKAIFHOTO WJIM YJaJeHHOro Ipolecca, Hogo0Has cxeMa nepeiadud COOOIIeHNH sBiseTcs ya00HOH

OCHOBO#1 ymaneHHbiX Bb130BOB mpouenyp (RPC - remote procedure calls). Mukposiapo 3aHHMaeTcss OCHOBHOI



¢ynkmeit OC — ynpaBlieHHEM pecypcamMy, 3a4acTyio OHO OepeT Ha celsl (PyHKIMH B3aMMOJICHCTBUS C alapaTypowu,
XOTSI IPEANOYTUTEIBHO B paMKaxX MUKPOSIpa BBLICIATh MAIIMHHO3aBUCHMBIA (YHKIMU B OTJEIBbHBIC TIOAMOIYIN
JUISL YITy4IIeHUS IEPEHOCUMOCTH. Pa3nyHbie BapraHThl peanu3aliy MOJIeNN KIHeHT-cepsep B cTpykType OC MoryT
CYIIECTBEHHO pa3inyaThcsi MO 00beMy padoT, BBHIIONHSIEMBIX B peXUME sipa. Ha OoJHOM Kparo 3TOro crekTpa
Haxomutes paspabateiBaeMasi pupmoit IBM Ha ocHoBe Mukposiapa Mach omepauunonnas cuctema Workplace OS,
MPUICPXKUBAIOIIAACS YUCTON MUKPOSIIEPHOIT TIOKTPUHBI, COCTOSIIEH B TOM, YTO BCe HecyliecTBeHHbIe (yHKimn OC
JIOJDKHBI BBIIOJIHATHCSL HE B PEXUME $/Ipa, a B HENPUBIIETUPOBAHHOM (I10JIb30BaTENbCKOM) pexxuMe. Ha apyrom -
Windows NT, B coctaBe koTopoii uMeetcs ucnodrstomas cuctema (NT executive), paGoTaroiast B pexxume sapa u
BBITIOJHsIOMIAsS pyHKIMHU oOecrieueHus: 6€30MacHOCTH, BBOJa-BbIBOJIA U JIPYTHE.

MHuKposAepHBIN MOJIX0J MPH NPOEKTHPOBaHUU apXuTeKTypbl OC TpeOyer oTBeTa Ha Bompoc, kakue pynkunn OC
CJIe/lyeT OCTaBUTh B sIApE, a KaKhe BBIHECTH M3 Hero. Moayiy, comepiKaliecs: B sIpe, Helb3s 3aMEHUTh 0e3 ero
nepexoMnmwianuy. [Ipuuem ecian caMo MHKPOSAPO SIBISIETCS IUIOXO CTPYKTYPHUPOBAaHHBIM, TO 3aMEHA OJJHOTO €ro
MOJYJS Ha APYro (HampuMep 3aMeHa IUIAaHUPOBIIMKA 3a7ad) MOXET CTaTh O4YeHb TpyaHOW 3amadeit. C apyroi
CTOPOHBI XOTSI BBIHOC 32 MPEJENbl sipa HE OCHOBHBIX U JAMHAMUYECKH M3MEHAEMbIX (yHKLMH XoTa u nenaer OC
XOpOLIO MacIITabMpyeMoii u OoJiee Hae)KHOM (S1p0 OOBIYHO BBICTYNAET KaK eAMHBIH JOMEH cOOEB, B TO BpeMsI Kak
rubeins BHenrHero cepepa OC MOXKeT MepexuTh 6€300Je3HEHHO), ITO CKa3bIBACTCA Ha €€ POU3BOIUTENBHOCTH.

B cocraB Mukposgpa 00ObIYHO HE BKIIIOUAIOT CeTeBbIe (DYHKIMH, M10Ib30BaTENbCKUI HHTEpdeiic, DailoByto cuctemy,

a JIMIIb OCHOBHBIE (DYHKLIMH yIpaBieHus ?77?

[ocTonHcTBa 1 HeJoCTaTKNM MUKPOSAAEPHOro noaxoaa

B macrosiiee BpemMsi UMEHHO OINEPAIlHOHHBIE CHCTEMBI, IOCTPOEHHbIE C MCIIOJIb30BAaHHEM MOJETH KIHEHT-CEpBEp U
KOHIICTIITNH MUKpPOSApa, B HAMOOJBIIEH CTEIIEHN YAOBIETBOPSIOT TPEOOBAHUAM, MPEABSIBIIEMBIM K COBPEMEHHBIM
COC.

* Bricokast cTeneHb NMEPEeHOCHMOCTH M COBMECTHMOCTH OOYCIIOBJIEHA TE€M, YTO BECh MAIIMHHO-3aBHCHUMBIN KOJ
M30JIUPOBAH B MUKPOSAIpE, IIOATOMY AJIS IIEpeHOCa CUCTEMbI Ha HOBBIII Mpolieccop TpeOyeTcst MeHbIle H3MEHEHNH U
BCE OHH JIOTHYECKH CTPYNITUPOBAHEI BMECTE.

* MukposiiepHbsIii TOAXOJ TMO3BOJISET JIErKo mepecTpauBath creruanmsanuio OC. SIBmsercd i omepanuoHHAs
cucrema masieHbKkoM, kak DOS, niu 6ombiroit, kak UNIX, st Hee Hen30e:KHO HACTaHET HEOOXOIUMOCTh IIPHOOPECTH
CBOWCTBA, HE 3aJI0KCHHBIE B €€ KOHCTPYKIUIO. Y BEINYHUBAIONIASICS CIIOKHOCTH MOHOJIMTHBIX ONIEPAlMOHHBIX CHCTEM
Jienana TpYAHbBIM, €CJTH BOOOIIIe BO3MOXKHBIM, BHeceHne u3mMeHeHni B OC ¢ rapaHTHe! HaJAeKHOCTH €€ ITOCIIeYIoIeH
pabotbr. OrpaHudeHHBIN HaOOP YETKO OINpeesICHHBIX HHTEP()EHCOB MUKPOSIpa OTKPHIBACT ITyTh K YHOPSIOYCHHOMY
pocty u »Bomrord OC. OOBIYHO ONEepalnroHHAsl CHCTEMa BBIOJIHAETCS TOJIBKO B PEXHUME SIpa, a MPUKIIATHBIC
MIPOTPaMMEI - TOJIEKO B PEKMUME ITOJIF30BATENS, 32 UCKIIIOYCHNEM TeX CIy4aeB, KOT/Ia OHM 00pamaroTcs K Sapy 3a
BBINTOJIHEHHEM CHCTEMHBIX (YHKIWH. B oTiamume oT OOBIYHBIX CHCTEM, CHCTEMa IIOCTPOSHHAs Ha MHUKpOSApeE,
BBITIOJTHSIET CBOM CEPBEPHBIE MOJICUCTEMBI B PEXXHMME MOIB30BATEN, KaK OOBIYHBIC MPUKIAIHBIE TIPOTpaMMEIL. Takas
CTPYKTYpa HO3BOJISIET U3MEHATH M JOOABIIATH CEPBEPHI, HE BIHSS HA IETIOCTHOCTh MUKPOSIPA.

* Haje’)kHOCTh MUKDPOSIAEPHOIN apXUTEKTYpPHI BBILLIE, YEM Y MOHOJIUTHONH. MUKPOSIPO JIerue TECTUPOBaTh, IIPU 3TOM
OHO BBINIOJNHACTCS B IPHUBHJIICTHPOBAHHOM, 3alIMIICHHOM pPEXHME IPOIECCOPOB M COOM BHEIIHUX CITYXKO,
BBINOJIHAIOMIMXCA B OTAENBHBIX BUPTYaldbHBIX MAllMHAX B HENPHBHIIETUPOBAHHOM PEXHMME, HE NMPUBEIET K Kpaxy

CHUCTECMBI B LICJIOM. OIIHOﬁ nus3 HpOGJ’ICM TPAAUIIMOHHO OPraHM30BAHHBIX ONCPAIIMOHHBIX CHUCTEM ABJIACTCA HATIAYHUC



MHOXecTBa HHTep(deiicoB mpukmaguoro nporpammuposanus (APl - Application Programming Interface), ve Bce u3
KOTOPBIX XOpOIIO JOKYMEHTHPOBaHbL. B pesynbrare HEBO3MOXHO TapaHTHPOBATH MPABHIBHOCTH MPOTPAMM,
HCTIONB3YIOIUX HEecKoJbko APIl, W maxke mpaBUIbHOCTH PabOTHI CaMOW OMEPAlMOHHOM cHucTeMbl. MHUKpPOSIpO,
obnanaroiee HebombIIM HAO0poM APl, yBelnHUHBACT IIAHCHI MONTYYCHHS KAYeCTBEHHBIX Iporpamm. KoHeuHo, 3TOT
KOMIIAKTHBIA HHTEp(eic 00aerdaer *u3Hb TONBKO CHCTEMHBIX MPOrPAMMHUCTOB; MPHKIATHOW MPOrPaMMHUCT TIO
OPEeKHEMY JI0OJIKEH OOPOTHCS ¢ COTHSIMH BBI30BOB.

» Ilomnepkka pacmpefeNiCHHBIX W CETEBBIX MPHJIOKCHHH XOPOIIO BIHCHIBACTCSA B KOHLECMIHIO MHKpPOSIpa,
OCHOBaHHOM Ha FOPU30HTAIBHOMY paszaeneHuto ciyx6 OC.

OCHOBHBIM ~HEJOCTATKOM HCIIOJBb30BaHUS MHKPOSACPHOTO IOAXOJa HA TPAKTHKE SBJISCTCA CHHKCHHE
OBICTPOACICTBHS HA JIOKAJIBHBIX 33a4aX - 3aMeICHHE CKOPOCTHU BBITIOHEHHSI CHCTEMHBIX BBI30BOB MPH Meperaye

COOOIICHHH Yepe3 MUKPOSIPO 10 CPABHEHHUIO € KIIACCHYIECKHM MOIXOI0M.

OcHoBHble pecypcbl 1 cnyxbbl COC. Cnocobbl ynipaBneHns nmu.

Baxneiimelt QyHKuneidl oneparMoOHHONW CHCTEMBI SBIISIETCS OpraHM3alUs PalMOHAJIBHOTO HCIOJIb30BAaHHS BCEX
annapaTHBIX W MPOTPAMMHBIX PECYpcOB cUcTeMbl. K OCHOBHBIM pecypcaM MOTYT OBITh OTHECEHBI: MPOLECCOPHI,
naMsATh (BUPTyalbHas MaMATh), BHEIIHUE YCTPOHUCTBA.

[Mpouecc - abcTpakiys, ONMMCHIBAIONIAST BBITOJHSAIOUIYIOCS Hporpammy. JlJis onepalMoOHHONW CHCTEMBI IPOLECC
MpCACTaBIACT CO60ﬁ €AMHUIY BBINIOJIHECHUA U AUHAMUYCCKH U3MCHAIOUIYIOCH 3asBKY Ha l'[OTpe6J'IeHI/Ie CHCTCMHBIX
pecypcoB. [loacuctema ymnpaBieHHs NpolieccaMH IUIAHUPYET BBIMOJIHEHUE IPOLECCOB, TO €CTh paclpeesser
MPOLIECCOPHOE BpEeMsI MEXIY HECKOJbKMMH OJHOBPEMEHHO CYILIECTBYIOLUIMMHU B CHCTEME IIPOLECCaMH, a TaKXe
3aHUMAeTCsl CO3JJaHMeM U YHHUTOXKEHHEM IIpOLEeccOB, OOecleunBaeT MpOLECcChl HEOOXOAMMBIMH CHUCTEMHBIMU
pecypcamu, NOAePKUBAET B3aUMOJICHCTBHE MEXKTY TIPOLIECCAMH.

COC peanu3syerT B 3TOH MOJCHCTEME yIATICHHOE MEKIIPOIIECCHOE B3aUMO/IeiicTBHE, pabOTy IPOIIECCOB C yAaTICHHBIMH
pecypcami.

1. NnaxHnpoBaHue npoueccoB

[TanupoBaHKe MPOLIECCOB BKIIIOYAET B ce0sl pELICHHE ClIeTyIOLIHNX 3a/ay:

1) onpeneneHne MOMEHTa BPEMEHH JJISl CMEHBI BBITIOJIHAEMOTO ITpoIlecca

2) BBIOOp Tpoliecca Ha BBITIONHEHHE U3 OUEPEH TOTOBBIX MPOIECCOB

3) mepeksrOYeHne KOHTEKCTOB "cTaporo” U "HOBOr0" MPOLECCOB

CyHleCTByCT MHOXECTBO Ppas3IMYHbIX AJTOPUTMOB IUIAHUPOBAHUA TIPOLECCOB, IO pPa3HOMY pPEHIAOMINX
BbILICTIEpeUHCIICHHbIe 3amaun. OHHU TNpecieAyloT pas3iiMuHble [eNd W 00ECHeYMBAIOT Pa3IMYHOE KadeCTBO
MyJbTHIIpOrpaMMupoBanus. Cpean 3TOro MHOXKECTBA aJTOPUTMOB BBIICIAIOTCSA IBE TPYHIBI Hanboiee 9acto
BCTPECYAIOIUXCA aJITOPUTMOB: aJIrOPUTMbI, OCHOBAaHHBIC Ha KBAHTOBaHWW, W aJITOPUTMbI, OCHOBAHHBLIC Ha
MPUOPUTETAX.

B cootBeTcTBHE C aJIropuTMaM, OCHOBaAaHHBIMU Ha KBAHTOBAHUH, CME€HA aKTUBHOI'O ITpoHe€cca IMMPOUCXOAUT, €CIIN:
1) mporiecc 3aBepuIMIcs U MOKUHYI CHCTEMY

2) mpowu3oInIa oImnoKa

3) mporiecc nepeinet B COCTOAHUE OXKHUIaHHUS

4) ucuepriad KBaHT MPOIECCOPHOTO BPEMEHH, OTBEACHHBIN JTAHHOMY TIPOIIECCY



[Ipomuecc, KOTOPBIH HcYepral CBOHM KBaHT, NMEPEBOAUTCS B COCTOSHHE TOTOBHOCTH M OXHIAET, Korna emy Oyzaer
MPE/IOCTAaBIICH HOBBIM KBaHT IPOLIECCOPHOTO BPEMEHH, a Ha BBIIIOJIHEHHWE B COOTBETCTBHM C OIPEICIICHHBIM
NPaBHJIOM BBIOMpAETCSl HOBBIM IpollecC M3 OYepear TOTOBHIX. Takum 00pa3oM, HH OJHMH INPOLECC HE 3aHUMAET
MPOLIECCOP HAMO0JIT0, HOATOMY KBAHTOBAHHUE HIMPOKO UCIIONIB3YETCsl B CUCTEMAaX pa3JielieHHs] BpEMEHH.

[Ipropurer MOXET BBIPaXKAThCS LEIBIMU MM JPOOHBIMH, MOJIOKHUTEIBHBIM WM OTPULATENLHBIM 3HaueHHeM.UeM
BBILIIE TMPHUBWJIETUU Mpoliecca, TEM MEHbIIE BPEMEHHM OH OyJeT MpOBOAMTH B ouepensx. [Ipuopurer Moxker
Ha3Ha4aThCs AUPEKTUBHO aMUHHCTPATOPOM CHCTEMBI B 3aBUCUMOCTHU OT Ba)KHOCTH Pa0OTHI MJIM BHECEHHOM IIIATHI,
160 BeraucAThest camoit OC 1o orpeziesIeHHBIM IPaBUiIaM, OH MOXKET OCTaBaThCsl (PUKCHPOBAHHBIM Ha MPOTSKEHUN
BCeH M3HU TIpoliecca JIM00 N3MEHATHCS BO BpEMEHHU B COOTBETCTBUHU C HEKOTOPHIM 3aKOHOM. B mociennem ciydae
MPUOPUTETHI HA3BIBAIOTCS TUHAMHYECKUMH.

CyHleCTByeT JAB€ PASHOBUIHOCTHU MNPUOPUTETHBIX aJI'OPUTMOB: aJIrOPHUTMbI, HCHOJIB3YIOIIUE OTHOCUTEJIIHLHBLIC
MPUOPUTETHI, U AJITOPUTMBbI, UCITIOJIB3YIOIINE a6COJ’IIOTHI:-Ie IMPUOPUTETHI.

B o0oux cirydasix BEIOOp Mpoliecca Ha BBIIOJIHEHHE U3 0YEPEH TOTOBBIX OCYLIECTBISIETCS OJJMHAKOBO: BEIOUpAETCS
npolecc, UMEIoIIMi HauBbiclIui npuoputeT. [lo pasHomy periaercs nmpoOiiemMa ONpeneNieHHss MOMEHTa CMEHBI
AKTHUBHOT'O IIpoLecca. B cucremax ¢ OTHOCUTEIBHBIMHA MpUuopuUTECTaM aKTUBHBIN IMPpOUECC BBIMOJJHACTCA 10 TEX MOP,
MOKa OH CaM He MOKUHET IPOLECccop, epei/is B COCTOSHIE OKUIaHUs (MM XKe MTPOM30iIeT OInOKa, MK IIPOLecC
3aBepuIUTCs). B cuctemax ¢ abCoIIOTHRIME IPHOPUTETAMH BBINOJIHEHUE aKTUBHOT'O NIpoLiecca PEphIBaeTCs el Mpu
OJTHOM YCIIOBHH: €CJIH B OY€PEH FOTOBBIX HMPOLIECCOB MOSIBUICS MPOLECC, IPUOPUTET KOTOPOTO BHIIIE IPHOPUTETA
aKTHBHOTI'O MpoIecca.

Bo mHorux OMNCPAMOHHBIX CUCTEMAX aJITOPUTMBI IJIAHUPOBAHHUA MMOCTPOCHLBI C UCIOJIb30BaAHMCM KaK KBAHTOBAaHUS,
TaK U IIPUOPUTECTOB. HaanMep, B OCHOBC IIJIAaHUPOBAHUS JIC)KUT KBAHTOBAHUC, HO BEJIMYMHA KBAHTa I/I/I/IJ'II/I MOpAIA0K
BBIOOpA IIpoliecca U3 O4Yepe/d TOTOBBIX ONPEIENseTCs IPHOPUTETAMH TIPOLIECCOB.

CymiecTByeT JBa OCHOBHBIX THIIA MPOIEAYp IUIAHUPOBAHUS TPOIECCOB - BBITECHsIomme (preemptive) wu
HeBbITecHsTOIIME (NON-preemptive).

Non-preemptive multitasking - HeBbITeCHSIOMAs MHOT03aa9HOCTh - 3TO CMOCO0 TUTAHHPOBAHHS MPOIECCOB, MPH
KOTOPpOM aKTUBHBIN MMPOUECC BBINMOJIHACTCA OO TEX IOp, MIOKa OH caM, I10 COOCTBEHHOM WHULMATUBEC, HC OTAACT
yIpaBiIeHUE TIaHUPOBIIUKY OIEPAlIMOHHOIN CUCTEMBI JJISl TOTO, YTOOBI TOT BBIOpA U3 OUepeaH IpYroii, TOTOBEIN K
BBINOJIHEHHUIO TIporiecc. [IporpamMmucT nomkeH obecrneduTs "ApykKecTBEHHOEe" OTHOIIEHHE CBOEH HpOTrpaMMBI K
JIPYTHUM BBITIOTHAEMBIM OJJHOBPEMEHHO ¢ HeW Mporpammam, JOCTaTOYHO YacTO OTAaBas UM ympasieHue. KpaHum
MPOSsIBICHUEM "HEPY)KECTBEHHOCTH" TIPHIIOKEHHS SBIISIETCA €ro 3aBHCAHHE, KOTOPOE MPUBOIUT K O0IIEMy Kpaxy
cuctemel. B cuctemax ¢ BBITCCHH}OIHCﬁ MHOT03aJa9HOCTBbIO TaKWE€ CUTYaAIlMHU, KaK IPaBUJIO, UCKITFOYCHBI, TaK KaK
HCHTpaHBHBIﬁ l'IJ'IaHPIpyIOH.[PIﬁ MECXaHU3M CHHUMET 3aBUCINYIO 3aJ1a4y C BBIITOJIHCHUA.

Preemptive multitasking - BeITeCHsIOIAsA MHOT03aJa4yHOCTh - 3TO TAKOHW CHOCOO, MPH KOTOPOM pEIIEHHE O
MEePEeKIIOUYEHUN TIPOLEcCopa C BBIMOJIHEHUST OJHOTO Tpolecca Ha BBIMOJHEHHE JPYroro mporecca MpUuHUMAeTCs
IUIAHUPOBILKMKOM OIEPALlMOHHOMN CUCTEMBI, a HE CaMOM aKTUBHOM 3a1adeil.

Hnsa cereBeix OC Hambojiee panMOHANBHBIM SIBISAETCS BBITECHSIONIAS MHOT03adaqyHOCTh, KOTOpas TapaHTHUPYET
00paboTKy CETEeBOr0 B3aUMOJICHCTBHS CO BpEMEHEM PEaKIMK PUOIIMIKEHHBIM K CHCTEMaM PealbHOI0 BPEMEHH.
CoOBMECTHOE HCIIOJIb30BaHHE PECYPCOB HECKOJBKUMH OJHOBPEMEHHO palbOTaroOIMMHU MpoLeccaMl B paMKax
nokasibHON OC co3maeT mpobiaemMbl Kak CHHXPOHH3AIMH, TaK W B3aUMHOUM OJOKHPOBKH pecypcoB (mist yero OC

JIOJDKHA PeaTn30BBIBATh aJITOPUTMEI PETIIAMEHTHPYIOIIHE BBIICTICHNE PECYPCOB.



2. YnpaBneHne namsiTbio

[MamsTh, K KOTOPO# MOKeT uMeTh H0cTyT COC MOXKET ObITh JIOKATBHOM, pa3esieMOoi, pacrpeIeIeHHOM, st paboThI
co Bcemu Buamu namsatu B OC co3aeTcsi MEHeDKED TaMsITH.

Oyuknusamu OC 10 yIpaBIEHUIO MAMSATHIO SIBJSIFOTCS: OTCIEKHMBAaHHE CBOOOJHON M 3aHATON MaMsITH, BIICICHUE
MaMSTH IPOIECCaM U OCBOOOKIEHHE TTAMSITH TIPH 3aBEPILICHUH MTPOIIECCOB, BEITECHEHHE MPOIIECCOB U3 OMEPATUBHOMN
MaMsATH Ha JUCK, KOTJa pa3Mepbl OCHOBHOM MaMSTH HE JOCTATOYHBI JJIS PA3MEIICHUS B HEM BCEX MPOIECCOB, U
BO3BpAIllCHUE UX B ONEPATUBHYIO MaMsITh, KOrJa B HEH OCBOOOKMAETCS MECTO, a TaK)Ke HACTPOUKA aapecoB
MPOTPaMMBbI Ha KOHKPETHYIO 00J1aCTh (PU3NUECKON MaMSITH.

Cospemennass COC nomkHa ymeTh paboTaTh C BHPTYaJIbHOW MaMATHIO, TaK KaK 3TO MO3BOJSET ONTHMAIbHO
UCIIOJIb30BaTh PECYpC U JOOUBATHCS YBEJIUUYEHHs OBICTPOACHCTBHS IO CPaBHEHUIO C paboTol ¢ (u3nuecKoi
IaMsTBIO.

BI/IpTyaJ'H)Ha)I MaMAThb - 3TO COBOKYITHOCTD ITPOTpaMMHO-aIIapaTHbIX CPEACTB, ITO3BOJIAIONINX MTOJIB30BATCIIAM MUCATh
IporpaMMbl, pasME€p KOJa W AaHHBIX KOTOPBLIX IMPEBOCXOAUT HWMCIOIIYIOCA ONCPATHUBHYIO IMMaMAThb; JIA 3TOT'O
BUPTYyaIbHAs IAMSTH PEIIACT CIICAYIOIINC 3a1auH:

* pasMelniaeT AaHHbIE B 3alIOMHHAIONIMX YCTPOUCTBAX PA3HOIO THIIA, HAPUMED, YaCTh NPOTrPAMMBI B OITEPATUBHON
aMsTH, a 4aCThb Ha JJUCKC,

* IEpEMEIIIAET M0 MepPe HEOOXOAUMOCTH JAHHBIE MEX/TY 3alIOMHHAIOIUMH YCTPOMCTBAMH PAa3HOTO TUIIA, HAIIPUMED,
MOATPYKAET HY)KHYIO 4YacTh IPOTPaMMBI C IUCKa B ONIEPATUBHYIO NTaMATh;,

* mpeobOpa3yeT BUPTYaAIbHbIC afpeca B (PU3NUCCKUE.

He BmaBasich B MOAPOOHOCTH MOXKHO 3aMETHUTh, YTO HauOosice 3(G(GEKTHUBHBIC aIrOPUTMbI PabOTHI C MaMSITHIO
HanOoJiee CIOXHBI B peann3aiui. Hambosee onTHMaibHBI CETMEHTHO-CTpaHWYHAs OpPTaHM3aLUs BUPTYaJIbHOI
naMATHU € UCIIOJB30BAHUEM YITPECKIAAIOMINX aJITOPUTMOB MMOJJKAYKH U BbITAJIKMBAHUA CTPAHUIL.

Taxxe HeOOXOUMO CTPEMHUTHLCS K ONTHUMAaIbHOMY HCIIOJIb30BAHHIO KIIIHMPOBAHUS NaHHBIX (puc. 6 — uepapxus 3Y)
Uena 1 Gara Bpema gocTyma
i

Pemctps:

Crepx-omepamenoe 37

Puc. 6. (Mepapxus 3VY)
3. YnpaBneHne BBOAOM-BbIBOAOM
Onno#t n3 rnaBHbIX ¢QyHKIMH OC sBiIsSeTCS ynpaBieHHE BCEMH YCTPOWCTBaMHU BBOJA-BbIBOAa KomibloTepa. OC
JIOJDKHA TIepeAaBaTh YCTPOWCTBaM KOMAaHJBI, IIEPEXBATHIBATh NPEPBIBaHUS M 00pabdaThiBaTh ONIMOKH; OHA TaKKe
JIOJDKHA oOecriednBaTh HHTEpdEHc MeXay YCTPOMCTBAMHU M OCTaJIbHOM YacThIO CHCTEMBI.
OcHOBHas HJiesl OpraHu3aluy IpPOrpaMMHOT0 00ecIieueHNsT BBOIa-BbIBO/Ia COCTOMUT B Pa30MEHUH €ro Ha HECKOJIBKO
YPOBHEH, TPUYEM HIDKHHE YPOBHU CKPBIBAIOT OCOOCHHOCTH aIlliapaTyphbl OT BEPXHUX YPOBHEH, a T€, B CBOIO 04Epeab,

obecrieunBaroT yAoOHbII HHTEp]EHC 11 ToIb30BaTeIeH.



Kpowme ympasienus BBOgOM-BBIBOJIOM Ha ypoBHe JokanbHOi OC, COC Tarke 10JDKHa yMETh paboTaTh ¢ CETEBBIMU
yCTpPONCTBaMHU, MOTOKOM JaHHBIX OT ceT K nporpamMmam COC, peann30BbIBaTE MHOXKECTBO CTEKOB IPOTOKOJIOB C
BO3MOJKHOCTBIO JI00aBJICHHS MOJIEPKKH HOBBIX, 0€3 MepeKOMIMIISIIUY sipa. [1o3ToMy ceTeBble (yHKIMH BBIHOCST
3a Ipeeibl MUKPOsAep.

daiioBas cucTema.

daiinoBast cucrema jokansHOit OC - yacTh ONEPAaLMOHHON CHCTEMBI, HA3HAYEHNUE KOTOPOW COCTOMUT B TOM, YTOOBI
o0ecreuuThb 10JIb30BaTENI0 YI00HbBIH HHTepdeiic npu paboTe C JaHHBIMHU, XPAHSAIIMMUCS Ha JTUCKe, U 00eCIIeYUTh
COBMECTHOE HCII0JIb30BaHME (ailJIOB HECKOIBKMMU MOJIb30BATEISIMU M IPOLIECCAMH.

B mukposizepHOW apxutekType QaiinoBas cuctema nepecraer ObTh 4acTbio OC, 4TO COOTBETCTBYET TEH/ACHIIUS
COBPEMEHHOI'0 KOMITBIOTEPHOTO DBIHKA, Korja (hailyloBble CUCTEMBl HaYMHAIOT IPEJCTABIATHCS KaK OTAEIbHBIC
MPOTpaMMHBIE IPOIYKTHI.

Pa3paboTyrky HOBBIX ONIEPALIMOHHBIX CUCTEM CTPEMSTCS 00ECIEYHTH MI0b30BaTENs BO3MOXKHOCTBIO Pa00TaTh Cpazy
C HECKOJIbKUMHU (DailyIoBBIMU CHCTEMaMHU.

CoBpemMeHHa (haityioBasi cucTeMa UMEET MHOTOYPOBHEBYIO CTPYKTYPY, Ha BEPXHEM ypOBHE KOTOPOH pacroJiaraercs
TaK Ha3bIBACMBIH MepeKIrovaTesb GaitnoBsix cuctem (B Windows 95, Hanprimep, Takoil MepeKIIF0YaTeb Ha3bIBACTCSI
yCTaHABIMBAaeMBIM mucrieTdepoM (aitnosoit cucremsr - installable filesystem manager, IFS). Oun oGecrnieunBaet
uHTepdeiic MexIy 3ampocaMu IMPUIOKEHHS M KOHKPETHOH (aiiioBol cucTeMOH, K KOTOpOi oOpaiaercss 3To
npuioxkenue. Ilepekitouarens (ailjIoBBIX CHCTEM IpeoOpasyeT 3ampochkl B (opMmar, BOCIPUHHUMAEMbIH YPOBHEM
(haTOBBIX CHCTEM.

Jlnist BeIOTHEHHST CBOMX (QYHKIMIA IpaiiBepbl (haiiyIoBBIX CHCTEM 00palaloTCs K MOJCUCTEME BBOJa-BbIBOJIA, KOTOPast
OTBEYaeT 3a 3arpy3Ky, HHUIHAIN3AIHIO U YIPaBJIeHHe BCEMU MOYJSIMUA HU3LIMX YPOBHEil (aiiioBoii cuctemsl, T.e.
MPOCMOTP PErUCTPOB KOHTpOILIepa, 7?7

CoBpemeHHast QaiinoBas cucTeMa JoJHKHA MOEPKUBATh BOZMOKHOCTh pabOThI ¢ JUCKOBBIMU MaccuBamu RAID.
KnroueBbiM kommoHenTtoM jr000it COC sBisieTcs MOJAEPKKa pacnpeaeicHHol (ainoBoi cucremoii. Paitmopas
cUCTeMa TMOJJEPKUBAETCS OJHOW wWiu Oojiee MallMHAMH, Ha3blBaeMbIMU (ailn-cepBepamu. Daitn-cepBepbl
MepeXBaThIBAIOT 3aPOCHl HA YTEHHE WIIHM 3aluCh (aiiioB, MOCTYMAIONME OT JPYruX MalluH (HE CepBepoB). DTH
JpyTre MaIluHBl Ha3bIBAIOTCS KIMEeHTaMH. KakIplil MOCIaHHBIA 3ampoc MPOBEpPSETCS M BBIOJIHIETCSA, a OTBET
otchutaercsi 00paTHo. Daiin-cepBepbl 0OBIYHO COJEpKAT Hepapxudeckue (aioBble CUCTEMBI, KaKAasi U3 KOTOPBIX
UMeeT KOPHEBOM KaTajor M KaTajloru Oojiee HU3KMX ypoBHeil. Pabouast cTaHIMS MOXET MOJACOSAMHATH U
MOHTHPOBATh 3TH (PAIOBBIE CHCTEMBI K CBOMM JIOKAIGHBIM (DaiyloBBIM cucTeMaM. [Ipu 3TOM MOHTHpYEMEIE
(haitIoBBIE CHCTEMBI OCTAIOTCS Ha CepBepax.

Taxoxe pacnpeneneHHas QaiijoBas cHCTeMa IOJDKHA TapaHTHPOBATh 0€30MMacHOCTh M HAJIE)KHOCTh HE TOJBKO BO
BpeMsi XpaHEHHs, HO W BO BpeMsi Iepeiadyd JaHHbIX. ba3a manHeix cinyx0b1 NDS mnpencrasiser coGoit
MHOT'OYPOBHEBYIO 0a3y MTaHHBIX OOBEKTOB, ITOIAECPKUBAIONTYI0 HHPOPMALIHIO O PECypCcax BCEX CEPBEPOB CETH.
XapaKTepUCTUKHU:

* pacIpeesIeHHOCTh

* IPO3PAYHOCTH

* 11100aTBHOCTH

PacnpeneneHHOCTD 3aK/II09aeTCs B TOM, YTO MH(GOPMAIMI HE XpPaHUTCS Ha OJHOM CEpBEpE, a pa3/ielicHa Ha JacTH,

Ha3bIBACMBIC pa3ICiIaMu.



[Ipo3paunocTs 3aKitouaercs B ToM, yro NDS aBTOMaTHyeckn co3aet CBS3U MEXK Ly IIPOrpaMMHBIMHU U alapaTHEIMU
KOMITOHEHTaMH, KOTOpbIE 00€CIIeUnBaOT TI0JIb30BATEIIO JOCTYII K ceTeBbIM pecypcaM. NDS npu aTom He TpebyeT oT
TIOJIb30BATEIIS 3HAHUH (PM3UYECKOr0 PaCONIOKEHUS ITUX PECYPCOB. 3a/iaBasi CETEBOH Pecypc 10 UMEHH, BbI ITOJTyYHUTE
K HEMY KOPPEKTHBIH JOCTYI JaXke B ClTyyae U3MEHEHMs €ro CeTeBOro ajipeca MM MECTa PacloyIOKEHHs.
I'mo6ansHocTs NDS 3akiroyaercst B TOM, 4TO HOCIHE BXOAa BB IMOJy4aeTe JOCTYI K pecypcaMm Bcel cetn. Bmecto
BX0J1a B OTIENIBHBIH cepep nonb3oBaresis NDS Bxonut B cetb. [locne yero oH momy4aer JOCTYN K pa3pelieHHBIM
Juisi Hero pecypcam cetd. MuHdopmanus, npenocrapisieMass BO BpeMs JOTHYECKOIO BXOJd, MCHOJNB3YETCS JUIs
nporuecca naeHTH(UKaIKH nojb3oBaress. [1o3ske, Mpy MONbITKE MMOJIb30BATENS OJYYUTh JOCTYII K pecypcam, TaKUM
Kak CepBepbl, TOMa WM MPUHTEPHI, POHOBBII poIiecc NASHTU(GHUKAIIIH ITPOBEPSIET, UMEET JIM T0JIb30BaTENb IPaBO
UCIIOJIb30BaTh JaHHBIH pecypc.

Takum 00pa3oM, MpHU MOCTPOCHUU COBPEMEHHBIX ONEPALMOHHBIX CHCTEM BCE Yallle Pa3pabOoTUMKU HCIOJB3YIOT
MUKpOsAepHbIil mogxoa. CucTeMbl yIpaBiIeHUs OTAEIbHBIMU pecypcaMu oTaenstorcs oT OC, a mocneanss, ¢ y4eTom
MUKpPOSIIEPHOIO TOJXO0AA IIOCTENEHHO NEPEXOAUT OT YIPABICHUS KOHKPETHBIMHM YCTPOWMCTBAMU K YIPABICHUIO
abctpakTHeiMU pecypcamMu. COC ABMXKYTCS B CTOPOHY YHHUBEpPCAIM3aIlMHM, BCE 4Yalle OHHU IMPEIAOCTABISIOT
BO3MOXXHOCTb CTOPOHHUM IPOM3BOJAUTENISAM CO3/1aBaTh COOCTBEHHbIE MOJYJHM JJsi BCTPauBaHUS B CTPYKTYPY
CHUCTEMBI, YTO IMO3BOJIACT PCAIM30BbIBATH (baﬁnom,le CUCTCMBI, CJ'Iy)K6bI MOAJACPIKKHU KaTajJoros, CJ'Iy)K6LI IeuyaTtu u
T.0. KaK OTJeJbHBIC MPOrpaMMHBIC MpoayKThl. Tak, Hampumep, MeHe/Kep BBoAa/BeiBoAa simpa Windows NT u
oOparaercs K ApaiiBepaM YCTPOMCTB HANPsIMYIO, a HCIIOJIB3YeT Ui CBOCH pabOThI JpalBepbl (PailjIOBBIX CHCTEM.
3HAuuT, IS TTOAJCPIKKHA HOBOW (haiiyloBON CHCTEMBI CTOPOHHETO MPOU3BOJUTEINS HE HY)KHO MEPEKOMIIMINPOBATH
SAIpO WM MHBIM 00pa3oM BKIOYaTh B pabory npousBomurtens OC, a 1ocTaToyHO Hamucath JpaiBep (aiaoBoi

CHCTEMBI, YCTAHOBUTH €ro U (hailioBasi CHCTeMa CTaHOBHUTCS AOCTYIHOI B pamkax OC.

Jlekunsa 3 CoBpeMeHHble onepavlyoHHbIE CUCTEMBI

Tema: COBpeMEHHbIe ceTeBble onepaunoHHbIE CUCTEMbI



CeTeBble onepaunoHHbIE CUCTEMbI:

Novell NetWare

LANtastic

Microsoft Windows (NT, XP, Vista, 7, 8)

PasnunyHblie UNIX cuctemsl, Takune kak Solaris, FreeBSD
PasnunyHble GNU/Linux cuctemsl
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NetWare — cereBas omeparMoHHasi CHCTeMa M HabOp CETEBBIX MPOTOKOJIOB, KOTOPHIE HCIIOIB3YIOTCS B ITOH
cucTeMe U B3aUMOJEHCTBHA C KOMIIBIOTEpaMHU-KIHEHTaMH, MOJKIIOUEHHBIMHU K ceTH. OmnepalMoHHas cucTeMa
NetWare coznana kommnanueii Novell. NetWare sBisiercst 3akpbITON ONMEPAIMOHHON CHCTEMOM, HCIOIBb3YIOMICH
KOOTIEPaTHBHYIO MHOT0331a4HOCTD [UIS BBITIOJTHEHHS Pa3IMIHBIX CIY:KO Ha KOMIBIOTEpax ¢ apXuTekTypoii Intel x86.
B ocHOBe ceTeBBIX MPOTOKOJIOB CHCTEMBI JIGKHT CTeK MpoTokoimoB XeroX Network Systems (amrm) (XNS). B
Hacrosiee Bpems NetWare nmognepxusaet nmpotokonsl TCP/IP u IPX/SPX. NetWare siBisteTcst oHMM U3 CEMENCTB
XNS-cucrem. K takum cucremam, Hanpumep, otHocsatess Banyan VINES u Ungerman-Bass Net/One. B otmiure ot
atux npoxykroB 1 XNS, cucrema NetWare 3ansna cyniecTBeHHYIO Aoito pbiHKa B Hadane 1990-x u BbLaepikaia
koukypennuio ¢ Microsoft Windows NT, mocie Bbimycka KOTOPOH NMpPEKPAaTHIM CBOE CYIIECTBOBAHWE APYIHE
KOHKYPUPYIOILUE C HEM CUCTEMBI.

B ocnoBy NetWare Obiia mosiokeHa O4YeHb MpoCTash WAes: OJUH WJIM HECKOJBKO BBIJEJICHHBIX CEPBEPOB
MOJKITIOYAIOTCS K CETH U NPEOCTABIAIOT JJIsI COBMECTHOT'O MCIIOJIB30BAaHUS CBOE JHCKOBOE NMPOCTPAHCTBO B BHJE
«ToMOBY». Ha koMmbroTepax-KiIneHTax ¢ omnepanuonHoi cucremoit MS-DOS 3amyckaercsi HECKOIbKO CIEIHATBHBIX
PE3UIEHTHBIX NPOrpaMM, KOTOPbIE MO3BONIAIOT «Ha3HAYaTh» OyKBBI TUCKOB Ha ToMa. Iloip3oBarensiM HEOOXOIMMO
3apETUCTPUPOBATHCS B CETH, YTOOB! HMOJIYYHUTh AOCTYI K TOMaM M MMETh BO3MOXHOCTh Ha3HauaTh OyKBBI AHMCKOB.
JlocTym K CeTeBBIM pecypcaM OMpeAesIeTCs] IMEHEM PETHCTPAIIHH.

ITonp3oBaTenn MOTYT TakXke MOAKIIOYATHCA K COBMECTHO HCIIONB3YEMBIM IIPHHTEpPAaM Ha BBIICIEHHOM cepBepe U
BBINOJIHATH N1€9aTh Ha CETEBBIX MPUHTEPax TaK ke, KaK U Ha JIOKAJIbHBIX.

Hecmotpss Ha TO, uTOo B panHHMX Bepcusix NetWare Bce MOIynu CHUCTEMBI CUHTAIUCh HEHAIEXHBIMU (000
HENPaBWILHO pa0dOTAIONINI MOYJIb MOT HAPYIIIUThH pabOTy BCEH CUCTEMBI), OHA ObLIa OY€Hb CTAOUIILHOU CUCTEMOM.

Hepenxu cyuan, xoraa cepsepsl NetWare paboTaroT 6€3 BMemaTensCTBa YeI0BeKa TOAaMH.

LANtastic — cereBass omepanmonnas cucrema miast DOS, Windows, Novell NetWare u OS/2. LANtastic
noepkuBaet rexnojoruu Ethernet, ARCNET u Token Ring, a Takxke e€ coGCTBEHHBIE aanTePhl BUTOM Mapsl Ha 2
Mbwur/c.

Eé muorommardopmenHas mommepxkka mosBossier cranimu LANtastic momkmouatsest Kk 000 KOMOHHAINH
Windows unu onepanuonnsix cucteMax DOS, v €ro MEXCBSI3H MO3BOJISIOT JEIUThC (aiiaamu, npunTepamu, CD-
ROM u npmnoxenunsiMu 110 BceM npeanpusitasim. LANtastic 6611 ocobeHHo momy isipHbIM 10 Toro, kKak B Windows

95 ObLTa BCTpOCHA MOJICPIKKA CETEH 1 ObLI IMOYTH JINJEPOM Ha PhIHKE OIIEPAlIMOHHBIX CHCTEM.



LANtastic 6puta nepBoHauanbHO paspabdorana Artisoft Inc. B Tycon, mrat Apusona. [Tocie Boixona TeleVantage,
LANTtastic u npouast yHacnenoBaunast npoaykitust Artisoft 6eutu npuo6perenst Spartacom Technologies B8 2000 roy.
[Tozxe SpartaCom 6suta mpuodperena PCMicro.

B nactosimiee Bpemsi (2006 ros) camast HoBast Bepcust — LANTtastic 8.01. OH MOXeT COeAUHUTH KOMITBIOTEPHI C
omneparronHoit cuctemoit DOS 5.0 (wu Boimie) ¢ Windows 3.X wiu Beimie (Bkiarogas Windows XP).

Cetu LANtastic ucmosnpsyrot npotokon Server Message Block (SMB). IToapoGHOCTH 049€Hb TI0XO0 H3YYCHBIL.

Hust coBepiienus ceccuit ucnonssyercs Local Session Number (LSN).

Microsoft Windows — ceMeiicTBO TPOMNPHETAPHBIX OMEPAlMOHHBIX CHCTeM Kopmopaimun — Microsoft,
OPHEHTHPOBAHHBIX Ha MPUMEHEHHH Tpadudeckoro uurepdeiica npu ynpasnenun. M3navansuo Windows 6siia Bcero
b rpadudeckor Hagctpoiikoit anst MS-DOS.

ITo cocrostuuio Ha Mail 2013 roga mox ympaBieHHEM OIEPAMOHHBIX cHCTeM cemeiicTBa Windows mo gaHHBIM
pecypca Netmarketshare (Net Applications) paGotaet okono 91 % nepcoHaabHBIX KOMIBIOTEPOB[1].
Oneparmonnsie cucremsl Windows pabotaroT Ha miatdopmax X86, x86-x64, |A-64, ARM. CyiiecTBoBaIu TakKe
Bepcuu st DEC Alpha, MIPS, PowerPC u SPARCI2].

Cemeticmeo Windows NT

OrnepannoHHBIE CHCTEMBI 3TOTO CEMEWCTBA B HACTOSIIEE BPeMst pabOTaIOT Ha MPOIECCOpax ¢ apXUTeKTypamu X86,
X64, u Itanium, ARM. Paunue Bepcuu (110 4.0 BKIIOYMTENBHO) TaKXKe MO AepkuBaiu Hekotopbie RISC-mporieccopsr:
Alpha, MIPS, u Power PC. Bce omepalMoHHBIC CHCTEMBI 3TOTO CEMEWCTBA SBIAIOTCS MONHOCTHIO 32- win 64-
OUTHBIMH OTIEPAIIMOHHBIMU CHCTEMaMH, U He HyxaaroTcst B MS-DOS naxe 1ist 3arpy3KH.

TonbKo B 3TOM CEMENCTBE MPEACTABJIEHBI ONEPAllMOHHbIE CHCTEMBI ajst cepBepoB. Jlo Bepcum Windows 2000
BKJIFOUHTENFHO OHH BBITYCKAJIMChH MOJ] TEM K& Ha3BAHMEM, YTO M AHAJOTHYHAs BEPCHS IS pabovnX CTaHIIHHA, HO C
nobasienueM cyddurca, nampumep, «Windows NT 4.0 Server» u «Windows 2000 Datacenter Server». Haunnas ¢

Windows Server 2003 cepBepHbIe OmepaiioOHHBIC CHCTEMBI HA3BIBAIOTCS MTO-APYTOMY.

Windows NT 3.1 (1993)

Windows NT 3.5 (1994)

Windows NT 3.51 (1995)

Windows NT 4.0 (1996)

Windows 2000 — Windows NT 5.0 (2000)

Windows XP — Windows NT 5.1 (2001)

Windows XP 64-bit Edition — Windows NT 5.2 (2003)
Windows Server 2003 — Windows NT 5.2 (2003)

Windows XP Professional x64 Edition — Windows NT 5.2 (2005)
Windows Vista — Windows NT 6.0 (2006)

Windows Home Server — Windows NT 5.2 (2007)
Windows Server 2008 — Windows NT 6.0 (2008)

Windows Small Business Server — Windows NT 6.0 (2008)
Windows 7 — Windows NT 6.1 (2009)

Windows Server 2008 R2 — Windows NT 6.1 (2009)



Windows Home Server 2011 — Windows NT 6.1 (2011)

Windows 8 — Windows NT 6.2 (2012)

Windows Server 2012 — Windows NT 6.2 (2012)

Windows 8.1 - Windows NT 6.3 (2013)

Windows Server 2012 R2 — Windows NT 6.3 (2013)

B ocnoBy cemeiictBa Windows NT monoxkeHo pasjeneHue aIpecHbIX MPOCTPAHCTB MEXIY mpoueccamu. Kaxmprit
MpOLIECC UMEET BO3MOXKHOCTh PadOTATh C BBIICJICHHON eMy aMsAThio. OIHAKO OH He MMEET MPaB JJIs 3allUCH B [TaMATh
JIpyTUX MPOIECCOB, ApaiiBEpOB U CUCTEMHOI0 KOJa.

CewmeitctBo Windows NT oTHOCHTCS K ONIEPAI[HOHHBIM CHCTEMAaM C BBITECHSIOLICH MHOT03a/1auHOCThI0. Pa3nencHue
MPOIIECCOPHOTO BPEMEHHU MEKIY MOTOKaMH MPOUCXOIUT M0 MPUHIUITY «Kapycenuy». SIApo onepallnoOHHON CUCTEMBI
Beiensier kBaHT Bpemenu (B Windows 2000 kBauT pase npumepto 20 Mc) KaXIOMy H3 TIOTOKOB IO OYEepeIH MpH
YCIIOBHH, YTO BCE MOTOKH UMEIOT OAMHAKOBBIN mpuoputeT. [IoTOK MOXKET 0TKa3aThCs OT BBIACICHHOTO €My KBaHTa
BpeMeHH. B 3ToM ciryyae cuctema nepexBaThIBaeT y HETo YIpaBJeHUE (JlaXKe €CIIM BbIACICHHBIA KBAHT BPEMEHHU He
3aKOHYEH) M IepefaéT ympaBieHHe Ipyromy motoky. IIpu mepermade ympaBieHHS IpyroMy IHOTOKY CHCTEMa
COXpaHseT COCTOSTHHE BCEX PErMCTpOB Ipolieccopa B 0c000il CTpYKType B ONEPaTUBHOM MaMATH. DTa CTPYKTypa
Ha3bIBAETCSI KOHTEKCTOM MoToka. COXpaHEeHHE KOHTEKCTa MOTOKA JOCTATOYHO IS TIOCIIETYIOIIEro BO30OHOBICHUS
ero paboThI.

Cemeticmeo OC 01 KapMaHHbIX KOMIbIOMepos

3TO CEeMEeWCTBO ONEpaliOHHBIX CHCTEM pPEaIbHOr0 BPEMEHH OBbUIO CHELHUalbHO pa3padOTaHO AJsl MOOMIBHBIX
ycrporicts. [lognepxuparores npoueccopsl ARM, MIPS, SuperH u x86. B oTiuuue oT 0CTalnbHBIX ONEPaIlMOHHBIX
cuctem Windows, omepanioHHBIE CHCTEMbI 3TOTO CEMEHCTBa MPOMAIOTCS TOJIBKO B COCTABE TOTOBBIX YCTPOMCTB,
TaKUX Kak cMapTQoHbI, KapMaHHbIe KoMIbioTepbl, GPS-HaBuraTopsl, MP3-nipourpsiBaresnu u npyrue. B Hacrosiee
Bpemst o tepmuaoM «Windows CE» MOHHMArOT TOJBKO SAPO OmepanuoHHOM cuctembl. Hampumep, Windows
Mobile 5.0 Bxirouaert B ce6s sapo Windows CE 5.0.

Windows CE

Windows Mobile

Windows Phone

Cemeticmeo ecmpaugaembix OC Windows Embedded

Windows Embedded — sTo cemeiicTBO ONEpaIMOHHBIX CHCTEM PEATBHOTO BPEMEHH, OBLIO CIIEIMAIbHO pa3paboTaHo
JUTSI IPUMEHEHHS B Pa3JIMYHBIX BCTPAMBACMBIX CHCTEMaX. SIpo cuctembl mmeeT obmiee ¢ cemeiicteom OC Windows
CE u nognepxxuBaet mporieccopst ARM, MIPS, SuperH u x86.

Windows Embedded Bxmrouaer gomonHuTeNbHBIE QYHKIMA 10 BCTPAWBAHUIO, CPEAN KOTOPBIX (DHIBTD 3aMIUTHI OT
samucu (EWF u FBWF), sarpyska ¢ ¢uem-namsta, CD-ROM, cetu, ucrnons3oBaHHe COOCTBEHHON 000JIOYKH
CHUCTEMBI U T. II.

B ormrume ot oneparuonubix cucteM Windows, orieparinoHHbIE CHCTEMBI 3TOTO CEeMECTBa TPOJAOTCS TOJIBKO B
COCTaBe TOTOBBIX YCTPOMCTB, TakWX Kak: OaHKOMATBl, MEIWIIMHCKHE MPHOOPH, HaBUTAI[HOHHOE 00OpYyIOBaHUE,
«TOHKHE» KJIHEHTHI, VOIP-TepMHUHAIBI, MEIHAITPOUTPHIBATENH, IIUPPOBLIE paMKH (aTbOOMBI), KACCOBBIC TEPMUHAIHI,

TTAaTEKHBIE TEPMIHAIBI, POOOTHI, HTPOBBIE ABTOMATHI, MYy3bIKaIbHBIE aBTOMATHI M PYTHE.



B Hacrosiee Bpems Bbimyckarotes crienyromme Bapuantsl OC Windows Embedded|[8]:
Windows Embedded CE,

Windows Embedded Standard,

Windows Embedded POSReady,

Windows Embedded Enterprise,

Windows Embedded NavReady,

Windows Embedded Server.

Linux — o6muiee HasBanue UNiX-momoOHBIX OMEPAlMOHHBIX CHCTEM, OCHOBAHHBIX Ha OJHOMMEHHOM siape. Sapo
Linux 1 0OBIYHO HCTIOMB3YIOLIMECS BMECTE ¢ HUM KOMITOHCHTBI CO3JAI0TCS U PACIPOCTPAHSIIOTCS B COOTBETCTBHH C
MOJICJIBI0  Pa3pabOTKU CBOOOJHOIO M OTKPHITOrO MpPOrpaMMHOro obecmeucHus. [loaToMy oOlee Ha3BaHHE HE
MO/Ipa3yMeBaeT KaKkoi-mnbo eIUHON «O(pHIHaNbHOMN» KOMIUTeKTaui LiNUX; OHM pacrmpoCcTpaHsfoTCs B OCHOBHOM
OCCIIaTHO B BHIE PA3IMYHBIX TOTOBBIX JAUCTPUOYTHBOB, MMCIOMIMX CBOM HAOOp MPUKIAAHBIX MPOTPAMM U YiKe
HACTPOCHHBIX MMOJ] KOHKPETHBIC HY Kbl MOJIb30BATEIS.

Ha nauansHoM 3Tane Linux 6ecmiatHo pa3pabaThiBajics TOIBKO SHTY3HaCTaMU-T00pOBOJIBIIAMHE, HO ¢ ycrexoM Linux
M €r0 MacCOBBIM KOMMEPUYECKUM HCIIONb30BaHueM nopabatsiBath OC 1 BHOCHTDH CBOWM BKJIA/ CTATH U KOMIIAHHH, CO
BpEMEHEM CTaB 3HauuTenbHOW cuioil. [lomamstomee GosnpumHCTBO IO B COBpeMEHHBIX AMCTPUOYTHBAx IIO-
OPSKHEMY JOCTYITHO IO CBOOOJHBIM JIMICH3HUSM, KaK TMPAaBHIO 3a HCKIIOYCHHEM HEOOJBIIOr0 KOJHYECTBA
npornpueTapHbix kKoMnoHeHToB. B 2008 roxy pacu€rsl mokasbiBasii, YTO IJISl TOTO YTOOBI «C HYJIs» pa3paboTaTh
cucteMy, aHanoruunyio Fedora 9, morpe6Gosanocs 6wl 3aTparuth 10,8 Mipa momr.[6] CoBokymHas ce0eCTOMMOCTh
sapa Linux orenena B 6osiee uem 1 mupa eBpo (okoso 1,4 mupx moin.). Toseko 3a 2008 rox cebecTouMoCTh siIpa
Linux yeemuumiace Ha 225 mitH eBpo. B crcteme LiNUX BOMUIONIEH TPy B 9KBUBAICHTE 73 THIC. YEIIOBEKO-JIET.

B Hactosimiee Bpemsi cuctembl LinUX muaupyrorT Ha peiHKax cmaptdonoB (Android samumaer 64,1 % poinka),
uHTepHeT-cepBepoB (60 %), caMbix MOIIHBIX cynepkomibioTepos (93,8 %), a Taxske, cornacuo Linux Foundation, B
Jata-IeHTpaxX U Ha MPEANPHUSITHSIX, 3aHIMAOT IOJIOBUHY PBIHKA BCTPAUBAEMBIX CHCTEM, HMEIOT 3HAYUTEIHHYIO OO
pbiaka HeTOyKoB (32 % Ha 2009 rox). Ha peiake moMamiHux KoMmbioTepoB Linux mpouso 3anmmaer 3 mecto (1o
pasHbIM JaHHBIM, OT 1 10 5 %). Cornacuo uccnenoBanuto Goldman Sachs, B menom, peiHOuHas qosst LinuxX cpemu
3JIEKTPOHHBIX YCTPOMCTB cocTariseT 0koo 42 %.

C tex 1nop, Kak sapo LinuxX 6s110 co3mano st X86-ITK, oHO ObLUTO MOPTHPOBAHO HA MHOXKECTBO IIAT(GOPM, BKIFOUAS
x86-64, PowerPC u ARM. Linux paGoTtaer B poyTepax, TeleBH30pax W WIpoBbix mpucraBkax. OC Ha spe
MPOIOIKAIOT OBICTPO COBEPIICHCTBOBATHCS (HAIPUMED, HOBAsI BEPCHS sApa BBIMTYCKAETCS Kakapie 2-3 MecsIa, C
2005 roma B paspabotke siapa mpuHuMarT ydactue Oosee 7800 paspaborunkos u3 6osee uem 800 pazmuuHBIX
KOMIIaHWi) ¥ HAOUpaTh MOy SIpHOCTH (32 9 MecstiiieB ¢ mMast 2011 mo stuBaps 2012 mosst Linux Beipocia va 64 %).
Hawubonee momymnsipusivu nuctpubytuBamu siisitoresi: deb-based (Debian, Mint, Ubuntu), RPM-based (RedHat,
Fedora, Mageia, OpenSUSE), source-based (Slackware, Gentoo), pacman-based Arch Linux.

CobcrBenHbIe AUCTPUOYTHBBI LiNUX BBIMTYCKAIOTCS PAa3IMYHBIMA KOMITAHUSAMH U SHTY3HACTAMH CO BCETO MHUPA, B TOM

uucie, u3 Poccun u Ykpaussl.



Solaris — xoMImblOTepHas ONepaloHHasi cucTeMa, paspaboTaHHas koMmanueit Sun Microsystems, kotopasi HelHE
npunamiexur Oracle Corporation. Hecmotpst Ha To uTo Solaris — omepannoHHas CHCTEMa C 3aKPBITBIM HCXOIHBIM

KOJIOM, OOJIBIIAsI €ro YacTh OTKPHITA U OMyOnrKoBaHa B mpoekte OpenSolaris.

FreeBSD — cBo6oanas Unix-nogobHas onepanuonHas cuctema, notoMok AT&T Unix mo muauu BSD, co3nannoii
B yHuBepcutere bepkiu. FreeBSD paboraer Ha PC-coBMecTHMBIX chcTeMax cemelicTBa X86, Bkimrouas Microsoft
Xbox, a taxxe Ha DEC Alpha, Sun UltraSPARC, 1A-64, AMDG64, PowerPC, NEC PC-98, ARM. T'otoButrcs
nozyiep>kka apxutekrypsl MIPS.

FreeBSD paspabaTpiBaeTcs Kak LeJIOCTHAs ONEpalioHHas cucreMa. McXoaHbIi Koa sipa, ApaliBepoB YCTPOUCTB H
0a30BBIX MOJB30BaTENbCKUX Mporpamm (T. H. userland), Takux kak KOMaHIHbIC ODOMOYKH U T. ., CONCPIKHUTCS B
OJTHOM JIepeBe CHCTEMBI yripaBienust Bepcusimu (o 31 mas 2008 — CVS, ceityac — SVN). Or1o otiamnuaet FreeBSD
or GNU/Linux — apyroii cBoGomuo#t UNIX-momo6HO# oOmepaiioHHOH CHCTEMBI — B KOTOPO#l  sIpo
pa3pabaTbIBaeTCsl OIHOW IPyNIoi pa3paboTIMKOB, a HAOOP MOJIB30BATEIBCKUX MPOTPaMM — APYTHMH (HapUMep,
npoekt GNU), a MHOTOYHCIICHHBIC TPYIIBI COOUPAIOT 3TO BCE B CMMHOE IENIOC U BBIMYCKAIOT B BHUJC PA3THIHBIX
qucTpuOyTHBOB LinuX.

FreeBSD xopormo 3apekomMeHoBana ce0st Kak CUCTeMa JUlsl IOCTPOCHUsSI HHTPAHET ¥ WHTEPHET-CETeH U CepBEpPOB.
Omna npenocTaBisieT HaAEKHbIE CETEBbIE CITYKObI U 3((EKTUBHOE YIPaBICHNE MAMSTBIO.

ITomumo cBoeii crabwibHOCcTH, FreeBSD momyssipHa u Onaromapsi CBOCH JHIIEH3UH, KOTOpas CYIIECTBCHHO
otiauyaetcs oT mupoko u3BectHoi nuneHsun GNU GPL — ona mo3BOSsICT HCMONB30BaTh KOJ HE TOJIBKO B
ceobomHoM I10, HO u B mponpuerapHoM. B ormnmmume or GNU LGPL, koTopas Toke MO3BOJIIECT HCIOJIb30BATh

CBOOOIHBIHN KOJI B 3aKpBITO#H mporpamme|3], muinensus BSD Gosee nmpocTast 1 KOpOTKas.

Cisco 10S (ot aurun. Internetwork Operating System — Mexcereass Oneparriontas Crctema) — MmporpaMMHOe
obecrieueHre, MCHOIb3yeMoe B Mapmipytuzatopax CiSCO M HEKOTOPBHIX CeTeBbIX Kommyrtatopax. Cisco 10S —
MHOTr03a/lauyHasi OIepallMOHHAsl CUCTEMa, BBINOJHSIIOMAS (QYHKIUM CETEeBOW OpraHu3alyd, MaplIpyTH3alHH,
KOMMYTAIIMH U TIepelady JaHHbIX.

Cisco 10S umeer crermbuunsii uaTepdeiic komanaaoi crpoku (command line interface, CLI), koropsrii Obit
CKOITMPOBaH MHOTMMH JIDYTUMH ceTeBbIMH mpoaykTamu. MuTtepdeiic 10S umeer HaOOp MHOTOCIOBHBIX KOMaH/]I,
JIOCTYITHBIC KOMAH[Ibl OMNPEACICHBI «PESKUMOM» M YPOBHEM TMPUBWICTHH JaHHOTO mosb3oBatens. «Global
configuration mode» — maet BO3MOXKHOCTB ISl H3MEHEHHSI CHCTEMHBIX HACTPOEK U HACTPOECK CETEBOTO HHTepdeiica.
Bot, Hanpumep, THITHYHBIE KOMAH/IbL:

router ospf 100

aaa authorization exec default local group radius

no ip cef traffic-statistics

Bcem koMaHaM MPUIKHCHIBACTCS ONpeIeiEHHbIN ypoBeHb npuBmiernuii ot 0 10 15, 1 K HUM MOTYT 00paTHThCS TOJIBKO
MOJIF30BATENN C JAaHHBIM YPOBHEM MNpHBWIETHHA. Uepe3 KOMaHIHBINH MHTEp(EHC MOXKHO ONPEAEIUTH JOCTYIIHEBIE

KOMAaH/bl JJIs1 KaX10I0 YPOBHS IPUBUIIETUH.



ZyNOS — 310 ceTeBas ornepannMoHHasl CUCTEMa, SBIISIOIIAsicss COOCTBEHHOCThIO Kopriopauuu ZyXEL. Ona sBnsiercs
mathopMoil BceX MapiupyTu3aTopoB Prestige, xotopas oOecreunBaeT ceTeBble CEpBHCHI U NpuiaoxeHus. OHa

MOCTPOEHA MOAYJIBHBIM CIIOCOOOM, TIO3TOMY Pa3padOTYMKaM JIETKO J00ABISITh B HEE HOBBIE (DYHKIIHH.

Nekums 4 MNporpammHoe obecneveHne BUpTyanbHbIX YacTHbIX ceTen (VPN)

Tema: MNporpammHoe obecneyeHne BupTyanbHbIX YacTHbix ceten (VPN): Ctpyktypa VPN.

Knaccudpmkauymsa VPN.

BeeneHne

B nmocneanee BpeMsi B Mupe TeIEKOMMYHHUKAIMN HAOMI0aeTCs MOBBIIEHHBIA HHTEPEC K BUPTYAIbHBIM YaCTHBIM
cersim (Virtual Private Network - VPN). D1o 06ycrnoBiieH0 HEOOXOMUMOCTBIO CHHKEHHUS PACXOIOB Ha COMEPIKaHUE
KOPIIOPAaTHBHBIX CeTel 3a cueT OoJiee IEIIEBOrO MOJKIIOYEHHUS yIaleHHBIX O(QHCOB M YAAJICHHBIX IONb30BaTeNeit
gyepe3 ceTh Internet. leiicTButenbHO, IpU CPaBHEHUH CTOMMOCTH YCIYT TIO COSIMHEHUIO HECKOJBKUX CETell uepe3
Internet, nanpumep, ¢ cerasmu Frame Relay MoxHO 3aMeTHTH CYIIECTBEHHYIO Pa3HHUIy B CTOMMOCTH. OIHAKO
HEOOXOIUMO OTMETHTh, YTO NPU 00BEAMHEHHH ceTeil yepe3 Internet, cpasy sxe BO3HHUKAET BOMPOC O OE30MaCHOCTH
nepeAayn JaHHBIX, MOITOMY BO3HHKIA HEOOXOAMMOCTH CO3/IaHUS MEXaHM3MOB MO3BOJIIONIMX 00eCHeYUTh
KOH(UJISHIINATBLHOCTD U IIEJIOCTHOCTH MepenaBaeMoit napopmanuu. CeTu, MOCTPOSHHBIE Ha 0a3e TAKMX MEXaHNU3MOB,
n nonyuywin HazBanue VPN.

Kpowme Toro, oueHs 4acTO COBPEMEHHOMY YEJIOBEKY, pPa3BUBAas CBOM OM3HEC, TPUXOJUTCS MHOTO Ty TEIIECTBOBATD.
DT0 MOTYT OBITh TIOE3]IKHM B OTJIAJICHHBIE YTOJKH HAIIEH CTpaHbl WJIM B CTpaHbl 3apy0exns. Hepenko oM HyKeH
JIOCTYIl K CBOEH WHQOpMAIMK, XpaHSIIEHCS Ha WX JOMAITHEM KOMIBIOTEpE, WM Ha KOMITbIOTEpe (UPMBI. DTy
mpobJIeMy MOXHO PEIINTh, OPTaHM30BaB YAAIEHHBIH JOCTYI K HEMY C IIOMOIIBI0 MOJAEeMa WM Tese()OHHOW JIMHUU.
Ncnonp3oBanue TenedoHHON TUHUKM MMeeT CBOM 0coOeHHOCTH. HemocTaTku 3TOTO pemieHns B TOM, YTO 3BOHOK C
JIPYroil CTpaHbl CTOUT HEMAJBIX JAeHeT. EcTh u npyroe permenne moa HazBanuem VPN. [IpenmyiecTBa TeXHOIOTHN
VPN B TOM, 9TO opranuzanus yaajaéHHOTO JOCTYIIa JIejaeTcs He yepe3 TeneoHHyro JTUHUIO, a yepe3 Internet, ato

HaMHOT'O ACIIEBJIC W JIYYIIC.



1. MonaTne n knaccudpmukaumsa VPN ceTen, nx nocTpoeHue
1.1 Yro Takoe VPN
VPN (anrn. Virtual Private Network - BuptyanbHast yacTHasl CeTh) - JIOTHYECKasi CETh, CO37aBaeMasi OBEPX APYyroif
cern, Hampumep Internet. HecmoTpst Ha TO, YTO KOMMYHHKAIIMM OCYIIECTBIISIOTCS HO IyOJMYHBIM CETAM C
UCIIOJIb30BaHUEM HEOE30IaCHBIX IPOTOKOJIOB, 32 CYET IN(PPOBAHKS CO3JIAIOTCS 3aKPBITHIE OT IOCTOPOHHUX KaHAJIbI
obmeHna nHdopmanueit. VPN 1no3BossieT 00beIMHNATD, HAIIPUMEpP, HECKOJIBKO 0(PMCOB OpraHU3alyy B €INHYIO CETh C
UCIIOJIb30BAHHUEM JUISl CBSI3M MEK/1y HUMU HENOAKOHTPOJIBHBIX KaHAJIOB.

ITo cBoeti cyru VPN o0nafaeT MHOTMMU CBOMCTBaMH BBIJICICHHOW JIMHUH, OJTHAKO Pa3BEPTHIBACTCS OHA B Mpeeax
obwenoctynHoit cern, Hampumep MHTepHera. C TNOMO-IIBI0 METOAWKH TYHHEJIHWPOBAHUS ITaKETHl JIAHHBIX
TPaHCIUPYIOTCS Yepe3 OOLIEJOCTYIHYI0 CeTh KaK MO OOBIYHOMY JIBYXTOUEYHOMY COCOMHEHMIO. Mexay Kaxaon
Mapod «OTIPaBUTENb-TIOJIy4aTe]b AAHHBIX» yCTAHABINUBACTCS CBOCOOPA3HBIA TYHHENb - 0E30I1acHOE JIOTHYECKOe

COCIAMHEHUEC, TO3BOJIAIOIIECC NHKAIICYJINPOBATH JAHHBIC OAHOI'O IMPOTOKOJIa B MAKETHI APYTOTo.

OCHOBHBIMHU KOMIIOHEHTaMHU TYHHEJIS SIBIISIOTCS:
* MHULIUATOP

* MapUIPyTU3UPYEMas CETh;

* TYHHEJIbHBII1 KOMMYTaTOp;

¢ OJVH WUJIW HECKOJIBKO TYHHCJIbHBIX TEPMUHATOPOB.

Cam no cebe npunuun padorel VPN He MpOTHBOPEYUT OCHOBHBIM CETEBHIM TEXHOJOTHSIM M IPOTOKOJIAM.
Hanpumep, npu yCcTaHOBICHHH COEAMHEHHs YIAJICHHOTO JOCTyNa KIHEHT IOCHUIAeT CEepBEpy IMOTOK IaKETOB
cTaHJapTHOro mportokoia PPP. B ciyuae opraHu3anuy BHUPTYaldbHBIX BBIJENCHHBIX JMHUN MEXAY JIOKAJIbHBIMHU
CEeTSIMU WX MapUIpyTH3aTOPhI Takke oOMeHuMBaroTcs makeramu PPP. Tem He MeHee, NMPUHIMIHMAIBLHO HOBBIM
MOMEHTOM SBJISIETCS MIEPECHITIKA TAKETOB Yepe3 Oe30MacHbIi TYHHENb, OpPraHU30BaHHBIH B ITpe/iesiaX 00Ie10CTyITHOHI
CeTH.

TyHHenupoBaHHE MO3BOJSIET OPTaHM30BATH Ilepefady IAaKeTOB OIHOTO INPOTOKOJAa B JIOTMYECKOH cpene,
WCTIONB3YIONIeH Apyroi MpoTokos. B pesynbTaTe MOSBISIETCS BO3MOXKHOCTH PEIIUThH MPOOIEMBI B3aUMOJICHCTBUS
HECKOJIbKUX Pa3HOTHUITHBIX CeTel, HauMHasi ¢ HeOOXOUMOCTH OOecTieueHH s IEJIOCTHOCTH M KOH(UIEHIINAIbHOCTH
MepeaBaeMbIX JJAaHHBIX U 3aKaHYUBAs IPEOJOJICHHEM HECOOTBETCTBHM BHEIIHUX MIPOTOKOJIOB MJIM CXEM aJlpecariii.

CymecTBytoiias cereBas HHOPACTPYKTypa KOPIIOPAIIUH MOKET OBITh MOATOTOBIEHA K Hcmoib3oBanmio VPN kak
C TIOMOIIBIO MMPOTPAMMHOTO, TaK M C ITOMOIIBIO almapaTHOro obecnedeHuss. OpraHu3annio BUPTYaIbHOH YaCTHOM
CETH MO>KHO CPaBHUTH C MIPOKIAIKON Kabes uepes riaodansHyo ceTh. Kak mpaBmito, HETOCPEACTBEHHOE COSMHEHNE
MEXy yIaJeHHBIM I0JIb30BaTeNIeM U OKOHEYHBIM YCTPOICTBOM TYHHEIS yCTaHABINBAETCS MO MpoTokoiry PPP.
Hawubonee pacmpoctpanenHbiit Mmeton co3nanus tyuueneir VPN - mHKancymsiws cereBsix mportokosos (IP, IPX,
AppleTalk u t.1.) B PPP u mocienyrommasi HHKANCysius 00pa3oBaHHBIX MAKETOB B TMPOTOKOJ TYHHEIHPOBAHHS.
OOBIYHO B KauecTBe mocieaHero Beictymnaet |P wimu (ropasno pexxe) ATM u Frame Relay. Takoii mogxo/1 Ha3sIBaeTCs
TYHHEJIMPOBAaHHEM BTOPOTO YPOBHS, IIOCKOJIBKY «ITaCCAKUPOMY 37€Ch SBISIETCS IIPOTOKOI MMEHHO BTOPOTO YPOBHSI.
ATNBTepHATUBHBIN TOAXOA - WHKAICYJSIMA MAKeTOB CETEBOTO MPOTOKOJA HEMOCPEACTBEHHO B IPOTOKOI

TyHHeIUpoBaHus (Hanpumep, VTP) Ha3bIBae€TCS TYHHEIMPOBAHUEM TPETHETO YPOBHSI.



Heszasucumo ot TOT'0, KaKUE€ MMPOTOKOJIbI UCTTOJIB3YIOTCA HUJIM KaKHUC LEJIU MPECICAYIOTCA IPU OpraHru3aliv TyHHCIIA,
OCHOBHas METOJMUKaA OCTACTCA MPAKTUYCCKU HEHU3MECHHOM.
OOKIYHO OAWH MNPOTOKOJI HUCIOJB3YCTCA MAJid YCTAHOBJICHUA COCAWHCHUSA C YAAJICHHBIM Y3JIOM, a ﬂpyFOﬁ - I

HWHKAIMCYJAUN JaHHBIX U CJ'Iy)KeGHOﬁ I/IH(i)OpMaIII/II/I C LCJIbIO IE€peaavdn 4€pe3 TYHHCIIb.

1.2 Knaccudukaunsa VPN ceten

Knaccudunmposats VPN perieHrs MOKHO 0 HECKOJIBKHM OCHOBHBIM MapaMeTpam:

1. Mo Tuny ncnonb3yemon cpeapl:

* 3ammmuénneie VPN cetn. Hanbonee pacnpocTpaHéHHbINM BapuaHT MPUBATHBIX YacTHBIX ceTed. C ero moMousro
BO3MOXKHO CO3/]aTh HAJEKHYIO M 3aIlUILEHHYIO MOJCETh Ha OCHOBE HEHAJEKHOM ceTH, Kak mpasuio, MHTepHeTa.
[Mpumepom 3ammiménnasix VPN seistrores: IPSec, OpenVPN u PPTP.

* loBepurensHble VPN cetu. Mcnonp3yroTes B caydasx, KOrja MEpeAaonlyio Cpeay MOXKHO CUMTaTh HAAEKHON U
HE0OXO0IMMO PELINTb JIMIIb 3a/1a4y CO3/IaHKsl BAPTYaIbHOM 0/ICeTH B paMKax Ooublueii cet. Bornpocs! obecneuenuns
0e30macHOCTH CTAaHOBSITCS HeakTyanbHbIMH. [Ipumepamu nomoOHbIX VPN pemienun seastorcs: MPLS u L2TP.
KoppekTHee cka3aTb, 4TO 3TH IPOTOKOJIBI IEPEKIaAbIBAIOT 3a1auy oOecrieyeHs 0e30IIaCHOCTH Ha IPyTrHe, HallpuMep

L2TP, kak npaBuiio, ucnonb3yetcs B mape ¢ IPSec.

2. Mo cnocoby peanusauun:
* VPN cetu B BuJE cienManbsHOrO IporpaMMHoO-anmnapatHoro obecredenus. Peanmzamus VPN cetn ocymiecTeisercs
IpHY TOMOIIM CIEHUAJIBHOTO KOMIUIEKCA MPOTrpaMMHO-AIIapaTHRIX CpeAcTB. Takas peamusaiusi oOecleunBaeT
BBICOKYIO ITPOM3BOIUTENFHOCTE M, KaK IPABUIIO, BEICOKYIO CTEICHb 3aIMIIIEHHOCTH.
* VPN cetn B Buzme mporpaMMHOTo pemieHus. VCHonb3yloT NEpCOHANbHBIH KOMIIBIOTEP CO CIEUHAIbHBIM
MpOrpaMMHBIM OOecriedeHreM, odecrneunBaroiuM GyHKIHoHaTbHOCTh VPN,
* VPN cetu ¢ unTerpupoBaHHbIM penieHreM. OyHkImoHaIsHOCcTs VPN obecrieunBaeT KOMITIIEKC, PEIIAIONTHA TaKkKe

3a7a4i QUIBTPAIMH CETEBOTO TpaduKa, OpraHu3aIii CETEBOTO IKpaHa U 00eCIeUeH s Ka4eCTBa 0OCITYKUBAHHS.

3. lNo Ha3Ha4eHwto:
* Intranet VPN. Hcmone3yioT s oOBEIMHEHHS B €IMHYIO 3AIIMIIEHHYIO CETh HECKOJBKHX pPacHpeleséHHbBIX
(hunnanoB ogHOI OpraHU3anny, 0OMEHHBAIOIINXCS JAHHBIMU 110 OTKPBITHIM KaHAJIaM CBSI3H.
* Remote Access VPN. Mcionb3yioT Aist CO3IaHMs 3aIIUIIEHHOT0 KaHala MeX/ly CETMEHTOM KOPIIOPAaTHBHOM CeTH
(neHTpanbHBIM 0UCOM WK QUIHATIOM) M OJIMHOYHBIM TOJIL30BaTENIeM, KOTOPHIH, paboTas JoMa, MOAKITI0YAeTCs K
KOPIIOPAaTHBHBIM peCcypcaM C JOMAIlHETO KOMIIBIOTEpa WM, HAaXOJIICh B KOMAaHAMPOBKE, ITOAKIIIOYAETCS K
KOPITIOPAaTHBHBIM pecypcaM IpH MOMOIIH HOYTOYKa.
« Extranet VPN. Hcrnome3ytoT s ceTedd, K KOTOPBIM IMOAKIIOUAIOTCS «BHEITHHE» TMOJb30BaTeNn (Hampumep,
3aKa34YMKHA WIH KIHUCHTHI). YPOBEHb MOBEPHS K HUM HAMHOTO HIDKE, YeM K COTPYAHHKAaM KOMIIAHWH, TTO3TOMY
TpeOyeTcst obecreueHne CHeHaibHbIX «pyOekeil» 3aIiuThl, TPeAOTBPAINAIONINX WM OTPaHWIHBAIONIUNX JOCTYI
MOCIEAHUX K 0000 IIEHHOW, KOHPUACHIINATHLHOW HH(OPMAIINH.

4. o Tvny npoTokona:



CylecTByIOT peann3auiy BUPTYalbHbIX YacTHbIX cetert mox TCP/IP, IPX u AppleTalk. Ho Ha ceropssiunuii qeHb
HaOMIOaeTCs TEHJEHIMS K BceoOuiemy mnepexoay Ha mpoto-kon TCP/IP, u abcomrorHoe GombmiumacTBo VPN

peIlIEHI/Iﬁ MOAACPIKMUBACT UMCHHO €I0.

5. Mo ypoBHI0 ceTeBOro NpoTokona:

o ypOBHIO CETEBOrO MPOTOKOJIA HA OCHOBE COMOCTABJICHHUS C YPOBHIMU 3TaNOHHO# ceTeBoit Moaenu 1SO/OSI.

1.3. NocTtpoenHune VPN

CymecTByloT pasnuunble BapuanThl noctpoenuss VPN. Ilpu BeiGOpe perieHus TpeOyercss yUMTHIBATH (DaKTOPHI
MPOU3BOIUTEIBHOCTH cpefcTB nocTpoenus VPN. Hampumep, ecnu MapuipyTU3aTop M Tak paboTaeT Ha Ipeiaese
MOIITHOCTH CBOEro mporieccopa, To mobasnenne tyHueneir VPN u mpumenenue mmbpposanus / nermmdpoBaHust
nH(OpMaLK MOTYT OCTaHOBUTH paboTy BCEW CETH M3-3a TOrO, YTO ATOT MAPLIPYTHU3aTOp HE OYyAET CIPaBISATHCS C
npocteiM Tpadukom, He roBops yxke o VPN. OmeiT nokaseiBaer, 4yrto miast moctpoenusi VPN mywme Bcero
HCIIOJIb30BaTh CIEHHATN3NPOBAaHHOE 000PYAOBaHHE, OJHAKO €CIM MMEEeTCS OTpaHHYEHHE B CPEICTBAX, TO MOXKHO
00paTuTh BHUMaHKUE Ha YHCTO MPOrpaMMHOE perieHne. PaccMoTpuM HekoTophle BapuaHThI mocTpoeHust VPN.

* VPN Ha 6a3e OpaHaMay3poB

bpanamMayspsl OOJIBIIMHCTBA MPOU3BOAMTENCH MOJJIEPKUBAIOT TyHHEJIMpOBaHWE M mIKdpoBaHue naHHBIX. Bce
NnoA0OHBIE TPOAYKTHl OCHOBaHBI Ha TOM, YTO TpaduK, Npoxolsmuid dyepe3 Opanamaysp mmdppyercs. K
MpOrpaMMHOMY OOECIICUeHHIO COOCTBEHHO OpaHaMayspa Jo0aBisieTcst Moayib ndposanus. Henocratkom 3toro
METOJa MOKHO Ha3BaTh 3aBUCHMOCTbH IIPOM3BOJUTEIBFHOCTH OT amlapaTHOro oOecredeHus, Ha KOTOpoM paboTaeT
O6panamaysp. [Ipu ucnonp3oBanuu OpaHaMay’poB Ha Oase IIK Hajgo mMOMHUTH, YTO MOJOOHOE PEIICHHE MOXKHO
MPUMEHSITH TOJBKO Il HEOOJBINX CETeH ¢ HEOOIBIIUM 00BEMOM TepeaBacMOil HH(OPMAIIHH.

* VPN Ha 6a3e MapupyTu3aTopos

Hpyrum  cnocobom moctpoeHuss VPN  sBiseTcss mNpUMEHEHHE [UIS CO3[JaHMA  3aIlMIIEHHBIX  KaHAJIOB
MapuIpyTu3aTopoB. Tak kak Bcs HHGOpMAIHS, HCXOAIIAs U3 JIOKAJIbHOM CeTH, IPOXOIUT Yepe3 MapIIpyTH3aTop, TO
1esiecoo0pa3Ho BO3IOKUTH HA 3TOT MapUIPyTHU3aTOP M 3a7avyl MIHN(PPOBAHHUS.

[pumepom obopyaoBanus s moctpoernst VPN Ha mapmipyTusaTopax siBisietcst 06opynoBanue kommanuu Cisco
Systems. Hauwmnas ¢ Bepcum mporpammuoro obecredenus 10S 11.3, mapmpyrtuzatopsr CiSCO moamepKUBarOT
npotokonsl L2TP u IPSec. TTomumo mpocroro mmbppoBanust npoxosimiei uadpopmanun CiSCO moqiepKuBaeT u
npyrue ¢pyakaun VPN, Takue Kak HASHTH(HKAINSA IPH yCTAaHOBICHNH TYHHEIIFHOTO COeIMHEHNSI K 0OMEH KITI09aMHu.
Jli TOBBIIIIEHNST MPOW3BOAWTEIFHOCTH MapIIPyTH3aTOpa MOXKET OBITh HCIOJIB30BaH OTOIHUTEIBHBIN MOy
mndposanus ESA. Kpome toro, kommanust CiSCO System BoimycTria criennain3upoBanHoe yerpoicto mist VPN,
KoTopoe Tak u HaszbiBaetcst Cisco 1720 VPN Access Router (mapuipyrusarop noctyrna k VPN), npeanasnauenHoe

JJIA YCTAHOBKH B KOMITAHUAX MAJIOT'O U CPEAHETO pasMeEpa, a TAKKE B OTACICHUAX KPYITHBIX OpFaHHSaHHﬁ.

* VPN nHa 6a3e nporpaMMHOTO 0OecrieueHus
Crnenyromum noaxogoM k moctpoeHuro VPN sBisitoTcss uncTo mporpamMMHbie pemeHus. [Ipu peanusanum Takoro

peLICHUsT UCIIOB3YETCs CIEIMAM3UPOBAHHOE NPOrpaMMHOEe olecredeHre, KOTopoe paboTaeT Ha BbIJCJICHHOM



KOMITBIOTEPE, U B OOJBIIMHCTBE CJIy4aeB BBINOJHSET POJIb ProXy-cepBepa. KoMmbroTep ¢ TakMM HPOrpaMMHBIM
obecrieueHreM MOXKET OBITh PacIoIokKeH 32 OpaHAMaydpOM.

B kauecTBe mpuMepa TAKOTO PEIICHHs MOXKHO BRICTYyMaeT nporpamMmHoe obecniedenne AltaVista Tunnel 97 komnanunu
Digital. IIpu ucrionb30BaHUKM AaHHOTO MPOTPAMMHOTO OOECTeueHHs KIMSHT MOJKIfoYaeTcs K cepsepy Tunnel 97,
ayTeHTH(QUIUPYETCsA HAa HeM u oOMeHmBaercs kirouamu. [lludpanus npoussonutcs Ha 6ase 56 win 128 OuTHBIX
KJIIOYEH, TOJyYeHHBIX B IIPOLIECCE YCTAaHOBIICHUS coenHenus. Jlanee, 3ammdpoBaHHble TAKEThl MHKATICYIUPYIOTCS
B Apyrue |P-makeTbl, KOTOphle B CBOIO OYepelb OTHPABISIOTCS Ha cepBep. Kpome Toro, naHHOe mporpaMMHOe
obecrieuenne Kaxasle 30 MHHYT TeHEpHUPYET HOBBIE KJIIOYM, YTO 3HAYMTENHHO IOBBINIAET 3alIUIIEHHOCTH
COC/IMHEHUSL.

TonoxutenpubiMu KauectBamu AltaVista Tunnel 97 sBnsioTcs mpocToTa yCTAHOBKH M YAOOCTBO YIIPABJIECHHUS.
MuHycamMy JaHHOM CHCTEMbI MOYKHO CYMTATh HECTAHIAPTHYIO apXUTEKTYpy (COOCTBEHHBIN airoputM oOMeHa

KJIFOYaMH) U HU3KYIO IPOU3BOIUTEIBHOCTD.

* VPN Ha 6a3e cereBoit OC

Pemenus Ha 6a3e ceteBoit OC MbI paccMoTpuM Ha pumepe cuctemsl Windows kommnanun Microsoft. [lins coznanus
VPN Microsoft ucmomnesyet nporokosx PPTP, kotopsrit unterpupoBan B cucremy Windows. JlanHOe perieHne 04eHb
OPHUBJIEKATENBHO [UIS OpraHu3anuii ucnons3yromux Windows B kadecTBe KOPIOPATHBHOM OMEPAIIMOHHON CHCTEMBI.
Heo6x0auMo OTMETHTB, YTO CTOMMOCTh TAKOTO PEIICHHUS 3HAYUTENFHO HIKE CTOMMOCTH TPOYHX peleHuil. B pabote
VPN na 6aze Windows wucmosnb3yercs 6a3a momb3oBateneit NT, xpansiiascs wa Primary Domain Controller (
rnaBHbId KoHTpOJUTEp nomena) (PDC). Ilpu nmoakmouenuun Kk PPTP-cepepy mosp3oBatenb ayTeHTUGUIUPYETCS 10
nporokonam PAP, CHAP wiun MS-CHAP. TlepenaBaembie makeThl HHKANCYIUpyoTcs B maketst GRE/PPTP. s
(G poBaHUS MAKETOB UCTIONB3YETCs HECTaHAapTHBIHN mpoTokou ot Microsoft Point-to-Point Encryption ¢ 40 unu 128
OUTHBIM KITIOYOM, MOJTYyYaeMbIM B MOMEHT YCTAHOBKH CO-efuHeHus. HemoctaTkamu JaHHON CHCTEMBI SBISHOTCSI
OTCYTCTBHE TPOBEPKH MEIOCTHOCTH MaHHBIX M HEBO3MOXXHOCTH CMEHBI KIFOUel BO BpEMs COCTUHCHUSI.

[TonoXuTEeNbHBIMU MOMEHTAMU SIBIISIFOTCS JIETKOCTh HUHTErpanunu ¢ Windows 1 HHU3Kas CTOMMOCTb.

* VPN Ha 6a3e anmapaTHbIX CpeaCTB

Bapuant noctpoenust VPN Ha crienManbHBIX YCTPOWCTBaX MOXKET ObITh UCTIONB30BaH B CETSX, TPEOYIOUTNX BEICOKOH
OpOU3BOAUTENLHOCTH. [IpruMepoM Takoro pemreHust ciay:kut npoaykt ¢ IPro-VPN kommanunu Radguard. dawumsrit
NPOJYKT UCIOJIB3yeT anmnapaTHoe mudpoBaHue nepenaBaeMoil nHGopMaium, crnocodHoe npomnyckaTh notok B 100
Mo6urt/c. IPro-VPN moamepsuBaer mporokon IPSec u mexanusm yrpasnenus kimouamu |SAKMP/Oakley. TTomumo
MIPOYEro, JaHHOE YCTPOHCTBO MOAEPKUBACT CPEICTBA TPAHCIINH CETEBBIX aIpPECOB M MOXET OBITh JOMOJIHEHO

CTIENUAILHON TIaTOM, A00aBIsIIoNIeld GyHKINN OpaHaMaydpa.

Jlekuma 5 TexHonorms NocTpoeHnsa BUpPTyaribHOW YacTHOM ceTu — NpoTokonbl IPSec, SSL.

Tema: TexHonorms NoCTpoeHNsa BUPTyaribHOW YacTHOM ceTu — npoToKosbl IPSec, SSL.



1. MpoTtokonsl VPN ceTen
Ceru VPN CTpPOATCA C HCHOJIb30BAHUCM IIPOTOKOJIOB TYHHCIIMPOBAHHA HAaHHBIX YC€PE3 CCTh CBA3U 06H161"0
I10JIb30BaHUA I/IHTepHeT, nopudeM MNPOTOKOJIbI TYHHCIIUPOBAHUSA 00ecIeunBaroT HIPI(l)pOBaHI/Ie JaHHBIX H
OCYHICCTBJIAIOT HUX CKBO3HYI IMEpcaady MCEKAY MNOJIb30BaTCIAMU. Kak paBuJio, Ha CeFOL[HHHIHI/IfI JCHb OJIsd
noctpoenusi cered VPN HCIonb3y0Tcs IPOTOKOJIBI CIIETYIONIUX YPOBHEH:
» KananbHeI# ypoBeHb
* CeTeBoil ypoBeHb

* TpaHCIOPTHBIN YPOBEHb.

1.1 KaHanbHbI YpOBEHb
Ha xaHanbHOM ypOBHE MOTYT MCIOJIB30BAaThCSI IPOTOKOJBI TyHHeIHpoBaHusi HaHHbIX L2TP u PPTP, kotopsie

UCIIOJIb3YIOT aBTOPU3ALMIO U ayTEHTU(HUKALUIO.

* PPTP
IMporokon VPN- mpoTokon ABYXTOYEUHOM TyHHeIbHOW cBsizu wmim Point-to-Point Tunnelling Protocol - PPTP.
Paspa6otan on xommanusmu 3Com u Microsoft ¢ menpio mpemocTaBieHus 6€30MACHOTO YAAICHHOTO JOCTYNa K
KOpIOpaTUBHBIM ceTsM uepe3 Muteprer. PPTP ucnoms3yer cymiectByromie oTkphithie cranaaptel TCP/IP u Bo
MHOI'OM [I0JIaracTCsl Ha YCTapeBIUMH IPOTOKON IByxToueuHOW cBsi3u PPP. Ha npaktuke PPP tak m ocraercs
KOMMYHHKAIIMOHHBIM MPOTOKOJIOM ceaHca coenauneHusi PPTP. PPTP co3aaer tynHens uepes cetb k NT-cepBepy
MoJyJaTens U nepenaer 1mo HeMy PPP-makets! ynanenHoro nons3oBareis. CepBep u pabouasi CTaHIUS HCTIONB3YIOT
BUPTYaJIbHYIO YaCTHYIO CETh M HE 00paIaloT BHUMAHUS Ha TO, HACKOJBKO O€30MacHOM WM JOCTYITHOM SBIAETCS
rnobanbHas ceTh MEXIy HHMMH. 3aBeplIeHHE CeaHca COCJMHEHMs 10 WHUIHMATHBE CcepBepa, B OTIMYHME OT
CHENMANU3UPOBAHHBIX CEPBEPOB YJAJIEHHOTO JOCTYyNa, IO3BOJIAET aJMHHHCTpAaTOpaM JIOKAaJIbHOM CeTH He

MPONMYCKaTh yIAICHHBIX MOJIb30BaTeNEl 3a npeaeisl cucTeMbl 0e3omacHoct Windows NT Server.

Xotst komneTeHnus npotokoia PPTP pacmpoctpaHsieTcss TOIbKO Ha yCTPOWCTBa, paboTaromue moj yrnpaBieHUEM
WindOWS, OH TMPCAOCTAaBIACT KOMIIAHUAM BO3MOXKHOCTH BSaHMOﬂeﬁCTBOBaTB C CYHECCTBYIOIIUMU CETCBBIMU
MHPPACTPYKTypaMH W HE HAHOCHTH BpeJ]] COOCTBEHHOH cucteme Oe3omacHocTH. Takum o0pazoM, yIajieHHBIH
TMOJIB30BATENb MOYKET MOJKIIOYUTHCS K VIHTEpHETY C MOMOIIBI0O MECTHOTO TPOBaiijiepa 1o aHajioroBoi TeneoHHOH
muuun win kanany ISDN u ycraHoBuTh coennnenue ¢ cepepoM NT. TIpu 3ToM KOMIIaHUU HE TIPUXOIMTCS TPATHTH
OonpIIFie CyMMBI Ha OpPTaHM3AIMIO M OOCITYy)KMBaHHWE IyJla MOJEMOB, NPEIOCTABIIOMIEIO YCIYTH YAAJICHHOTO

JIOCTyTIA.

Janee paccmarpuBaetcs pabora PPTP. PPTP unkancynupyet maketsl |IP ans nepenaun mo |IP-cetn. Kimuentsr PPTP
WCTIONB3YIOT MOPT Ha3HAYCHMS IS CO3JaHMS YIIPABIAIONIET0 TYHHEIEM COeIMHEHNA. DTOT MPOIECC MPOUCXOIUT Ha
TpancnoptHoM ypoBHe Momenu OSI. Ilociae co3maHus TyHHEIS KOMIIBIOTEP-KIIMCHT W CEPBEP HAYMHAKOT OOMEH
CIyXeOHBIMM TIaKeTaMu. B jmomojHeHWe K ympasisiioniemy coeamnenuto PPTP, obecneunBaroniemy
paboTOCTIOCOOHOCTh KaHaa, CO3/IAeTCsl COSTMHEHUE IS TIEPECHIIKU 110 TYHHEIIO JaHHBIX. VIHKAICYIISns TaHHbIX
nepes IepeChUIKON Yepe3 TYHHEeIbh IPOMCXOANT HECKOJIBKO HWHaue, 4YeM IpH OOBIYHOH mepemade. MHKamcymsims

JaHHBIX TIEPE OTHpaBKOI‘/'I B TYHHCJIb BKJIIFOYACT JIBA dTala:



1. CHauana co3maercs uHdopmaimonHas yactb PPP. JlaHHBIC MPOXOAST CBEPXY BHU3, OT MPHUKIATHOTO ypoBHs OSI

J10 KaHaJIbHOTO.

2. 3areM IMOJYYCHHBIC JAHHBIC OTHPABJIAIOTCA BBEPX MO MOACIA OSlu HHKAIICYJIUPYIOTCS NPOTOKOJIaMU BEPXHUX

YPOBHEH.

Taxum 006pa3zoM, BO BpeMsi BTOPOTro MPOX0/ia JaHHbIE JTOCTUral0T TPAHCIIOPTHOTO ypoBHs. OqHaKko MH(pOPMaIHs He
MOXeT OBITh OTIIpaBjeHa 0 Ha3HAYEeHHWIO, TaK KaK 3a 3TO oTBedaeT KaHaibHbId ypoBeHb OSI. ITostomy PPTP
mudpyeT Mnoje MOoJe3HONH HArpy3Ku MakeTa u OepeT Ha ceOs pYHKIHMU BTOPOTO YPOBHS, OOBIYHO IPHHA/JIEKAIINE
PPP, 1.e. no6aBnger k PPTP-nmakery PPP-3aronoBok u okoH4daHue. Ha 3Tom co3maHue kaapa KaHaJIbHOTO ypPOBHS
3aKaHYMBaCTCSl.

Hanee, PPTP unkancynupyer PPP-kaap B maker Generic Routing Encapsulation (GRE), koTopslii mpHHAICKHAT
ceteBoMy ypoBHI0. GRE MHKamcympyeT mpoTOKOJIbl ceTeBoro yposHs, Hanpumep IPX, AppleTalk, DECnet, uto6st
o0ecreuynTh BO3MOXKHOCTD X nepenaud o IP-cersm. Onnako GRE He nmeeT BO3MOXXHOCTH yCTaHaBIMBATh CECCHU
U 00ecIieunBaTh 3aIUTy AAHHBIX OT 3JIOYMBIILICHHUKOB. J[j1st 3TOr0 Mcmons3yercs cnocodHocTh PPTP co3naBath
coelMHEeHUe JUisl ynpasieHus TyHHeneM. [Ipumenenne GRE B kauecTBe MeTo/ia MHKAINCYJISIMU OIPaHUYMBAET T10JIE
neiicrBus PPTP toneko cersimu IP.

[Mocne Toro xak kaap PPP Obu1 nHKancynupoBaH B kaap ¢ 3arojoBkoM GRE, BBINOIHSAETCS WHKANCYJIISLIUS B KaJp €
IP-3aromoBkoM. |P-3aroioBok comepxuT agpeca OTIpaBUTENs U OIy4arTesis nakera. B 3akmouenune PPTP nobasnser
PPP 3aronoBok 1 okonuanue. Ha npunoxxenun 3 nokazaHa CTpyKTypa JAaHHBIX JUIsl IEPEChUIKH N0 TyHHeno PPTP.
Cuctema-oTHpaBHUTEIb OCHUIAET IaHHBIC Yepe3 TyHHeb. CucTeMa-noiyyareb yAauseT BCe Cly)KeOHbIe 3ar0JIOBKH,

OCTaBJIsIA TOJIBKO HaHHble PPP.

* L2TP
B Omikaiiniem OymynieM 0XHIAeTCsi POCT KOJIWYECTBa BUPTYAIbHBIX YaCTHBIX CETeH, pa3BEpHYTHIX Ha 0aze HOBOTO
MPOTOKOJIA TyHHENHpOBauus Broporo yposust Layer 2 Tunneling Protocol - L2TP.
L2TP mosiBuiicst B pesynbrare 00bemunenus nporokonoB PPTP u L2F (Layer 2 Forwarding). PPTP mosBonser
nepenaBath uyepe3 TyHHenb nakeTbl PPP, a L2F-makerst SLIP u PPP. Bo u30exaHue mnyTaHHIBl U IpoOiIeM
B3aMMOJICHCTBHS CHCTEM Ha pBIHKE TelleKOMMyHHKarmi, komurer Internet Engineering Task Force (IETF)
pexomenioBai kommanuu Cisco Systems o6wveauants PPTP 1 L2F. TTo o6iemy MueHuUt0, ipoTokos L2TP BoGpan B
cebst myumue yeptel PPTP u L2F. T'maBHoe moctonucTBO L2TP B TOM, 4TO 3TOT MPOTOKOJ IO3BOJISET CO31aBaTh
TYHHEJTb He TOJNBKO B ceTsx IP, Ho u B Takux, kak ATM, X.25 u Frame Relay. K coxanenuto, peanuzanust L2TP B
Windows 2000 nioanepsxuBaet Toasko IP.
L2TP npumensier B kauecTBe TpaHcrnopTa npotokon UDP u ucnosb3yeT oiMHaKoBbIi (hopMaT COOOIICHUI KaK IUis
yIpaBJICHUs] TYHHENIEM, TaK W ISl Tepechulkd naHubix. L2TP B peanmmsanmu Microsoft ucnoms3yer B kauectBe
KOHTPOJNBHBIX coobmenuii makerst UDP, conmepkamme mmdpoBanubsie maketsl PPP. HanmexHocTh IOCTaBKH
TapaHTHPYeT KOHTPOJIb TOCIIEA0BATEILHOCTH AKETOB.
Oyukiponanbasie Bo3MoxHOCTH PPTP u L2TP pasnuunsl. L2TP MoXkeT HCIONB30-BaThCs HE TONBKO B IP-ceTsx,

CITy>keOHBIE COOOIICHHS TSl CO3MaHMS TYHHEIS M MIEPEChUIKU 10 HEMY JaHHBIX HUCIIONB3YIOT OAMHAKOBHIN opMaT 1



npoTokoiibl. PPTP MokeT mpuMeHsAThCsI TONBKO B |P-ceTsax, u emy HeoOxoauMo otaenbHoe coenuHenue 1CP s
co3faHus ¥ ucnonb3oBanus TyHHess1. L2TP noBepx IPSec npennaraer 6osnbiie ypoBHel Ge3onacHocTH, yem PPTP,
U MOeT rapanTupoBats noutu 100-mponeHTHYI0 6€30MacHOCTh BaXKHBIX JUISl OpraHU3aliy JaHHbIX. OCOOEHHOCTH
L2TP nenarot ero o4eHb MEPCHEKTUBHBIM MPOTOKOJIOM ISl IOCTPOEHHSI BUPTYJIbHBIX CETEH.

Ipotoxonsl L2TP n PPTP oTnuyaroTcst 0T HPOTOKOJIOB TYHHEIMPOBAHUS TPETHETO YPOBHS PSJIOM OCOOEHHOCTEMH:

1. IlpenocraBieHue KOPIOpPAlMsIM BO3MOXKHOCTH CaMOCTOSITENBHO BBIOMpAaTh CIOCOO  ayTEHTU(HUKALUH
MOJIb30BaTENEN U MPOBEPKU UX MOJTHOMOYHH - HA COOCTBEHHOHN «TEpPUTOPUN» WM y NpoBaiiaepa MHTepHET-yCIyT.
OOpabarpiBasi TyHHeNUpOBaHHBIE MakeThl PPP, cepBepbl KoOpropaTMBHOW CeTH MOJYy4YalOT BCIO HMH(OpPMAIMIO,

HeOGXOL[I/IMyIO JJIA I/I)ICHTI/I(IJI/IKaHI/II/I MOJIb30BaTEIICH.

2. Tlonnepkka KOMMYTallMM TYHHENEH - 3aBEpILEHUS] OJHOTO TYHHENs M MHULIMUPOBaHHS IPYroro K OIHOMY U3
MHOKECTBA NOTCHIIMAIBHBIX TEPMUHATOPOB. KoMMyTanus TyHHene no3BossieT, Kak 0bl npouiuth PPP - coenuneHne

10 HEOOXOAUMOM KOHEYHOM TOYKH.

3. IlpenocraBneHne CUCTEMHBIM aJMHHHCTPATOpaM KOPIIOPATUBHOM CETH BO3MOXKHOCTH peaM3allid CTpaTeruit
Ha3Ha4YeHHs M0JIb30BATEIISIM MIPaB AOCTYIa HEMOCPEICTBEHHO Ha OpaHaMaydpe U BHYTPEHHHX cepBepax. [lockonbky
TEPMUHATOPBI TYHHEJNs HONy4aroT makeTel PPP co cBemeHMsMH O MOJIB30BaTeNsX, OHU B COCTOSIHUU NPHUMEHATh
c(OpMyJIHpPOBaHHBIE aJMUHHCTPATOpAaMU CTpaTerMu 0€30HacHOCTH K TpaduKy OTAENBHBIX IOJb30BaTEICH.
(TynHenupoBaHHE TPETHETO YPOBHS HE MO3BOJSIET pa3iuyaTh MOCTYMAIOUIHE OT MpoBaiiiepa MakeTsl, MO3TOMY
(unbTpel cTpaTernd O0€30IaCHOCTH IPUXOAUTCS TNPHMEHATh HAa KOHEYHBIX pPAaOOYMX CTAHIUSAX U CETEBBIX
ycrpoiicTBax.) Kpome Toro, B ciydae HCHOIB30BAHHS TYHHEIBHOTO KOMMYTAaTOpa IOSBISIETCS BO3MOMKHOCTh
OPTaHU30BAaTh «IIPOJODKCHHUE)» TYHHEIS

BTOPOTO YPOBHS JJIS1 HEMIOCPEICTBEHHON TPAHCIALUH TpaduKa OTASIBHBIX

MOJIB30BaTeNNel K COOTBETCTBYIOIIMM BHYTPEHHHM cepBepaM. Ha Takue cepBepsl MOXKET OBITH BO3JIOKEHA 3ajada
JIOTIOJTHUTENBHON (QUIIBTPAIH TAKETOB.

Taxxe Ha KaHAJIBLHOM YPOBHE Il OpraHU3aIMy TYHHEJCH MOXKET UCIOIb30BaThCs TexHoorus MPLS.

* MPLS

Ot anrmmiickoro Multiprotocol Label Switching - mMymsTUIpoTOKOMBHAS KOMMYTANUS MO METKAM - MEXaHU3M
nepelayy JaHHbIX, KOTOPBIM 3MYIHpYeT pa3jiu4Hble CBOMCTBA CeTeM ¢ KOMMYyTAalUeil KaHalOB IOBEpPX CeTed ¢
koMMyTanueit nakeroB. MPLS paGoTaeTr Ha ypoBHE, KOTOPBIIi MOKHO OBLIO ObI PacIONOKUTh MEXKY KaHAJIbHBIM U
TpeTbUM ceTeBbIM ypoBHsIMU Mozenu OSIl, u mo3ToMy ero oObIYHO Ha3bIBAIOT MPOTOKOJIOM KaHAJIbHO-CETEBOTO
ypoBHs. OH ObUT pa3paboTaH ¢ MebI0 00eCTIeYeHHST YHUBEPCATbHON CITy>KOBI Tepeaaun TaHHBIX KaK JUIS KJIMEHTOB
ceTell ¢ KOMMyTaluedl KaHajoB, Tak U ceTei ¢ kommyranuedl makeroB. C momomnpio MPLS MoxHO mepenaBaTh
Tpad MK caMoil pa3Hoii pupoIbI, Takoi kak |P-makersr, ATM, SONET u xaapsr Ethernet.

Pemenns mo opranmsanny VPN Ha KaHaTbHOM yPOBHE HMEIOT AOCTaTOYHO OTPaHWYCHHYIO O0AacTh ACUCTBUS, KakK

[IpaBWIIO, B paMKax JIOMEHa IpoBaiaepa.

1.2 CeTeBOW YpOBEHDb



CereBoit ypoBensb (yposeHs IP). Ucnonb3yercs mpotokoun IPSec peanusyromuii mrdpoanue U KOHPEIUIHATEHOCTD
JaHHBIX, a TaKkKe ayTeHTU(HKauuio aboHeHTOB. [IpumeneHue mnpoTtokoiaa |PSeC mozBonsier peananzoBaTh
NOJTHO(YHKIMOHAIBHBIH JOCTYNl SKBHBAJICHTHBIH (PU3NYECKOMY NOAKIIOUEHHIO K KOpIOpaTtuBHOM certu. [lns
ycranoBneHuss VPN KaxIblii N3 yuyacTHHKOB JIOJDKEH CKOH(UIYpUpOBaTh olpezeieHHble nmapamerpsl IPSec, t.e.
Ka)XIbIil KJIMEHT JOJKEH MMETh IIporpaMMHoe obecrieueHne peanusytoree 1PSec.

* IPSec

EcrecTBeHHO, HUKakas KOMIAaHUs HE XOTeda Obl OTKPBITO IepenaBaTh B VHTEpHET (MHAHCOBYIO WIIH JPYTyIO
KoHpuaeHnmanbuyro uHpopmaiuro. Kawamet VPN  3amuimieHsl MOIIHBIMH — aNrOPUTMaMu  MIH(POBaHUS,
3aJI0KCHHBIMH B CTaHIApThl mMpoTokona GezomacHoctu IPsec. IPSec wnm Internet Protocol Security - cranmapr,
BBIOpaHHBIA MEXIyHAPOIHBIM coobmiecTBoM, rpymmoii IETF - Internet Engineering Task Force, cozmaer ocHOBBI
6esomacHoctH st UaTtepret-nporokona (IP/ Iporokor IPSec obecreunBaet 3anuTy Ha CETEBOM YPOBHE U TpeOyeT
noJiepXku cranaapra |IPSeC Tobko 0T 00IaroImuXcst MeXy co00i YCTPOHCTB 1o 00e CTOpoHBI coenHenus. Bee
OCTalIbHBIE YCTPONCTBA, PAcOI0KEHHBIE MKy HUMH, IIPOCTO obecneunBatoT Tpaduk |P-nmakeTos.

Crnoco0 B3aMMOJCHCTBHS JIML, HCHOJB3YIONIMX TeXHoJoruio IPSec, npuHsaTO onpenensTe TEepMUHOM «3allUIeHHAS
accommanus» - Security Association (SA). amumieHHas acconyanus (yHKIHOHHPYET Ha OCHOBE COTJIAIICHHUS,
3aKJIFOYEHHOT'O CTOPOHAMH, KOTOpBIC TIOJIB3YIOTCS cpeacTBaMu IPSeC nst 3ammThl mepeaaBaeMoil Apyr Apyry
uHdopmanuu. DTO CoIJalleHHe PETYIMpYyeT HECKOJbKO mnapaMmeTpoB: IP-agpeca oTmpaBuTedst M IoJydarens,
KpUNTOrpaduuecKuii anropuTM, NOpsJoK oOMeHa KIII0YaMH, pa3Mepbl KIIIouei, CPOK CIyKObl KIIFOYEH, alropuTM
ayTeHTH(]UKaIMu.

IPSec - 310 coriacoBaHHBIII HAOOP OTKPBITHIX CTAHIAPTOB, MMEIOLIUH SIPO, KOTOPOE MOXKET OBbITh JOCTATOYHO

MPOCTO JIOTIOJIHEHO HOBBIMH (DYHKIMSIMHU M IpoToKosiamu. Snpo IPSec cocraBnsioT Tpu npoTokona:

« AH wmu Authentication Header - 3arooBok ayTeHTH()UKAIMU - TApAHTUPYET LEIOCT-HOCTh U ayTEHTUYHOCTH
naHHbIX. OCHOBHOE Ha3HaueHue MpoTokona AH - oH mO3BOJIsSET MPUEMHOM CTOpPOHE YOS IUThCS, UTO:

1. makeTt ObLT OTIPABJICH CTOPOHOM, C KOTOPO# yCTaHOBJICHA Oe30MacHast aCCOIHAIINS;

2. copiepKUMOe TTakeTa He ObUIO MCKaXKEHO B TPOLECCE €ro Mepeiauu 110 CeTH;

MaKeT He SBISIETCS TyOJIMKATOM yXKe TOy4YeHHOTO MaKeTa.

JBe nepBble GyHKIMU 00s13aTeNbHbI IUIs1 poTokosa AH, a mocnenHsist BBIOMpaeTcs NPy YCTaHOBJICHUH acCOLUAINN
1o xenauuto. (i BEIMOTHEHUS 3TuX QyHKIWiA mpoTokon AH ncnomnp3yer cienuansHbIi 3aronoBok. Ero cTpykTypa
paccmarpuBaeTcst 1o Clieyomiel cxeme:

1. B mone cnenyromero 3arojoska (next header) ykaseiaercst KoJ MpOTOKoJia 00Jiee BHICOKOIO YPOBHS, TO €CTh
MIPOTOKOJIA, COOOIIEHNE KOTOPOTO Pa3MEIICHO B MoJie JaHHBIX |P-makera.

2. B mone qumebl noste3noi Harpysku (payload length) comeprxwurcst niuna 3aroigoska AH.

3. Unnexc mapamerpoB Gesomacuoctu (Security Parameters Index, SPI) wucrmomb3yercst mis CBS3M Takera C
MPEIyCMOTPEHHOMN JJ1s1 Hero 6e30MacHOM accoruanuei.

4. Tlone mopstakoBoro Homepa (Sequence Number, SN) yka3biBaeT Ha MOPSAKOBBIM HOMEp MakeTa M MPUMEHICTCSI
1A 3alllATBI OT €ro JIOKHOTO BOCIPOU3BCIACHUA (KOF}Ia TPEThA CTOPOHA IMBITACTCA TOBTOPHO MCIIOJIB30BATH

MepexBaveHHBIC 3aIUIICHHBIC MTAKETHI, OTIIPABIICHHBIC PealbHO ayTeHTH(OUITNPOBAHHBIM OTIIPABUTEIIEM).



5. Tlonte manHbIx ayteHTndukauuu (authentication data), koTopoe coaep HUT Tak Ha3bIBAEMOE 3HAYCHUE MPOBEPKH
nenoctroctu (Integrity Check Value, ICV), ucnionbs3yercst st ayTeHTU(GUKALUA U TPOBEPKH LETOCTHOCTH MaKeTa.
D710 3HauyeHHe, Ha3bIBAEMOC TAKXKe MAilDKECTOM, BBIUHMCISACTCS C TMOMOIIBIO OIHOHW M3 JBYX O0OsA3aTesbHO
MOJJIEP)KUBAaEMBIX TMpoTOKooM AH BbumciauTensHo HeoOpatuMmbix ¢yHknuid MDS wimm SAH-1, HO Moxer

UCIIOJIB30BAThCS U JIt00ast [pyrast QyHKIHUS.

» ESP wnu Encapsulating Security Payload - unkancymsitus 3anmppoBaHHBIX JaHHBIX - MIH(PYET MepeaaBaecMble
JlaHHBle, oOecreunBas KOHQHUICHINAIBHOCTb, MOXET TaKKe MHOAJEPKUBATh AYTCHTU(QHKAIMIO M LEIOCTHOCTH
JIaHHBIX;

IIpotokon ESP pemraer nse rpynmsl 3agad.

1. K mepBoii OTHOCSITCS 3aJayH, aHAJOTMYHbIC 3amadaM mpotokoida AH, - 3To obecrieueHue ayTeHTH(DUKANUU U
LIEJIOCTHOCTH JTAaHHBIX Ha OCHOBE Jaiimxecra,

2. Ko BTOpOIi - 3a1uTa nepeaaBaeMbIX JaHHBIX TyTEM X IU(PPOBaHHUS OT HECAHKIIMOHHUPOBAHHOTO IIPOCMOTpA.
3aroJo0BOK JEIMUTCS Ha JABE YacTH, pa3feisieMble MT0JIeM JaHHbIX.

1. TlepBas yacTh, Ha3bIBaeMasi cOOCTBEHHO 3aronoBkoM ESP, o6pasyercs asyms moisimu (SPI u SN), HazHaueHue
KOTOPBIX aHAJIOTMYHO OJJHOMMEHHBIM MOJIsIM npoTokona AH, u pa3Mernaercs nepes nojieM JaHHbIX.

2. OcranbHble ciyxeOHble 1ot poTokosia ESP, Ha3piBaemble koHIIeBUKOM ESP, pacrosoixeHbl B KOHIIE MTaKeTa.
JlBa 1oJisl KOHIIEBUKA - CJIEYIOIIEro 3aroJioBKa M JaHHBIX ayTeHTH(HUKALUK - aHaJOTMYHBI TOJIsIM 3aronoBka AH.
[Tone naHHBIX ayTEeHTH()UKAIMU OTCYTCTBYET, €CIIM IIPHU YCTAHOBJICHUH 0€30IIaCHOW acCOLMAlUY MPHUHITO PElleHne
HE UCIOJIb30BaTh BO3MOXKHOCTEH npoTokona ESP no obecrnieuenuto nenoctHocT. [loMuMo 3THX TOJIeil KOHLIEBUK
COJICPKHT ABA JOMOJHHUTEIbHBIX ITOJIA - 3aIIOJIHUTENS U JUTHHBI 3aTI0THUTENIS.

[Tporokonsr AH u ESP MoryT 3anuiarth JaHHbIE B ABYX PEXUMaX:

1. B TpaHCIIOPTHOM - TIepeiada BEJEeTCS C OpUrHMHANBHBIMHU |P-3aroioBkamy;

2. B TyHHEJIbHOM - UCXOJIHBIH MAKET MOMEIIAEeTCs B HOBBIN |P-TakeT 1 nepeaya BeieTCs ¢ HOBBIMHU 3arojOBKaMH.
IIpuMeHeHre TOTO WM HHOTO PeKMUMa 3aBUCHUT OT TPeOOBaHUMH, MPEeIbIBIAEMBIX K 3aIIUTE JAHHBIX, a TAK)KE OT POJIH,
KOTOPYIO UIpaeT B CETH y3eJ, 3aBEepIIAIOIINN 3alIH-IICHHBIA KaHal. Tak, y3el MOXeT OBbITh XOCTOM (KOHEYHBIM
Y3JI0M) WJIH IIUTI030M (IPOMEXYTOUYHBIM y3510M). COOTBETCTBEHHO, UMEIOTCA TPH CXEMbl IPUMEHEHHUS IMPOTOKOJIa
IPSec:

1. XocT-XOCT;

2. ITF03-11IJII03;

3. XOCT-IIITI03.

Bosmoxuoctu npotokosiioB AH n ESP wactuuHo niepekpsiBatotcs: mpotokos AH oTBedaeT TosibKo 3a obecreueHne
LEJIOCTHOCTH U ayTeHTU(UKALUN JaHHBIX, MPOTOKoJd ESP Moxer mudpoBaTh qaHHBIE U, KPOME TOTO, BBINOIHATH
¢ynkuun nporokona AH (B ypesanHoMm Buzme). ESP  Moxer mnoanepxuBath (QyHKUMH IIU(QpOBaHHS U
ayTeHTH(UKAIUK | IETOCTHOCTH B JIOOBIX KOMOWHAIMAX, TO €CTh JIHOO BCIO TPYIMy (GYHKIHIA, JTHOO TOJIBKO
AyTEHTU(PUKAIHNIO / TIEIOCTHOCTb, KO0 TOJIBKO MIH(POBAHHE.

 IKE wmu Internet Key Exchange - o6men xiarouamu HHTepHETa - pemiaeT BCIIOMOTATENbHYIO 3a1ady
ABTOMATHYECKOTI'O MPEIOCTaBICHUSI KOHEYHBIM TOYKAM 3aIIMIIEHHOI0 KaHala CEKPETHBIX KII04eH, HEOOXOIUMBIX

JUTst paOOTHI IPOTOKOJIOB ayTEHTU(UKAINY U IIH(DPOBAHUS TaHHBIX.



1.3 TpaHCNOpPTHLIN YPOBEHb

Ha tpancmopTHOoM ypoBHe Hcmosb3yercs npotokoi SSL/TLS unu Secure Socket Layer/Transport Layer Security,
peanusytonuii mudpoBaHUe U ayTCHTU(PHUKALIMIO MEXIY TPAHCIIOPTHBIMH YPOBHSMH MPUEMHHKA M MEPeIaTIHKa.
SSL/TLS mosxeT npuMeHsThCs [UTs 3aliuThl Tpaduka TCP, He MOXKeT MpUMEHSThCS 11 3auThl Tpaduka UDP. [Tis
¢yukunonuposanuss VPN Ha ocHoBe SSL/TLS HeT HE0OXOAMMOCTH B peaiu3aliy CHEHAIBHOTO MPOrPAMMHOTO
obecrieueHnsl Tak Kak KakJblil Opay3ep M MOYTOBBIH KIMEHT OCHAIIEHBI ATUMH MPOTOKOJIaMHU. B cuiy Toro, uto
SSL/TLS peanusyercst Ha TPAaHCIIOPTHOM YPOBHE, 3aIUIIIEHHOE COSANHEHUE YCTAHABIUBAETCS «U3-KOHIIA-B-KOHEID.
TLS-mportokoi ocHoBan Ha Netscape SSL-mportokose Bepcuu 3.0 u coctout u3 aByx yacteit - TLS Record Protocol
u TLS Handshake Protocol. Paziuune mexay SSL 3.0 u TLS 1.0 He3HauuTenbHbIC.

SSL/TLS Bxurouaet B ceOst Tpi OCHOBHBIX (a3bl: 1) Jlnanor Mexy CTOpOHAMH, IIe-JbI0 KOTOPOTO SIBJISETCS BBIOOP

anroput™a mmdposanus; 2) OOMeH KIIF0YaMH Ha OCHOBE KPUIITOCHCTEM C OTKPBITBIM KITFOUOM HITH
ayTeHTH(UKaNus Ha ocHOBe cepTudukaros; 3) [lepenada qaHHBIX, IMTHQPYEMBIX IPH IIOMOIINA CHMMETPUYHBIX

ITOPUTMOB MIN(POBAHUSL.

1.4 Peanusaunsa VPN: IPSec nnm SSL/TLS?

3avactyro mepen pykoBomutensmu |T mojpasfeneHuii CTOMT BOMPOC: KAaKOH W3 MPOTOKOJIOB BBIOpATh IS
noctpoeHus: kopropatuBHoi cetd VPN? OTBeT He oueBU/IeH TaK KaK KaXIbIil U3 IOJIX0/I0B UMEET KaK IIFOCHI, TaK
U MuHYCHI. [TocTapaemcs MPOBECTH aHAIN3 U BBISBUTH KOTa He0OxomuMo npuMenaTh IPSec, a korma SSL/TLS. Kak
BUAHO W3 aHalu3a XapaKTEepPUCTHK JTUX IPOTOKOIOB OHH HE SBISIOTCS B3aMMO3aMEHSAEMBIMH M MOTYT
(yHKIIMOHMPOBATh KaK OTAENBHO, TaK M TapalieNibHO, onpenessis (yHKUHMOHAJIbHbIE OCOOCHHOCTH KaXIOH W3
peanmuzoBanHbIX VPN.

Bri6op npoTokona 1 nocTpoeHus kopropatuBHOU ceT VPN MOXHO OCYIIECTBIATE MO CIEAYIOIINM KPUTEPHUIM:
* Tum noctyna HeoOXoAUMBIH st Tosib3oBaTenei cetu VPN,

1. INonHOYHKIIMOHATBHOE ITOCTOSIHHOE MOJAKIIIOYEHHE K KOPIIOPATUBHOMN ceTH. PexoMeH1yeMbIii BEIOOP - TPOTOKOI
IPSec.

2. BpemeHHOe TNOAKIIOUEHHE, HAIPUMEP, MOOWIBHOTO IOJB30BATENs WJIM I10JIb30BATENSl HCIOJb3YIOIIETO
MyOINYHBIA KOMITBIOTED, C IEIbI0 HOIYYEeHHUS JOCTyIa K ONpeeNICHHbIM yCIyraM, HalpuMep, 3IeKTPOHHOH mouTe
win Gase maHHbIX. PexoMeHyemblii BeIOOp - mpotokos SSL/TLS, koropsiii mossonsier opranuzoBats VPN s
KaX10¥ OTJeIbHON yCIyTH.

* SIByIsieTCS M MOJIB30BATENb COTPYAHUKOM KOMITAaHHH.

1. Ecnm mosp30BaTenpb SBIAETCS COTPYOHUKOM KOMITAHWH, YCTPOWCTBO KOTOPHIM OH MOJB3YeTCS UIA JOCTyNa K
koprniopaTuBHOH cetr yepe3 IPSec VPN mMoxeT ObITh CKOHPHUTYpUPOBaHO HEKOTOPHIM OMPEAEIEHHBIM CIIOCOOOM.

2. Ecnu monp3oBaTesb He SBISETCS COTPYJHHKOM KOMIIAHHM K KOPIOPATHBHOW CETH KOTOPOH OCYIIECTBISIETCS
JOCTYII, PEKOMEHAyeTcss wucnoib3oBare SSL/TLS. DTO MO3BONUT OrpaHUYUTh TOCTEBOM JOCTYI TOJBKO
OTIpe/IeIeHHBIMH YCITyTaMH.

» KakoB ypoBeHs 0€30m1acHOCTH KOPIIOPATUBHOMN CETH.

1. Boicokwuii. PekomeHntyemblii BEIOOp - potokout IPSec. JleiicTBuTENbHO, YpOBEHb 0€30-IIaCHOCTH MpeaiaraeMblil
IPSec ropasmo Bbilie ypoBHsS 0€30MAaCHOCTH MpeziaraeMoro mporokosoM SSL/TLS B cuiy wucnosb3oBaHUs

koHpurypupyemoro I1O Ha cTOpOHE MOJIB30BATENS | ILTI03a OE30TACHOCTH HA CTOPOHE KOPIOPATHBHOW CETH.



2. Cpenuuit. Pexomenayembiii BoiOOp - mportokoi SSL/TLS mo3ponsirommit OCyLIECTBIATH AOCTYI C JIFOOBIX
TEPMHHAJIOB.

3. B 3aBUCHMOCTH OT yCIIyTH - OT CPEAHETO A0 BEICOKOT0. PekoMeHyeMblii BEIOOD - KOMOMHAIHS TPOTOKOJIOB |PSec
(s yenyr TpeGyroluX BhICOKHMH ypoBeHb Oe3omacHocTH) U SSL/TLS (ans ycayr TpeOyronux cpenHuii ypoBEeHb
6e3omacHoOCTH).

* YpoBeHb 0€301aCHOCTH JIaHHBIX MEPEAaBACMBIX M10JIb30BaTEIEM.

1. Bricokwuii, HanpuMep, MEHEKMEHT KOMITaHWU. PexoMeHyemblii BIOOp - mpotokou IPSec.

2. Cpennuit, Hanpumep, mapTHep. PekomeHayemblii BeIOOp - mpoTokon SSL/TLS.

B 3aBHCHMOCTH OT yCJIYTH - OT CPEAHET0 /10 BHICOKOr0. PexoMeHyeMsblii BEIOOp - KoMOHMHanus nmpotokonos |PSec
(s yeyr TpeGyroluX BhICOKHMH ypoBeHb Oe3omacHocTH) U SSL/TLS (ans ycayr TpeOyronux cpenHuii ypoBEeHb
6e30macHOCTH).

* Yro BaxkHee, ObicTpoe pa3BepThiBaHie VPN 1 MacrabupyeMocTh pelieHus B Oy-ayIeMm.

1. Beictpoe paseptsiBanue cett VPN ¢ MUHIMaTbHBIME 3aTpaTaMu. PekoMeHmyemsbiii BEIGOp - mpotokon SSL/TLS.
B sToM ciydae HeT HeoOxoaMMOCTH peanu3aunu cnenuansHoro [10 Ha cTopoHe mosb3oBaTenst kak B ciay4dae IPSec.
2. Macmrabupyemocts cetd VPN - no0aBieHue OOCTyNa K pa3jiMYHbIM yCiayraMm. Peko-MEeHIyeMbld BBIOOD -
npoTtokout |PSEC nmo3Bousiomuil ocyecTBICHHE T0CTYa KO BCEM yCIyraM U pecypcaM KOPHOpaTHBHON CETH.

3. BricTpoe pa3BepThIBaHHE M MacIITadupyeMocTh. PexomeHmyemblii BeiOOp - komOuuarms IPSec u SSL/TLS:
ucrnons3oBanue SSL/TLS Ha nepBoM 3Tare Ui OCYIIECTBICHHUS OCTYA K HEOOXOMHUMBIM YCIIyTraM C TOCICAYIOINM

BHepeHueM |IPSec.

2. MeTtopgbl peanusauun VPN ceTen
BupryanpHas yacTHas ceTb 6a3upyeTcsl Ha TPEeX METOJaxX peaau3aliium:
* TynnenupoBaHue;
+ [lInpoBanue;

* AyteHTH(UKaIHs.

2.1 TyHHenupoBaHue

TyHHenupoBaHue oOecTeYnBaeT INepenady JaHHBIX MEXAY ABYMsI TOYKAaMH - OKOHUAHHMSIMM TYHHENS - TaKuM
00pa3oM, UTO I HICTOUYHHUKA M IPUEMHHUKA TaHHBIX OKa3bIBAETCS! CKPBITOM BCA ceTeBas MHBPACTPYKTYPa, JIexalias
MEXy HUMH.

TpancmopTHas cpefa TyHHENS, KaK IapoM, MOJXBaTHIBAaET MMAaKETHl HCIIOJIB3YEMOT0 CETEBOTO IMPOTOKONIA Y BXOJIA B
TYHHENb 1 6€3 N3MEHEHNH TOCTaBIAET UX K BBIXOAY. [10-CTpOCHNS TyHHEISI JOCTaTOYHO IS TOTO, YTOOBI COETMHNUTH
JIBA CETEBBIX y3J1a TaK, YTO C TOYKU 3PEHUS pabOTAOUIET0 HAa HHUX NMPOTPAMMHOTO O0ECIeYeHHUs] OHH BBITILIIAT
MOKITFOUYEHHBIME K OHOH (JIoKanbHOW) ceTr. OIHAKO HEb3s 3a0bIBaTh, YTO HA CAMOM JIENe «IIapoM» C TaHHBIMH
MIPOXOIUT Yepe3 MHOKECTBO MMPOMEKYTOUHBIX Y3JI0B (MapIIPYTH3aTOPOB) OTKPHITOH ITyOIMIHOM CEeTH.

Taxoe nonoxeHue el Taut B cede aBe npodiemsl. [lepBas 3axiodaeTcss B TOM, 4TO NEpeAaBacMas 4epe3 TyHHEIb
nHpOpMAaLUI MOXKET OBITh IepexBadeHa 3JI0yMbINUICeHHIKaMu. Eciu oHa koH(UAeHINaNbHA (HOMepa OaHKOBCKHX
KapTo4deK, (MHAHCOBBIE OTYETHI, CBEICHUS JTIMYHOI0 XapaKTepa), TO BIIOJHE peajbHa yrpo3a ee KOMIIPOMETAIUH, 9TO
y)Ke caMO0 MO cebe HEempusITHO. XyXe TOro, 3JIOYMBIIUICHHUKH HMEIOT BO3MOXKHOCTh MOAM(MHUINPOBATH

nepeaaBacMbIC YC€PE3 TYHHEIIb JJAHHBIC TAK, YTO MMOJY4aTCIb HC CMOXKET IMIPOBECPUTH X JOCTOBCPHOCTD. TlocnencTBus



MOTYT OBITh CAMBIMU ILIAYCBHBIMH. YUHTBIBas CKa3aHHOE, MBI MPUXOJUM K BBIBOIY, YTO TYHHENIb B YHCTOM BHJIC
NPUTOJIEH Pa3Be YTO JUISi HEKOTOPHIX TUIIOB CETEBHIX KOMIIBIOTEPHBIX MIP M HE MOXKET IPETEeH/I0BaTh Ha Oosee
cepbe3Hoe TprMeHeHue. O0e MpoOseMbl PEeHIaloTCss COBPEMEHHBIMU CPEICTBAMHM KPUOTOrpadUuecKoil 3aIiuThl
nHdopmanuy. YToObI BOCIPENSATCTBOBATH BHECCHHUIO HECAHKIIMOHUPOBAHHBIX W3MEHEHHH B IIAaKEeT C JaHHBIMHM Ha
MYTH €ro CJICJAOBAaHUS 0 TYHHENIO, UCIOJIb3YEeTCsl METOA IIeKTpoHHOH mudposoi noamucu (SLIT). Cyts MeTona
COCTOHT B TOM, YTO Ka)KJIbIil IIepe/laBaeMblil TaKeT CHa0KaeTcsl JOIMOIHUTEIBHBIM OJIOKOM MH(OPMAIMH, KOTOPBIH
BBIpA0ATHIBACTCS B COOTBETCTBHHM C ACHUMMETPHYHBIM KPUNTOTPAPUUSCKUM aITOPUTMOM M YHHKAJICH IS
COJIEP’)KUMOT0 TakeTa U cexpeTHoro kimtoua DIIIT ormpaButens. Dror 6ok nHpopmanuu seisercs DI makera u
MO3BOJISIET BBINOJIHUTh ayTEHTU(HUKALUIO JAaHHBIX IOJy4aTeseM, KOTOPOMY H3BECTEH OTKpBITHIN Kirou OIIIT
OTIIpaBUTENA. 3alllUTa IepelaBaeMbIX Yepe3 TyHHEINb JaHHBIX OT HECAHKIIMOHUPOBAHHOTO NMPOCMOTPA AOCTUTAETCS

IIYTEM HCIIOJIb30BaHUS CUJIBHBIX aJITOPUTMOB I_HI/I(I)pOBaHI/IH.

2.2 AyteHTndukaums
Obecnicuenne 0Oe30macHOCTH siBisieTcst ocHOBHOW ¢yHkimedr VPN. Bcee ngaHHbIe 0T KOMIBIOTEPOB-KIHCHTOB
mpoxoasat udepe3 Internet k VPN-cepepy. Taxoif cepBep MOMXET HAaXOIUThCS Ha OOJBIIOM PACCTOSHUU OT
KJIMEHTCKOTO KOMIIBIOTEpa, M JAaHHbIE HA MYTH K CETH OPraHU3alUd NPOXOAAT 4Yepe3 000pyIoBaHHE MHOXKECTBA
npoBaiinepoB. Kak yOeauThCs, YTO MaHHBIC HE OBUIM MPOYMTAHBI WIM W3MEHEHbI? J[Is 3TOro mpUMEHSIOTCS
pa3IMyHbIe METOJIbI Ay TEHTH(UKAIMU U INU(PPOBAHHUS.
s ayrentudukanuu nons3osareneit PPTP Moxer 3aneiicTBOBaTh M1000# U3 IPOTOKOJIOB, TIPUMEHsIeMbIX aist PPP
« EAP unu Extensible Authentication Protocol;
+ MSCHAP unu Microsoft Challenge Handshake Authentication Protocol (sepcuu 1 u 2);
» CHAP unu Challenge Handshake Authentication Protocol;
» SPAP i Shiva Password Authentication Protocol;
* PAP nmu Password Authentication Protocol.
Jlyamumu cumratotes nporokonst MSCHAP Bepcuu 2 u Transport Layer Security (EAP-TLS), mockonbky oHE
obecrieunBalOT B3aMMHYI0 ayTeHTHduKanuio, T.e. VPN-cepBep U KIMEHT MISHTUPUIUPYIOT ApYyr Apyra. Bo Bcex
OCTaJIbHBIX ITPOTOKOJIAX TOJBKO CEPBEP MPOBOAUT AyTCHTHU()HUKAIIMIO KIMEHTOB.
Xotst PPTP oGecrieunBaeT AOCTaTOUHYIO CTeleHb Oe30macHOCTH, HO Bee ke L2TP moBepx IPSec nagexnee. L2TP
noBepx IPSec oGecrieunBaeT ayTeHTU(DHUKAIIMIO Ha YPOBHSIX «I0JIb30BATEIbY» U 'KOMIBIOTEP', & TAK)KE BBIMOJIHACT
ayTeHTH(UKAIUIO 1 I(poBaHNe TaHHBIX.
AyTeHTHHKAIMSA OCYIIECTBIsETCS MO0 OTphITEIM TecToM (Clear text password), 6o mo cxeme 3ampoc / OTKITHK
(challenge/response). C mpsimbiM TekcTOM Bce sicHO. KitmeHT TockiaeT cepBepy maposs. CepBep CpaBHHBAET 3TO C
3TaJIOHOM W JHMOO 3ampemiaer MOOCTYI, JHUOO0 TOBOPUT «HOOpo mokanoBaTh». OTKpHITas ayTeHTH(UKAISL
IMPaKTUYCCKU HE BCTPEHACTCA.
Cxema 3anpoc / OTKIIMK HAMHOTO 0oJiee MPOABHHYTA. B 00IeM BHjIe OHA BBITJISINT TaK:
* KJIMEHT MOCBUIAET cepBepy 3ampoc (request) Ha ayTeHTH()UKALHIO;
* cepBep BO3BpalIaeT ciydainsiii oTkiauk (challenge);
* KJIMEHT CHUMAET CO CBOETO MapoJisl XeN (XemeM Ha3bIBaeTCs pE3yNIbTaT Xel-QyHKIMH, KOTOpas MpeoOpa3oBhIBAET
BXOJIHOM MaCCHB JaHHBIX IIPOU3BOJILHON JUTMHBI B BBIXOJHYIO OUTOBYIO CTPOKY (PMKCHPOBAHHOM UIMHBI), MUPPyET

UM OTKJIMK U MIEPEIacT ero cepsepy;



* TO )K€ caMoe MPOENBIBACT U CEPBEP, CPABHUBASI MOJTYYCHHBIN pE3yJIbTaT C OTBETOM KIIMEHTA;

* ecyii 3K (POBaHHBIN OTKIIMK COBIA/IAET, AyTEHTU(HKALUS CYUTACTCS yCIICIIHOM;

Ha mepBom srtame ayrentudukanuu kimeHToB u cepBepoB VPN, L2TP mosepx IPSec ucmosnb3yer nokanbHble
cepTH(UKATHI, MOJYyYEHHBIE OT CIYyXObl ceprudukanuu. KinneHT u cepBep OOMEHMBAIOTCS CepTU(HUKATAMH U
co3zaroT 3anminenHoe coenunenne ESP SA (security association). [Tocne toro kak L2TP (moBepx IPSec) 3aBepiaet
npoluecc ayTeHTU(UKAlUM KOMITBIOTEPa, BBINOJHSIETCS ayTeHTU(HUKALUUs Ha YpOBHE moJb3oBaTens. Jlis
ayTeHTU(UKAIIMKA MOXKHO 3a/IeHiCTBOBATH J1I000H IpoTOKO, Haxe PAP, nepenaroniuii MMs 0JIb30BaTENs U TIAPOJIb B
OTKPBITOM BHJIE. DTO BIOJHE Oe30macHO, Tak kKak L2TP mosepx IPSec mmdpyet Bcro ceccuto. OHAKO MPOBEICHUE
ayteHTH(]UKamu noss3oBatens npu nomomu MSCHAP, npuMeHsromero pasiudHble KIIOYH MIAGPOBAHUS IS

ayTeHTI/IqJI/IKaHI/II/I KOMIIBIOTEPA U MOJIB30BATEIA, MOKET YCUIINUTDL 3aIUTY.

2.3. lWudpposanune
Iudposanne ¢ momoisto PPTP rapanTupyer, 4To HUKTO HE CMOKET MOJXYYUTh JOCTYI K AaHHBIM ITPU MEPEChUIKE
gepes Internet. B HacTosiiiiee Bpemsi OAICP>KUBAIOTCS 1BA METO1a IU(PPOBAHHMS:
* [Iporokon mmmdpposanus MPPE umu Microsoft Point-to-Point Encryption coemectum Tomisko ¢ MSCHAP (Bepcun
1u2);
* EAP-TLS u ymeer aBTOMaTHueCcKH BHIOUpATh JUIMHY KITI04Ya HIH(POBAHUS TIPH COTJIACOBAHUH ITaPAMETPOB MEKIY
KJIHEHTOM U CEPBEPOM.
MPPE nomnepxuBaet paboty ¢ kiaodamu auHo# 40, 56 nmu 128 6ut. Crapeie onepaiiontbie cuctemsr Windows
NO/ICPXKUBAIOT IH(pOBaHKUe ¢ UTHHON Kifoua Toabko 40 6ut, mostomy B cMmemranuoi cpeme Windows cremyer
BBIOMPATh MUHUMAIIBHYIO JUIMHY KIIIOYA.
PPTP u3menser 3HaueHHe KiIroya mudpanuu nocie Kaxaoro npuHaToro nakera. Ilporokon MMPE paspabatsiBancs
JUIS KaHAJIOB CBSI3M TOYKA-TOYKA, B KOTOPBIX MAKETHI MEPEaroTCs MOCIe0BATENIBHO, U TIOTEPs JAHHBIX OYEHb Maa.
B »T0it cuTyarum 3HaueHHe Kio4a IS OUEPEHOTO IaKeTa 3aBHCHUT OT Pe3yJbTaTOB JEMHU(PalNU MPeIblIyIlero
nakeTa. [Ipu mocTpoeHnH BUPTYalbHBIX CeTel yepe3 ceTH OOIIero J0CTyna 3TH yCIOBUSA COOII0AAaTh HEBO3MOXKHO,
TaK KaK MaKeThl JaHHBIX YaCTO MPUXOIAT K MOJTyyaTes o He B TOI MOCIeI0BATEIbHOCTH, B KAKOH OBIIH OTIIPABIICHEI.
ITostomy PPTP ncrnone3yeT a1 n3MeHeHHs Kiroua MH(POBaHUS MOPSAKOBBIE HOMEpPA IAaKEeTOB. DTO MO3BOJSET
BBITIOJIHATH JEITH(PALUIO HE3ABUCUMO OT MPEABIIYIINX NPUHSTBHIX MAKETOB.
O6a mporokomna peanu3oBansl kak B Microsoft Windows, tak u Bre ee (Hanpumep, B BSD), Ha anroputmbl paGoThI
VPN wmoryt cymectBeHHO oTiamudaThest. B NT (1 mponsBogHbIX oT Hee cuctemMax). OCHOBHBIE CBECHHS NTPHUBEICHBI
B Tabue. [[Ipunoxenue 6]
Takum 00pa3omM, CBA3Ka «TyHHEIMPOBaHHE + ayTeHTH(UKAIM + MH(ppOBaHHE» MO3BOJSAET NepeIaBaTh JaHHbIC
MEXIy ABYMs TOUYKaMH depe3 CeTh OOIIEeTo MOJIB30BAHUSA, MOACTUPYS paboTy YacTHOH (JToKaipHOW) ceTH. MHBIME
CJIOBaMH, PACCMOTPEHHBIE CPE/ICTBA MO3BOJISIOT MOCTPOUTH BUPTYAIbHYIO YaCTHYIO CETh.
JomonautenbHBIM NPHATHEIM 3¢ dexrom VPN-coenuueHus sBISETCS BO3MOXKHOCTH (M JaXe HEOOXOIMMOCTH)
WCIIOJIB30BaHUSI CHCTEMBI aJ[pecanny, IPUHATON B JIOKAIBHOW CETH.
Peanm3anust BHPTyaqpHOW 4YacTHOW CETH Ha NPAKTUKE BBIVIIIUT CIeAyromnM obpasoM. B moxambHOM
BBIYHMCIUTENLHON ceTH oduca ¢upMbl ycraHaBimuBaeTcs cepBep VPN. VYnanennelii monp3oBaTens (WIU

MapIIpyTHU3aTOP, €CIIA OCYIIECTBISIETCS] COSINHEHHE IBYX O(PHCOB) C NCHOIB30BaHHEM KIMEHTCKOTO MPOTPAMMHOTO



obecrieuennst VPN nHunmupyeT npoueaypy COeAMHEHUs ¢ cepBepoM. [IponcxoauT ayTeHTU(HUKAIMs 0JIb30BaTENs]
- nepBast (aza ycranosnenuss VPN-coennHenus. B cirydae monTBepskaeHus MOJTHOMOYHI HacTymnaeTr Bropas ¢asa -
MEK/1y KIMEHTOM U CEPBEPOM BBITIOJIHAETCS COTIacoBaHKe JleTaneil obecrieueHns OesonacHocTH coeaunenus. [locne
atoro opranusyercs VPN-coeannenune, obecrneunBatomee oOMeH HHpOpPMaIMEd Mexy KIMSHTOM U CEpBEPOM B
(bopme, Kora KaXIplil MakeT ¢ JaHHBIMH MPOXOAUT Yepe3 Mpoueaypsl mnppoBanus / AemndpoBaHus U MPOBEPKH
LEJIOCTHOCTH - ayTeHTU(HUKALUH TaHHBIX.

OcHoBHo# npobnemoii cereit VPN siBisieTcss OTCyTCTBHE YCTOSIBIIMXCSI CTaHAApPTOB ayTeHTH(MKaMU ¥ oOMeHa
muppoBaHHOI MHpOpMaIeil. DT CTaHIApPTHI BCE €Il HaXOAATCS B Ipoliecce pa3paboTKH M MOTOMY MPOAYKTHI
pa3NMYHBIX TPOU3BOJMTENICH He MOryT ycraHaBiauBaTh VPN-coenuHeHWss W aBTOMaTH4eCKM OOMEHHBATHCS
kiroyaMu. JlanHas mpobniema BiieueT 3a coOoll 3amemsienue pacnpoctpaneHus VPN, Tak kak TpyIHO 3acTaBHTh
pa3iuyHble KOMIIAHMU II0JIb30BAaThCS MNPOIYKLHUEH OJHOTO MpPOM3BOAUTENS, a IOTOMY 3aTPyJHEH IpOoIecc

00BeTMHEHUS ceTel KOMIIaHUH-TapTHEPOB B, TaK Ha3bIBaeMeble, eXtranet-ceTu.



