MHOOPMALIMOHHAA NMAMATKA
AndA ObYYAIKOLWUXCA And PASMELLEHUA
HA O®UUUAJIbHbIX MUHTEPHET-PECYPCAX

Ungpopmayusi cocmaessieHa 8 coomeemcmeuu ¢ MemoouYyeckue pekoMmeHlauyuu
O pasMeweHUU Ha UHGOPMaUUOHHbIX cmeHOax, odhuyuasnibHbIX UHMepHem-
calimax u Opyaux UHGOPMaUyUOHHbLIX pecypcax obweobpazosamesibHbIX
opeaHu3ayull u opa2aHoe, ocyu,ecmesisiiow,ux yrnpaessieHue e cghepe obpasoeaHusi,
UHghopmayuu o 6e3onacHoOM nNoeedeHuUU U Ucnosib3oeaHuu cemu "UumepHem" om
14 man 2018 r. N 08-1184

C kaxgblM rogoM MOMoAeXun B MHTEPHETE CTaHOBUTLCH BonbLUe, a LWKOSIbHUKA OOHWN U3
caMbIX aKTMBHbIX Nofib3oBaTternen PyHeta. Mexay Tem, NnOMMMO OFPOMHOrO KOfnmn4ecTBa
BO3MOXHOCTEWN, MHTEPHET HeceT M npobrnembl. OTa namsTka AOSMKHaA nomoub Tebe
©e3onacHo HaxoauTbCs B CETH.

KomnbloTepHble BUPYChI

KoMnbOTEPHBIM BUPYC - 3TO Pa3HOBUAHOCTb KOMMBIOTEPHbLIX NPOrpaMmm, OTANYUTENBHON
OCOBEHHOCTbIO KOTOPOW SABNSETCA CMOCOOHOCTb K pasMHOXEeHWo. B gononHeHwe K
3TOMY, BUPYCbl MOTYT MOBPEAnNTb UIIU MOSMTHOCTLI YHUYTOXUTL BCEe (halsibl U JaHHble,
NOAKOHTPOSbHbIE MOMb30BaTENt0, OT MMEHU KOTOpOro Obina 3anylieHa 3apaXeHHas
nporpaMmma, a Takke MoBpeAuTb UM faxe YHUYTOXUTb OnepauMOHHYHD CUCTEMY CO
BCEMU parnamu B Lerniom. B BonbLUMHCTBE CriydyaeB pacnpoCTpaHAKTCA BUPYChl Yepes
NHTEpPHET.

MeToabl 3aLmMTbl OT BPE4OHOCHbIX MPOrpamMm:

1. cnonb3yn coBpeMeHHble onepaunoHHbIe CUCTEMbI, UMEIOLLNE Cepbe3HbI YPOBEHb
3alWnTbl OT BPEOOHOCHbIX NPOrpamMm;

2. ocTosiHHO ycTaHaBnvBan nadyTu (UnMpoBble 3annaTky, KOTopble aBTOMaTU4YeCKu
yCTaHaBMMBaKTCA C Lenblo AopaboTkM nporpaMmmbl) U Apyrme OOHOBMEHUS CBOEN
ornepaumoHHon cuctembl. CkadmBanm Mx TOSNbKO C opuLManbHOro canta paspaboTymka
OC. Ecnu cyliecTtByeT pexnum aBToMaTUYeCKOro 0OHOBMEHNS, BKIOYN ErO;

3. PaboTai Ha cBoeM kOMMblOTEPE NOA NpaBaMu Nosib3oBaTesns, a He agMuUHUCTpaTopa.
OTO He No3BONUT BONbLUINMHCTBY BPEAOHOCHbLIX NPOrpamMM UHCTanIMpoBaTbCs Ha TBOEM
nepcoHanbHOM KOMMbIOTEPE;

4. lcnonb3yn aHTUBUPYCHbIE NPOrpamMMHble MPOAYKTbl U3BECTHLIX NpPouM3BOaUTENEN, C
aBToMaTu4eckum obHoBneHnem 6as;

5. OrpaHunyb om3nyYeckmii 4OCTYN K KOMNbIOTEPY AN NOCTOPOHHUX ML,

6. Micnonb3ymn BHELLHWE HOCUTENW MHpopMaunn, Takue Kak drieLuka, guck unu gamn ma
WHTEpPHETA, TOSbKO N3 NPOBEPEHHbBIX MCTOYHUKOB;

7. He oTkpbiBa KOMMblOTEPHbIE hansibl, NONyyYeHHbIe U3 HEeHaOEXHbIX UCTOYHUKOB.
Haxe Te dpannbl, KOTOpbIE NpuUcan TBON 3HAaKOMbIN. Jlyylle yTOYHW y Hero, oTnpasnisan
nn oH Tebe nx.

Cetn WI-FI

Wi-Fi - aT0 He BUA nepegaym gaHHbIX, HE TEXHOMOIMS, a BCcero nuiwb bpeHa, mapka. Ewe
B 1991 rogy HuagepnaHackaa komnaHus 3apeructpupoBana 6peng "WECA", Jto
obos3Havano cnosocoyeTaHne “"Wireless Fidelity", koTopbln nepeBoAUTCS Kak
"GecnpoBogHas TOYHOCTL".

[lo Hawero BpemeHu fowna gpyras abbpesuatypa, KoTopas SBMSETCA TakoW Xe
TexHonornen. 310 abbpesnatypa "Wi-Fi". Takoe HasBaHMe ObINIO AAHO C HAMEKOM Ha
cTaHOapT Bbiclwen 3BykKoBouM TexHukn Hi-Fi, 4yTo B nepeBoge o3Ha4daeT "BbiCOKas
TOYHOCTBL".



Ha, 6ecnnaTHbI MHTEPHET-A0CTYN B Kade, OTENAX U adponopTax ABMASETCH OTIMYHON
BO3MOXHOCTbIO BbIxo4a B WHTepHeT. Ho MHorMe akcnepTbl CyuTaloT, 4TO
obwepnoctynHble Wi-Fi ceTn He aBnsatoTca 6e3onacHbIMM.

CoBeTbl No 6esonacHocTn paboTbl B 06wwenoctynHbix cetax Wi-fi:

1. He nepepaBan cBot nu4Hyto MHopmauuio vepes obuwenoctynHole Wi-Fi ceTu.
PaboTtas B HuKX, xenaTefibHO He BBOAUTb Naponv A0CTyna, SIOrMHbl U Kakme-To HOMepa,;
2. Vicnonb3yn n o6HOBNSA aHTMBUPYCHbIE NporpamMbl U GpaHamayep. Tem cambiM Thbl
obe3onacuilb cebsi OT 3aKayku BUpyca Ha TBOE YCTPONCTBO;

3. MNpu wncnonb3zosaHun Wi-Fi oTknioum dyHkumio "O6wmi goctyn K dannam u
npuHtepam". [aHHas QYyHKUMS 3akpbiTa MO YMOSMYaHUKD, OAHAKO HeKoTopble
nonb3oBaTeNN akTUBMPYIOT ee Anga yaobcTea ncnonb3oBaHus B paboTe unm yyebe;

4. He vncnonb3yn nyonuudbin WI-FI ona nepegaym nNUYHbIX AaHHbIX, Hanpumep 4ns
BbIXxOA4a B coumanbHble CETU UM B 3NEKTPOHHYIO MOYTY;

5. Mcnonb3yi TonbKo 3alumilieHHoe coeauHeHne yepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoan UMeHHo "https://";

6. B mobunbHoMm TenedoHe oTkntoun pyHkumto "MNoakntoveHne k Wi-Fi aBTomatunyeckn".
He ponyckan aBTomMaTuyeckoro nogkntodeHnsa yctponctea k cetam Wi-Fi 6e3 TBoero
cornacusi.

CouuanbHble ceTu

CoumanbHble CeTU akTUBHO BXOASAT B HALLY XM3Hb, MHOTME ftogn paboTatoT 1 XXUBYT Tam
NoCTOsIHHO, a B Facebook yxe 3apeructpupoBaH Munnuappn 4YenoBeK, YTO sBAsieTcs
OJJHOW ceObMON BCeX Xxutenewn nnaHeTtbl. MHoOrve nonb3oBaTeENM HE MOHMMAIOT, YTO
MHpopmauusa, pasmelleHHas UMW B couMarnbHbIX CETSX, MOXET OblTb HangeHa u
NCnonb30oBaHa KEM YyrogHo, B TOM Yncne He 06a3aTernbHO ¢ 6rnarmmm HamepeHusMu.
OcHoBHbIe coBeTbl N0 6e30MacHOCTM B coumarnbHbIX CETAX:

1. OrpaHuyb cnucok apysen. Y 1eba B Opy3bsX HE OOMKHO OblTb CryYamHbIX W
He3HaKOMbIX N0AEN;

2. 3awmuian CBOK 4YacTHYK kM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, aaty
TBOErO POXAEHUS W  AOPYry JNUYHYI UHAGOPMauuKo.  3MOYMBIWEHHUKN  MOryT
MCcnonb3oBaTbh Adaxe WHGOPMaUUK O TOM, Kak Tbl UM TBOW poauTenn nnaHupyete
NPOBECTU KaHWUKYIbI;

3. 3awmiian cBOK penyTauuio - 4EPXN ee B YNCTOTE 1 3agaBan cebe Bonpoc: XxoTen Obl
Tbl, YTOObI gpyrve nosib3oBaTeny BUOENU, YTo Thl 3arpyxaewb? Nogyman, npexage Yyem
4YTO-TO ONyGnMKoBaTb, HanNUcaTb U 3arpy3unTb;

4. Ecnu Tbl roBOpuLLb C NIOABMU, KOTOPbLIX HE 3Haellb, He UCMOSb3yn CBOE pearbHoe
UMSI 1 OPYTYIO JIMYHYO MHAPOPMaLNKN: UMSA, MECTO XUTENbCTBA, MECTO y4ebbl 1 Npoyee;
5. N3beran pasmewieHnsa gotorpaduin B IHTepHeTe, rae Tbl M306paXkeH Ha MEeCTHOCTH,
Mo KOTOPOW MOXHO OnpeaennTb TBOE MECTOMONOXEHUE;

6. Mpwn pernctpaumm B coumanbHON CETU HEOBXOOUMO UCMONBb30BaTh CIIOXHbIE MApPOX,
cocrosme n3 BykB 1 LUGpP N C KONNYECTBOM 3HAKOB HE MeHee 8;

7. na coumanbHOM CeTu, NoYTbl U OPYrMX CanToB HEOOXOAMMO UCMONb30BaTh pa3Hble
naponu. Toraa ecnu 1ebs B3noOMatoT, TO 3MIOYMbILLNIEHHMKN NOSy4aT AOCTYN TOSbKO K
OAHOMY MECTY, a He BO BCe cpasy.

ONEKTPOHHbIE OEHbIN

ONEKTPOHHbIE AEHbIM - 3TO OYeHb yOOOHbIM cnocob nnatexen, o4HaKo CyLLeCTBYHOT
MOLLEHHMKM, KOTOPbIE XOTAT MNOMNYYNTb 3TU AEHbIN.

ONEKTPOHHbIE AEeHbIMN MOSABUINCE COBCEM HEe4aBHO M UMEHHO M3-3a 3TOMO0 BO MHOMMX
rocygapcrBax 4O CUX MOp He MPOMMCaHo NPo HUX B 3aKOHaXx.

B Poccum e OHU OYHKLMOHMPYIOT M O HUX YXXe NPOMMCaHOo B 3aKOHe, rae Ux pasgenstoT
Ha HEeCKOJSIbKO BMAOB - aHOHUMHbIE U HE aHOHMMHbIE. Pa3Huua B TOM, YTO aHOHUMHbIE -
3TO Te, B KOTOPbIX paspellaeTtcda npoBOoauUTbL onepaumm 6e3  unaeHTuduKaumm



nonb3oBaTens, a B HEAHOHWMHbIX WAEHTUdUKAUMSA nonb3oBaTensd SABMSETCS
obsa3aTenbHON.

Takke cnegyeT pasnuyatb 3NEKTPOHHbIE bMaTHble AEeHbMN (paBHbl rOCYAapPCTBEHHbLIM
BantoTam) 1 ANeKTPOHHbIE HeunaTHble AeHbIM (He paBHbl rOCYAapCTBEHHbIM BantoTam).
OcHoBHble coBeTbl Mo 6e3onacHon paboTe C 3NEKTPOHHbIMU AEHbramu:

1. TpuBsHXM K cHETY MOOWNbHBIM TenedoH. 3To cambln yaobOHbIN 1 BbICTPbIN cNocob
BOCCTaAHOBUTb AOCTYN K cyeTy. [NpuBA3aHHbIN TenedoH NOMOXET, ecnun 3abyaellb CBOK
nraTeXHbl Naposb UK 3anfellb Ha canT C HE3HAaKOMOro YCTPOUCTBA;

2. Wcnonb3yn ogHopasoBble naponu. lNocne nepexoga Ha YCUNEHHYHO aBTOpu3auuio
Tebe yxe He ByfeT yrpoxaTb ONACHOCTb KpaXu U nepexasaTa NraTexHoro napons;

3. Bbibepn cnoxHbin naponb. lNMpecTynHukam OygoeT He NpocTo yragaTb CrOXHbIV
naponb. HagexHble naponu - 3To Naponu, KoTopble coaepxaT He MeHee 8 3HaKoB U
BKIOYatoT B cebsi CTpOUHbIE U NponucHble 6yKBbI, LUdPbI U HECKOSNBKO CUMBOJIOB, TakmMe
Kak 3HaKk gonnapa, dpyHTa, BocknmuaTenbHbIi 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOW NNYHbIE JAHHbIE HA calTax, KOTOPbIM HE AOBEpPSELLb.

OneKTpoHHas noyTa

ONEeKTPOHHas noyTa - 3TO TEXHONOMSA U NPeAoCTaBsSEMbIE el0 YCIyrn No nepecobInke u
NOMNYyYEHUIO 3MEKTPOHHbIX COOOLLEHNI, KOTOpble pacnpenensiTcs B KOMMbIOTEPHOM
ceTn. OB6bIYHO O3MEKTPOHHBIA MNOYTOBbLIM SAWMK BbIMSAUT  cnegywowmm  obpasom:
UMSA_nonb3oBaTena@umsa_aomMeHa. Takke Kpome nepefadm npocToro TeKCTa, MeeTcs
BO3MOXHOCTb nepefasatb dpansbl.

OcHoBHble coBeTbl NoO 6e3onacHon paboTe ¢ INEKTPOHHOW MNOYTON:

1. Hago BbI6paTb NpaBuUIibHbIN MOYTOBLIN cepBUC. B MHTEpHETe eCTb OrPOMHbLIN BbIOOP
BGecnnaTtHbIX NOYTOBLIX CEPBMCOB, OAHAKO Nydlle AOBEPSTb TEM, KOro 3Haellb W KTO
nepBbI B PENTUHTE;

2. He ykasbiBa B NUYHOW MOYTE NMYHYKO MHGOpMaumo. Hanpumep, nydwe BbiOpaTb
"My3blkanbHbI_haHat@" unum "pok2013" BmecTo "Tema13";

3. Vicnonb3yi AByxaTanHy aBTopM3aumio. OTO Korga noMmMMo Napons HY>KHO BBOOUTb
Kog, npucbinaemel no SMS;

4. Bblibepn cnoxHbin naponb. [Ons Kaxgoro MOYTOBOro silMKa AOIMKEH OblTb CBOW
HaOEeXHbIN, YCTONYMBLIN K B3ITOMY Napofb;

5. Ecnn ecTb BO3MOXHOCTb Hanucatb CaMOMYy CBOW JIMYHbIA BOMPOC, UCMONb3yn 3Ty
BO3MOXHOCTb;

6. Mcnonb3ym HeCKOnbKO MNOYTOBbLIX SAWMKOB. [lepBbid ONA 4YaCTHOM nNepenncku c
agpecaTtamu, KOTOpbIM Tbl AOBeEpSAELLb. OTO 3MEKTPOHHbIM aApec He Hago UCNONb30BaTb
npu pernctpaumm Ha doopymax n cantax;

7. He oTkpbiBan hannbl U gpyrme BrOXEHUs B NUCbMax, LaXe €CnM OHWU Npunu ot
TBOMX ApYy3€en. Jlyylie yToOYHM y H1X, OTNPaBAsann v oHn tebe atn hannsi;

8. Nocne okoH4YaHWs paboThbl HA NOYTOBOM CepBUCE Neper 3akpbITUEM BKAAKN C CanToM
He 3abyab HaxaTb Ha "Bbintun".

KnbepOynnuHr nnm supTyanbHoe U3geBaTenbCTBO

Knbepbynnuur - npecnegoBaHue COOOLLEHUAMM, CcOAepXalMMn ocKkopOneHus,
arpeccuvio, 3anyrmBaHue; XyruMraHcTBO; coumanbHoe OOMKOTMPOBaHME C MOMOLLbIO
pasnU4YHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl Mo 6opbbe ¢ knbepbynnnHrom:

1. He 6pocancs B 6on. Jlydwmin cnocob: nocoBeToBaTbCA Kak cebs BECTU U, €Cnn HET
TOrO, K KOMY MOXHO 00paTUTLCA, TO BHa4asne ycnokoutbcs. Ecnun Tbl HAYHELLb OTBEYaTb
ockopbneHnsiMmn Ha ockopbneHnsi, TO TONbKO eLle Bornblue pasoxKeLlb KOHMINKT;

2. Ynpasnsu cBoen kubeppenytaumnen;

3. AHOHMMHOCTb B ceTu MHMMasd. CyllecTByHOT CMocobbl BbIACHUTb, KTO CTOWUT 3a
aHOHUMHbIM aKKayHTOM,;



4. He cTonT BECTU XynuraHckmm obpas BMPTYyarbHON XU3HU. MHTEPHET uKCupyeT BCe
TBOM AENCTBUS U COXpaHSET nx. Yaanutb nx 0yaet kpanHe 3aTpyaHUTENBHO;

5. Cobniogan cBOK BUPTyaribHYIO YeCTb CMOSIOAY;

6. rHopupyn eamHnyHbIn Heratme. OgHOpa30Bblie OCKOPOUTENbHbLIE COOBLLEHUS NyYLle
urHopupoBaTb. OBbI4HO arpeccus NpekpaLwaeTcsa Ha Ha4YanbHOW CTaauu;

7. baH arpeccopa. B nporpammax o6mMeHa MrHOBEHHbIMU COOBLLEHMSIMI, B COLIMAnbHbIX
CeTSAX eCTb BO3MOXXHOCTb BITOKMPOBKM OTNPaBKN COOOLLIEHNI C OnNpeaeneHHbIX aapecos;
8. Ecnmn Tbl cBugetenb kubepbynnuHra. TBOM [LEWCTBUA: BbICTYNUTb NPOTUB
npecnegosaTens, MokasaTb €My, 4YTO €ero [JeucTBUS OLEHUBAKTCH HeratusBHO,
nogaepXxaTb XepTBy, KOTOPON HyXXHa NMcmMxorornyeckas nomoLlb, COOOLMTbL B3pOCHbIM
O (bakTe arpeccnBHOro NOBEAEHNSA B CETHU.

Mo6unbHbIM TeNnegoH

CoBpemMeHHble cMapTOHbl M nnaHweTbl cogepXar B cebe BMONMHe B3POCIbIN
dyHKUMOHAr, U Tenepb OHM MOTYT KOHKYPUPOBaTb CO CTaLMOHAPHbIMU KOMMbIOTEPAMMU.
OpHako, cpeacTB 3almThl ANa NoA06HbIX YCTPOMUCTB MOKa 0O4eHb Maso. TecTupoBaHue u
NMOUCK YSI3BMMOCTEN B HUX NMPOUCXOOUT He Tak MHTEHCUMBHO, Kak anda K, 1o xe camoe
KacaeTcst U MOBUMbHbBIX NPUNOXEHWUN.

CoBpeMeHHble MOOUIbHbIE Bpay3epbl yXKe NPakTUYECKN LOrHann HacToNbHbIE aHanoru,
O[HaKO pacLumpeHue (pyHKuMoHana BreyeT 3a cobom 60rbLIYHO CIIOXHOCTb U MEHbLLYIO
3aLMLLEHHOCTD.

[laneko He Bce Npou3BOOUTENN BbINYCKaOT OOHOBMEHUSA, 3aKpblBaloLne KpUTu4eckme
YS1I3BMMOCTU OJ151 CBOUX YCTPOWCTB.

OcHoBHble coBeTbl Anga 6e3onacHocTn MOBUbHOro TenedoHa:

Huuero He siBnsieTca no-HacTosiwemy 6ecnnatHbiM. Byab ocTopoxeH, Beab koraa tebe
npegnaratoT 6ecnnaTHbl KOHTEHT, B HEM MOTYT ObITb CKPbITbI Kakue-To NnaTHbIe YCyru;
Hdyman, npexae yem otnpaButb SMS, ¢oTO Mnn BMAeo. Tbl TOYHO 3HaELUb, F4e OHU
OyayT B KOHEYHOM uTore?

Heobxoanmo 06HOBNATL ONEpPALMOHHY CUCTEMY TBOErO CMapTOHa;

Mcnonb3yn aHTMBMpPYCHbIE NporpamMmmbl 4511 MOBUITbHBIX TENe(OHOB;

He 3arpyxan NpunoXxeHus OT HEU3BECTHOrO UCTOYHWMKA, BEOb OHWM MOTyT coaepxaTtb
BpedOHOCHOE nporpaMmHoe obecneyeHmne;

Mocne Toro kak Tbl BbIMAEWb C CaWTa, rge BBOAMI NUMYHYKO MHopMauumo, 3angm B
HacTpownku B6paysepa n yganu cookies;

Mepuoamnyeckn NpoBepsiv, Kakme nnaTHbIE YCNyrM akTMBMPOBaHblI HA TBOEM HOMEPE;
[aBan cBoO HOMepP MOBUABHOroO TenedoHa TONbKO NIOASAM, KOTOPbIX Thl 3HAELLb U KOMY
AoBepseLLb;

Bluetooth gomkeH 6bITb BbIKIOYEH, KOrda Tbl UM He nonb3yelbes. He 3abbiBan nHoraga
NpOBEPATL 3TO.

Online wvrpbl

CoBpeMEHHbIE OHMAWH-UTPbl - 3TO KpacO4Hble, 3axBaTbiBAlOLLUME pa3BIiEYEHMS,
obbeanHsALWMe COTHU ThICAY YeroBek No Bcemy mupy. Vrpokn nccneayroT gaHHbIN UM
MUp, obLialTcs Apyr C OPYrom, BbIMOSHAKT 3adaHusi, cpaxaklTcss C MOHCTpaMu n
nosly4atoT onbIT. 3a YAOBONLCTBUE OHU NNIATAT: NOKYNatT AUCK, ONfavymBaoT aboOHEMEHT
nUnn npmuobpeTarT Kakne-To onuumn.

Bce atm cpenctBa mayt Ha noggepxaHwe U pasBuUTUE Urpbl, a TakKkKe Ha camy
6€e30MacHOCTb: COBEPLLEHCTBYHTCA CUCTEMbI aBTOPM3aALNK, BbINMYCKAOTCS HOBLIE MaTyK
(uncpbpoBble 3annaTkun onsi NporpamMmMm), 3aKpbiBalOTCHA YA3BUMOCTU CEPBEPOB.

B nogo6HbIX urpax CTOMT onacaTbCA He CTOSIbKO CBOMX COMEPHUKOB, CKONbKO KpaXu
TBOEro naporsisi, Ha KOTOPOM OCHOBaHa cucTeMa aBTopm3aumm BONbLUMHCTBA UTP.
OcHOBHble coBeTbl MO 6€30NacHOCTM TBOErO UFPOBOrO akKayHTa:

1. Ecnn gpyron urpok Beget cedsi nnoxo unmn cosgaeT Tebe HENPUATHOCTU, 3abnokupym
€ro B CMMCKe UrPOKOB;



2. Tloxanynca agMuyHUCTpaTtopamM Wrpbl Ha Mroxoe noBedeHne 3TOro WUrpoka,
XenaTtenbHO NPUNOXWTb KakMe-To JoKa3aTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBayn nn4Hyto MHGopmMaLmio B npodanne urpsbl;

4. YBaxan gpyrux y4aCTHUKOB MO Urpe;

5. He yctaHaBnvBam HeomumnarnbHble naTtin n Moapl;

6. Micnonb3yn crnoxHble 1 pasHble naponu,

7. Daxe BO BpeMsi Urpbl He CTOUT OTKMOYATb aHTUBUPYC. [Moka Tbl Urpaellb, TBOW
KOMMbOTEP MOTYT 3apa3unTb.

PULINHT NN Kpaxka NNYHBIX OaHHbIX

OOGbI4HOM Kpaxen [OeHer U [OKYMEHTOB CEerofHs YXe HUKOro He yAMBULLb, HO C
pasBUTUEM WHTEPHET-TEXHOMOMMA 3IIOYMbILUIIEHHUKM NEPEMECTUNIUCh B UHTEPHET, U
npogosmKarT 3aHMMaTbes "nobumesiM" genom.

Tak nogBmnacb HoBas yrpo3a: UHTEPHET-MOLIEHHNYECTBa UNN PULLNHT, rNaBHasa uenb
KOTOPOro COCTOUT B NOSTyYEHUN KOHPUAEHLMANbHbIX JaHHbIX NONb30BaTernen - IorMHOB
n naponen. Ha aHrnuickom asblike phishing yitaetcsa kak dpuwmHr (ot fishing - pbibHas
noens, password - naposnb).

OcHoBHble coBeTbl No 6bopbbe ¢ PULLNHIOM:

1. Cnegn 3a cBOMM akkayHTOM. Ecnu Tbl nogospeBaellb, YTO TBOSA aHKeTa Gbina
B3floMaHa, To HeobxoaMmo 3abnoKMpoBaTb ee N CoobLWNTL agMUHUCTPaToOpaM pecypca
00 3TOM Kak MOXHO CKOpEE;

2. Ncnonb3yn 6e3onacHble Beb-canThbl, B TOM YUCIE, MHTEPHET-MarasmHoB U NOUCKOBbIX
cucTeMm;

3. Ncnonb3yn cnoxHble 1 pasHble naponu. Takmm obpasom, ecnv 1ebs B3fiomarT, TO
3M10YMbILLMEHHMKN NonyYaT JOCTYN TOMbKO K OAHOMY TBOEMY MPOdUIIIO B CETU, @ HE KO
BCEM;

4. Ecnn Tebs B3nomanu, To HeobxoamMmo npeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOPbIE
nobasrneHbl y Tebs B 4py3bsiX, O TOM, 4TO TebSA B3nomManu 1, BO3MOXHO, OT TBOEro MMeHU
OyaeT paccbinaTbCsa cnam 1 CCbIfIKM Ha PULLNHIOBbIE CaNTbl;

5. YctaHoBu HagexHbin naponb (PIN) Ha MoBUnbHbIN TenedoH;

6. OTKNOYKN coxpaHeHne napons B bpayaepe;

7. He oTkpbiBan hannbl 1 gpyrue BNOXEHUS B MUCbMax, AaXe eCcriv OHWM Npun ot
TBOMX ApYy3en. Jlyylie yToOYHM y H1X, OTNPaBnAsanu niv oHn Tebe atn hannbi.

Lndposas penytaums

Lindposas penyTtaums - 3T0 HeratMBHasi Unvm NO3MTMBHasA MHopMaunsa B cetu o Tebe.
KomnpomeTupyowaa nHgpopmMaums, pasmelieHHasi B UHTEpPHETE, MOXET Cepbe3HbiM
obpa3om oTpasuTbCs Ha TBOEW pearnbHOW Xu3Hu. "Lindposas penytaums" - 310 TBOM
UMUK, KOTOPbIN dopMmupyeTcsa n3 nHgopmMmauum o Tebe B MHTEPHeETE.

TBOe MecTo XuTenbCTBa, Yy4yebbl, TBOE (PMHAHCOBOE MOSIOXEHME, OCOBEHHOCTU
XapakTtepa u pacckasbl 0 6rIM3KMX - BCe 3TO HaKaninBaeTCsi B CETU.

MHorne noapoCTKM NErKOMbICIIEHHO OTHOCATCS K Ny6nukauum nMYHOW MHopmaummn B
NHTepHeTe, He NOHMMasi BO3MOXHbIX MOCNeACTBUN. Thl Jaxe He CMOXeLlb JoragaTbcs
0 TOM, 4YTO poTorpadus, pasmeLleHHas 5 net Hasag, crana NpuYMHOM oTKasa MpPUHSATb
Teba Ha paborTy.

KoMmmeHTapuu, pasmelleHne TBoux doTtorpacdovin v apyrue OencTBus MOryT He
NCYE3HYTb Jaxe Mocrie Toro, Kak Tbl UX yaanuwb. Tbl HE 3Haelb, KTO COXpaHUn aTy
MHopMauuio, nonana v oHa B MOUCKOBbLIE CUCTEMBI U COXPaHUIIach v OHa, a rnaBHoe:
41O nogymatT o Tebe oKpyxawwme ngu, KOTopble HavWayT M yBUAAT 3TO0. Hantum
NHOPMAaLMIO MHOTO NET CNYCTS CMOXET Ntobon - Kak M3 AobpbIx NOBYXOEHUR, Tak n ¢
HaMepeHNEM MPUYUHUTL Bpes. OTO MOXET ObITb KTO YroAaHO.

OcCHOBHbIe COBETHI MO 3alnTe LUGPOBON penyTauunn:

1. Nogyman, npexae 4em 4T0-TO NybrvkoBaTb M NepefaBaTb y ceba B 6Grore vnun B
counanbHOu CeTu;



2. B HacTpownkax npodunga yCTaHOBWU OrpaHMyYeHust Ha NMpoOCMOTP TBOEro Npodung n ero
COOEepPXMUMOro, caenam ero Tonbko "onga gpysen”;

3. He pa3mellan n He ykasbiBan MHopmauuto, koTopas MOXeT KOoro-nmbo ockopbnsaTb
nnm obumxaTb.

ABTOpCKOE npaBo

CoBpeMeHHble LUKOMbHUKU - aKTUBHblE MNONb3oBaTeNnuM UUEQPOBOro npoCTpaHCTBa.
OpHako Janeko He Bce 3HatT, YTO NOSIb30BaHME MHOMMMU BO3MOXHOCTAMU LUGPOBOro
Mupa TpebyeT cobnogeHns npaB Ha MHTENNeKTyanbHyt0 CO6CTBEHHOCTb.

TepMuH "wHTennekTyanbHasd COOCTBEHHOCTb" OTHOCUTCS K pPasfMyHbIM TBOPEHWUAM
4YenoBEeYeCKOro yma, HadvMHas C HOBbIX W306peTeHui U 3HakoB, OBO3HaYaloLLMX
COOCTBEHHOCTb Ha NPOAYKTbI WM YCIyrM, W 3akaH4YMBasi KHuramu, doTtorpadmsmu,
KMHOOUITbMaMn N My3blKanbHbIMU NPOU3BEAEHNSMN.

ABTOpPCKME NpaBa - 3TO NpaBa Ha UHTENNEeKTyanbHyt0 COOCTBEHHOCTb Ha NPON3BEAEHWS
HayKu, nuTepaTtypbl U UCKycCTBa. ABTOPCKME MpaBa BbICTYNalT B Ka4eCcTBe rapaHTum
TOrO, YTO MHTENNEKTYanbHbIN/TBOPYECKUIN TPYA aBTOpa He ByaeT HanpacHbIM, 4acT emy
crnpaBefsiMBble BO3MOXHOCTU 3apaboTaTb Ha pesynbTaTax CBOEro Tpyaa, Mony4vuTb
N3BECTHOCTb U Npu3HaHune. HukTo 6e3 paspelueHnss aBTopa He MOXeT BOCNPOU3BOAUTb
ero npovssefeHne, pacnpocTpaHATb, MNy6rMYHO [AeMOHCTpupoBaTh, MNpoAaBaThb,
MMMOPTUPOBATL, NycKaTb B MNpokaTt, MyBGrMYHO MCMNONHATbL, MOKa3blBaTb/MCMOMHATL B
admpe unu pasmerlatb B IHTepHeTe.

Mcnonb3oBaHue "nupatckoro” nporpaMmMHoro obecrneyeHmsi MoXXeT NPUBECTU K MHOMUM
puckam: OT NOTepU AaHHbIX K TBOMM akkayHTam 4o 6NOKMPOBKM TBOErO YCTPOWCTBA, rae
yCTaHOBIieHa HenerarnbHas nporpamma. He ctouT Takke 3abbiBaTb, YTO CyLLECTBYIOT
neranbHble 1 6ecnnaTHble NPOrpaMmbl, KOTOPbIE MOXHO HANTWN B CETW.

O noptane

CeTeBUYOK.ph - TBOM rMaBHbIA COBETYMK B CETU. 34ecCb Thbl MOXeEWb Yy3HaTb O
BGe3onacHOCTM B CETU MOHATHbIM U OOCTYMNHbIM A3bIKOM, a MpPU BO3HUKHOBEHWUN
KpPUTUYECKON cuTyaumm obpatuTbCs 3a COBETOM. A Takke NPUHSATb y4acTue B KOHKypcax
N cTaTb camMbIiM LMPPOBLIM rpaxxgaHUHOM!



